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1 Software Purpose and Use Cases

Intelex Vision Ltd software products can be used for any type of surveillance system installation: they offer a wide
and flexible choice of components and license types to suit anyone from home users to corporate
customers. Different product editions can be selected depending on the application area and available resources.

iSentryMMS Expert

iSentryMMS Expert is a new-generation piece of VMS software from Intelex Vision Ltd, which offers a fast and
scalable stand-alone multiple-server solution that truly answers your company’s security needs. Proven to be high-
quality and reliable and having a 64-bit version, adding an even more intuitive user interface and better
functionality, as well as a long list of add-ons.

Cross-functional and modern, iSentryMMS Expert supports over 3500 cameras and other network devices from
major producers. The software is designed for surveillance systems with 96 or fewer cameras and also allows hybrid
solutions. Looking for a complete enterprise-level solution? We suggest that you refer to the iSentryMMS Federation
version of the software.

iSentryMMS Federation

iSentryMMS Federation is a complete surveillance ecosystem solution for enterprises of any size, including those
distributed across multiple sites. This version of the software, iSentryMMS Federation, not only offers 64-bit speed
and all the necessary tools for setting up an absolute situational alertness system aimed at responding quickly to
events, as well as introducing a central server governance hierarchy of all the components.

This is one of the most comprehensive enterprise-level VMS solutions on the market, featuring interactive maps
linked to alarms; an advanced event and action manager; analytics tools; video wall support and other impressive
components you will definitely appreciate. To ensure the safety of your data, the software also offers archive
replication, advanced system health monitoring and failover clustering mechanism, all of which reduce the
disruption of your video surveillance recordings to zero. All this, as well as the various possibilities for customization
and Intelex Vision Ltd flawless technical support, makes iSentryMMS Federation a video surveillance solution you
can count on.
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2 Hardware Requirements

The table below details several typical minimum recommended hardware sets for Intelex Vision Ltd recording
servers. Please note that these specific processor models are given only as examples and are not compulsory: you
can use a different CPU model, provided that it has the same number of threads and its performance is analogous.

Calculations are given for two major configuration examples: all streams in D1 or FullHD resolution; of course,
intermediate and mixed cases may also exist. Please contact Intelex Vision Ltd representatives if you require help

with choosing hardware.

HARDWARE RECOMMENDATIONS TABLE
Installation specifications Recommended hardware per usage scenario.
Video Number Motion Server only Monitor*** only Server +
Stream of cameras Detector Monitor***
D1 Uptoog None or camera- | CPU: Intel CPU: Intel G4500; R | CPU: Intel i3-6300;
3ofps side* G1840; RAM a.m. 4GB RAM 8GB
Software HP** 4GB
Software HA** CPU: Intel CPU: Intel i5-6600;
Upto16 None or camera- Gé%OO; RAM CPU: Intel i3-6300; RAM 8GB
side* 4 RAM 4GB
Software HP**
Software HA** CPU: Intel i3-
6300; RAM 8GB
FullHD Uptoog None or camera- | CPU: Intel CPU: Intel i5-6600;
3ofps side* G1840; RAM RAM 8GB
4GB
Software HP** CPU: Intel
G4500; RAM
4GB
Software HA** CPU: Intel i5- CPU: Intel i7-6700;
6600; RAM 8GB RAM 8GB
Upto 16 None or camera- | CPU: Intel CPU: Intel i7-6700;
side* G4500; RAM RAM 8GB
4GB
Software HP** CPU: Intel i3- CPU: Intel i7-6700;
6300; RAM 8GB RAM 16GB
Software HA** CPU: Intel i7- CPU: Intel i7-
6700; RAM 8GB 5930K; RAM 16GB

DDR4/DD5 RAM is strongly recommended!

o *Please refer to the list of Intelex Vision Ltd supported cameras for camera-side motion detector support
o **High Performance/High Accuracy mode

e ***Qystem must provide:
e DirectX 10 support

e Graphics card with at least 256 MB memory

e Latest graphics driver version

For iSentryMMS Client workstations, onboard video memory should be at least 256MB per display, and the

recommended minimum is 512MB per display.

For iSentryMMS Video Analytics (VA): 1x physical core 3GHz+ and 1GB RAM per video channel. CPU must

©2024. Intelex Vision Ltd All Rights Reserved.
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support AVX/AVX2.

For iSentryMMS Federation servers without any camera assignment (management only) you can use a
stable but low-spec machine with high-speed OS medium with at least 4 cores (8 threads). Example: Intel i3-10320
with 16 GB DDR4 and NVMe SSD. Virtual machines are supported but make sure to allocate enough cores. If your
iSentryMMS Federation server will assume any additional load (video channels, in the first place) and/or the
number of simultaneous client connections is large (hundred or hundreds of connections), please consult with
customerservices@intelexvision.com to get tips for your server hardware.

©2024. Intelex Vision Ltd All Rights Reserved.
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3

Prerequisites

There are a number of requirements for the iSentryMMS host system:

o
S

a

e Microsoft Windows operating system (10, 11, 11 IoT Enterprise, Server 2016, Server 2019, Server 2022),
real or virtual machine

e both .NET Framework 3.5 SP1 and 4.x installed (the latest version should come with OS updates)

¢ for Windows Server operating systems, make sure the Desktop Experience feature is installed

e Windows Media Features must be installed (via Windows Features), it is missing by default in Windows N
editions

¢ all Windows updates must be installed (especially, this is critical for Windows 10 and newer editions and
for pending updates)

e ports for remote connections should be enabled through the firewalls (default ports are 60554 for
iSentryMMS Client and iSentryMMS Console and 8080 for the iSentryMM Streaming Server and external
services)

e disable HTTP traffic analysis in the antivirus settings (especially ESET) to ensure the correct work of
external services (LPR, FR, and other external video analytics modules)

¢ installation and recording directories should be added to antivirus exception list so that they are not
scanned or interfered with in any other manner

¢ indexing and defragmentation services must be disabled for the storage locations

o for the software analytics requirements, see the corresponding section of the VCA/VA manual (provided as
a separate document)

e for iSentryMMS Client application, DirectX 10+ is required along with the latest stable graphics card
drivers

e for iSentryMMS Client, display resolution of 1280x720 pixels or higher is recommended

Please pay attention to the difference between "Windows 11 IoT" and "Windows 11 IoT Enterprise"—they are
two different systems, and we do not support "Windows 11 IoT"!

For Windows Server 2016 and 2019, specify the Server with Desktop Experience option as part of the
OS installation. Prior versions of Windows Server allow you to install this feature post installation.

If you use a server with a clean Windows installation, make sure to install all available Windows updates
before starting the software installation. Component deficiency (framework components, redistributables
etc.) may lead to unexpected issues in software operation.

If you are using Windows 10 N or KN (special edition without media technologies), make sure to install
Windows 10 Media Feature Pack in order to ensure iSentryMMS operation. Without media features,
iSentryMMS will not work. You will find the media feature pack online, provided by Microsoft.

In order to enable GPU usage for video analytics, please install NVIDIA CUDA toolkit redistributable
package, which is NOT a part of the iSentryMMS installation. You can download the toolkit from the Intelex
Vision Ltd website (usually available with the latest iSentryMMS version), or request it from Intelex Vision Ltd
representative or via customerservices@intelexvision.com.

For recording, the following recommendations apply:

o for 48+ channels and/or >20MB/s total recorded stream, RAID 5/6/10 with high speed hardware
controller is strongly advisable

e defragmentation and indexing must be disabled for all storages

e every recording location, regardless of its type, must have 10-15% of free space, not used by iSentryMMS
or any other software

e recording to the system disk is strongly not recommended

e antivirus software or any other scanners should be disabled for the storage locations

¢ no third-party VMS should be recording to the same location as iSentryMMS

e for NAS, make sure to disable the Recycle Bin feature, so that the erased files are actually deleted and not
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just moved to trash folder
o after adding the channels for recording, check the disk load (disk queue)
o disable read cache for RAID controllers

/. High disk queue may result in gaps in the recordings, freezing client during archive playback, etc. Minimize
the disk queue to avoid system performance issues.

i

Antivirus scanning, defragmentation, indexing and other similar processes being enabled

for iSentryMMS storages may result in dramatically decreased write speed, recording disturbances and,
occasionally, database corruption. We strongly recommend that you make sure that storage locations are not
affected by these processes.

i

/=, Intelex Vision Ltd is not responsible for software failures and/or any footage loss caused by underlying OS
and/or hardware issues. It is the responsibility of the systems administrator to configure the server and
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by Intelex Vision Ltd
for bespoken configuration).

©2024. Intelex Vision Ltd All Rights Reserved.
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4 Getting Started

Before starting the installation, make sure that:

¢ you have downloaded the correct software package
¢ you have acquired the corresponding valid license key
¢ the host operating system is stable (functioning correctly) and has all the updates and drivers installed

o server hardware matches the project requirements, taking into account all used features and planned
post-deployment modifications

e host system retains all the features and configuration required for software operation

/. We strongly advise that you keep the software versions (e.g., 1.x.x) and subversions (e.g., 1.2.X) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

) If you are not sure about what server hardware to choose, do not hesitate to use Intelex Vision Ltd provided
hardware calculators and/or contact Intelex Vision Ltd representative for an accurate estimation.

We advise installing and activating the software on the ultimate server assembly, as extensive subsequent hardware
changes are likely to cause software license activation failure. If this happens, undo these changes, if possible, or
contact product support to find a solution.

iSentryMMS is installed as a Windows service so please make sure that the Windows user you are logged in as has
sufficient privileges; otherwise, software may not be installed correctly. Note that there is no option to install and
run the software in application mode.

The following topics will guide you through the installation process, as well as provide details on product
configuration. If you are using a Intelex Vision Ltd product for the first time, we strongly advise you to carefully read
and follow the instructions in this manual and related documentation.

/&, Intelex Vision Ltd is not responsible for software failures and/or any footage loss caused by underlying OS
and/or hardware issues. It is the responsibility of the systems administrator to configure the server and
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by Intelex Vision Ltd
for bespoken configuration).

©2024. Intelex Vision Ltd All Rights Reserved.
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5 License Activation

In order to use the product, a valid license is required - whether this is a trial or a purchased one. Any of these
licenses can be activated using this wizard; note that license activation choice will differ depending on the
installation package you have selected.

For the standalone server edition, iSentryMMS Expert, the license is applied to that specific server. Client
applications do not require a license to operate.

For the iSentryMMS Federation system, the license is applied to the iSentryMMS Federation server (central
management server) only; iSentryMMS Recording Server machines do not require a license to operate because they
cannot operate independently. Client applications do not require a license to operate.

N 7
4 AN q\
N 7
Central mgmt Mirror Standalone
server server

= - Management

—
=
—

console
=
—
-

Client Standalone
server

Recording Failover
server server

Ecosystem with two iSentryMMS Expert servers and one iSentryMMS Federation: components requiring license
are marked with the key icon

Each server only accepts one iSentryMMS license key, no matter how many and which features it includes. Each
iSentryMMS license key can only be applied on one machine.

License Types

Each license includes a certain number of channels. Traditionally, these are video channels (normally, one video
source equals to one license), and then there are special channels with advanced functionality. iSentryMMS
features (video walls, maps, redundancy, etc.) do not require any additional feature licenses.

License types:

e video channels: regular video channels.
e VA - embedded video analytics (embedded, generic VA engine)
e specialized VA (embedded, different engine types)
e CrossLink - interactive channels
¢ CrossLink Basic: interactive web applications (webpages)
e CrossLink Advanced: interactive remote applications (workstations)

©2024. Intelex Vision Ltd All Rights Reserved.
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e advanced device integrations (Leica, CrossWalk, etc.)
¢ data channels.

Also, each iSentryMMS license contains 1 (one) generic video analytics channel free of charge.

Other Intelex Vision Ltd product licenses (for other modules) are not included into iSentryMMS license and should
be purchased separately. For detailed information on iSentryMMS license options, as well as other software modules
and their licensing, please contact our sales via https://www.intelexvision.com/contact/.

The iSentryMMS server controls the total number of the channels of each type in the system. For iSentryMMS
Federation systems, you must apply the license onto the iSentryMMS Federation server (the central management
server), and then you are free to allocate and move the channels across the iSentryMMS Recording Server servers.
The iSentryMMS Federation server will keep track of all license channels used throughout the system.

The server tracks the license channels using the following logic:

e video channels: one license channel is used for each channel that is created when you create a device of
any model (except for CrossLinks).

e VA: VA licenses are separated from video channel licenses and do not include them. You should purchase
VA channels on top of the regular video channels. You are free to enable VA for any video channel, as long
as the total number of enabled video analytics does not exceed the VA number in the license.

e CrossLinks:

e CrossLink Basic: one Basic license channel allows you to create one Webpage or one device of
the CrossLink Basic model

e CrossLink Advanced: one Advanced license channel allows you to create one Webpage or one
device of any CrossLink model

¢ advanced integrations: each special integration (e.g., Leica) channel allows you to create a device of the
corresponding type.

e data channels: one data channel license is required to create one data channel. Databases are unlocked
automatically (DBs do not operate without a data channel).

/, The free iSentryMMS Start license is not available anymore starting from the software release 1.22.0 for all
software versions. Enjoy the fully featured trial version of iSentryMMS Expert!

License Activation

Once you have installed the software and entered the server initialization settings, the activation wizard will
appear. If it does not, or if you have rebooted the server computer after completing the installation, simply run the
activation manager in one of the following ways:

e from the Windows Start Menu, under Intelex Vision Ltd folder, or

¢ by typing Activation Wizard in the search field, or

e by right-clicking the server tray icon and selecting About > Manage license (server tray icon appears only
after you run the iSentryMMS Server shortcut from your Desktop or Start menu), or

e when connected to localhost via iSentryMMS Console, go to the main menu > About > Manage license.

The license manager will only pop up automatically after the initial installation. If you wish to apply license
upgrades at any time, including the after-software-upgrade, run the license manager manually as described above.

It is advisable to run hardware stability tests and finalise the server hardware configuration before applying the
license, as subsequent hardware changes may cause activation related issues. Approximately up to 30% of the initial
hardware components can be replaced without losing the activation.

Subtopics here describe every type of license activation in details.

=

‘s Licensing is mandatory for iSentryMMS Expert and iSentryMMS Federation software packages. iSentryMMS
Recording Server does not require a license as it is not an independent component but rather operates under a
iSentryMMS Federation server only.

' Virtualized environment is supported starting from software version 1.13.0. If you experience any issues with
the license activation, kindly contact our support engineers by emailing customerservices@intelexvision.com.

©2024. Intelex Vision Ltd All Rights Reserved.
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6 Online Activation

If your server has Internet connection available, you can choose online activation mode. The software will
automatically connect to the activation server and register your pre-purchased license.

Step 1. Activation type selection

Activation types
) Activate exasting license key

Offline activation wvia license file

Request Evaluation license key

Sr— =

Activation Type Selection

Enter your product license key and hit Activate. If your key is incorrect, the wizard will notify you with a red X
sign next to the key field: if this happens, double-check the key you have typed, looking out for mistyped characters
and superfluous spaces at the start or end.

Step 2. Activate existing license key

License key

Enter icence key | InCoRrEcTkEy123 (%]

Activate Cancel
Enter License Key

When you have entered a valid license key, the wizard will activate your software. If you have decided to go with a
different activation option, click Cancel to return to the activation type selection step.

©2024. Intelex Vision Ltd All Rights Reserved.

12



iSentryMMS Expert Administration Guide

7 Offline Activation

If there is no Internet connection for security reasons and/or server disposition particularities, choose the Offline
Activation type.

Step 1. Activation type selection

Activation types

Activate existing license key

i Offline activation wia license filel

Request Evaluation license key

] 4 Eat

Activation Type Selection
This mode consists of three steps:

e generate the activation file on the target server
e go to the online activation system at customerservices@intelexvision.com and fill in the form

e apply provided license file to your system

Step 2. Activate existing license

License file

System activaton file Generate...

Specfy license file Browse...

Ca n;:._EI
Offline Activation Steps

©2024. Intelex Vision Ltd All Rights Reserved.
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Click Generate to create the activation file; choose a location and save it. The default file name is system.bin and we
do not recommend changing it.

|~ | Save As .

| * T m* ThisPC » Desktop v G Search Desktop § )
Organise « Mew folder EE i
{ Favourites Me items match veur search
B Desktop
& Downloads

1-_:] MySyncFolder

=1, Recent places
File name= Wﬁ- i W
Save as type |Binary data file (*.bin) L
. Hide Folders | Save Cancel

Cancel

Save Activation File

Next, copy this binary file to any other computer that has Internet access, then go to the online form available at
customerservices@intelexvision.com, fill in the required fields and upload the file. The activation system will
process your file and allow you to download a license file. This license file will be unique and will only be valid on the
same machine from which the original system.bin file comes.

You can close the activation wizard after creating the activation file and reopen it later to apply the license file. Click
Browse to locate it and open the license.dat file provided by the activation system.

& Open .
- =

T m* ThisPC » Desktop v | G Search Deskitop
Organise « Mew folder 3 L]
{ Favourites Mo items match iaur search
B Desktop
& Downloads

@ MySyncFolder
=, Recent places

File name: |[Eoraery w | | License data file (" .dat) W

i Open . Cancel

Cance|

Browse for License File

The validated license.dat file will be loaded, allowing you to finish the registration process.

©2024. Intelex Vision Ltd All Rights Reserved.
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Step 2. Activate existing license

License file
System activaton file Generate...
Specify license file Browse... license.dat

Activate Cancel

Load the License File

Click Activate to apply the license file. If the license is valid, you will see an activation success confirmation with the
following details:

e product type

o license key

¢ license key expiration date, if applicable

e support subscription expiration date

¢ allowed channel amount

The license information will be stored on your server. However, you may wish to save a snapshot of this screen for
your future reference, so that this information will be accessible in case of server OS or hardware failure.

Finally, click Done to exit the activation wizard or click Start Quick Setup Wizard to proceed with server
configuration.

©2024. Intelex Vision Ltd All Rights Reserved.
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8 Evaluation License

If you wish to evaluate the fully featured iSentryMMS Expert product or need to assess server performance over a
certain period of time and with specific features, you can request an evaluation license key from Intelex Vision Ltd.

Request Evaluation license key online

Back to activation type selection

Exit

L4 activation - oI ES

Step 2. Request Evaluation license key

Get Evaluation License Key

After receiving the evaluation license, activate the trial key using the usual online or offline activation algorithm.
When you purchase a production license, simply replace the evaluation license by removing it and then activating
the permanent license in the preferred manner.

©2024. Intelex Vision Ltd All Rights Reserved.
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9 Activation Management

When a server already has a license key installed, you can retrieve that information in two ways:

o right-click server icon in the system tray and select About. The dialog box will contain basic information
about the product version and license type

¢ run the Product Activation Wizard from the Start menu

To start the wizard, go to Start -> All Apps -> Intelex Vision Ltd -> Activation Wizard (in Windows 7 and older
versions, use Start -> All Programs -> software installation folder -> Tools -> Activation Wizard); alternatively,
use Search to locate the Activation Wizard in the programs menu.

Step 1. Manage license

Your license: Global

License details:

Key:

Expiry date: never

Subscription valid until: 1/25/2018
Channels supported: up to 100

Upgrade current license

irade product using same license ke

Upgrade current license via license file

Upgrade product using activation file

/® Remove license:

Ok Cancel

Choose an option in order to proceed
The wizard will display a summary about the currently installed license key and show the available management
options.

Online license upgrade

License upgrade is available for the license keys purchased earlier. Note that all the software processes (both
applications and services) must be stopped in order for the license to be applied correctly.

For upgrade acquisition details and assistance, please contact us via https://www.intelexvision.com/contact/.

©2024. Intelex Vision Ltd All Rights Reserved.
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& manage license - o IE8

Step 2. Upgrade current license

A - o EX

Terminate services to proceed?

To process your request system needs to terminate services

* Server
» Server Watchdog

Cancel

All software processes must be stopped in order to apply license related changes

©2024. Intelex Vision Ltd All Rights Reserved.
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& manage license - o IEN

Step 2. Upgrade current license

Contact sales and buy subscription

| Upgrade existing license key |

Cancel

License upgrade option

After acquiring the upgrade from Intelex Vision Ltd, click Upgrade Existing License Key to enter it. Your license
information will be synchronized with the activation server and you will be presented a license summary. Click
Cancel to return to the beginning of the wizard.

Offline license upgrade

Offline license upgrade essentially the same as the offline license activation process: the same steps should be taken
to retrieve the new license file.

e generate activation file on the target server
e go to the online activation system at customerservices@intelexvision.com and fill in the form
e apply provided license file to your system

Click Cancel to return to the beginning of the wizard.
Remove license

Select Remove License if you wish to completely delete all the license information from the server.

©2024. Intelex Vision Ltd All Rights Reserved.
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2 manage license - o IESl

Step 2. Deactivate current license

Deactivate current license

Deactivate existing license

Deactivate license

Click Deactivate Existing License to confirm deletion of the currently installed license. Note that you will be unable

to log into iSentryMMS Console to access your current server configuration without a valid license of the same type;
iSentryMMS Client applications will also not connect to such a server. In order to use the server again, you will have
to enter the license again - either the same or a new one.

A Warning

Warning

Invalid license

An attempt to log into iSentryMMS Console failed because the license is missing

Alternatively, press Cancel to return to the wizard start page. If you are not sure about the deactivation, consult
Intelex Vision Ltd technical support.

©2024. Intelex Vision Ltd All Rights Reserved.
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& manage license -

Step 4. Success! Your license is deactivated!

License has been deactivated!

Manage license

License successfully deactivated

After license deactivation, you will be offered the chance to go back to license management in order to enter a new
software license.

©2024. Intelex Vision Ltd All Rights Reserved.
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10 Installation of iSentryMMS Expert

Start the installation process by double-clicking on the iSentryMMS Expert executable package file. The setup
wizard will guide you through the installation process, providing available installation-time options depending on
the chosen software package. Note that, depending on your Windows UAC configuration, you may have to confirm
and/or provide administrative credentials.

We strongly advise that you stop all running third-party applications, as well as stopping antivirus scanning and

Windows (and any other) updates during this phase, as these may interfere with the process and result in corrupt
installation, which may cause unexpected behavior and hard-to-track issues during further software operation.

The installation wizard displays an overview of the process; also, you are able to select the installation language here.

You will be prompted to select the iSentryMMS Expert interface language later.

me to Server Setup Wizard.

Server Setup Wizard

This wizard will guide you through instaliing Server 1.0.0.0 on your computer,

It is recommended that you dose all other applications before continuing.

Step 1 - Licence agreemerit
. Step 2 - Destination location
* Step 3 - Select components

Select the language to use during the installation process

w

Engfish

Mext Cancel

iSentryMMS Expert Setup Wizard

©2024. Intelex Vision Ltd All Rights Reserved.
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Step 1

Carefully read the Intelex Vision Ltd license agreement: you must agree to all parts of the given document in order to
proceed. If you agree, select I agree... in order to continue; otherwise, terminate software installation. If you have
any questions regarding the contents of the present license agreement, please contact
customerservices@intelexvision.com.

Server Licence Agreement

Please read the following Licence agreement. You must accept the terms of this agreement

before you can continue with the installation,

MISCONTIQUranon, naraware Tanure, naraware connict, somware conmict,
user data misconfiguration, and’or data loss

You expressly assume the entire risk and cosl associated with the
Software, including risk resulting from Maintenance services (whether
performed in whole, in part, or not at all), or from any virus, downloaded
material, harmful component, or through any Internet use of the
Software or any site or server through which the Software is available.
You are solely responsible for any damage thal resullts from or is
associated with use of the Software. The Disclaiming Parties shall not
be liable in any manner whatsoever for the resulls obtained through use
of the Software. Persons using the Software are responsible for the supervision,
management, and control of the Software, including determination of the

il accept the terms of the agreement

Previous Mext Cancel

License Agreement
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Step 2

Select the destination folder you want the software to be installed in. By default, iSentryMMS Expert is installed in:
32-bit: C:\Program Files (x86)\Intelex Vision Ltd\iSentryMMS Expert
64-bit: C:\Program Files\Intelex Vision Ltd\iSentryMMS Expert

If you are re-installing iSentryMMS Expert and previously selected a non-default location, make sure to select the
same destination directory, or, alternatively, completely uninstall previous iSentryMMS Expert version. If unsure
about this, ask for Intelex Vision Ltd technical support team assistance. A full description of the software upgrade
procedure is available in the corresponding section of the iSentryMMS administration manual.

The setup wizards estimates how much disk space will be required. Make sure you have enough free space on the
target disk. Note that low system disk space will dramatically decrease system performance and affect overall system

stability.

Step 2 of 3 - Destination location

Select and confirm the folder where you want the VMS Server software to be installed

Where do you want Server to be installed?

Setup will install Server in the following folder. Chick browse to select a different folder.

CAProgram Files (x86)\ Server Browse...
it} ! !

nstallation requires at least 423.33 MB of disk space,

Previous Mext Cancel

Installation Directory
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Step 3

Some components are optional and so you can choose not to install them. The main iSentryMMS Expert parts are
obligatory and cannot be deselected (by default, these options are selected and grayed out).

If not chosen at this stage, iSentryMMS Client can be installed separately later.
Step 3 of 3 - Select components

Specify which components to install

Configure the components of the installation package:

Server Server Service (390.90 MB)
‘| Server Management Application (3.82 MB)

v Server Client Application (1.39 MB)

Select the language to use in the user interface

English v

At least 424.72 MB of free space is required.

Previous MNext Cancel

Select Software Components

If you are ready to proceed, click Next to begin the installation. Depending on selected components and host system
condition, the process may take some time to complete, so please be patient.

©2024. Intelex Vision Ltd All Rights Reserved.
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Installing...

Installation in progress

Please wait while Setup installs Server on your computer

Installation Progress

Upon completion, the setup wizard will show you an installation summary. If all the steps have been fulfilled
successfully, simply click Finish to close the wizard.
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Server Setup Wizard completed.

Wizard completed

Setup has finished instaling Server on your compauter

5tep 1 - Licence agreement
oul e} agess 10 the prms of heence agreement in erder Lo confinue

. Step 2 - Destination location

et i farrn e folder svnere s ant the Sarver inTesarr Lo Be 16 5l

Step 3 - Select components

eles e LeHmpansnd riretallatian

Thank you for instaliing Server softwarel

Fimsh

Installation Complete
After the installation has been completed, there are a few more steps necessary for you to begin using the software:

e apply server initialization settings via Server Setup Wizard - it will pop up automatically after the
installation in case you are doing a clean or a new installation

e activate the software - if it is not activated, the wizard will also pop up automatically

e after you run the console for the first time, you will be offered to complete the Setup Wizard to start the
deployment, following the recommended configuration steps

All of these steps are described in details in the full version of the iSentryMMS management manual, which is
available right after the installation via your Start menu.
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11  Initialization and Remote Upgrade

After completing the installation wizard, you will be offered to enter server setup. The settings selected during server
setup can be changed later at any time via Server Setup Wizard, which will be available via your Start menu.

/. You will be unable to connect to the server that has not been initialized, it will return an error (The server is

not configured).

This step is mandatory; you will be unable to connect to your server and configure it if it has not been initialized. It
is necessary to initialize the server even if you are planning to restore its configuration using the Server Backup and
Restore Wizard later.

Bl Server setup wizard - o IER

Step 1. Server setup

Server setup

Server mame | A y Server

Server port | gn55d

K Cancel

Choose Server Title and TCP port

Setting Description Default Value
Server name | User defined server title Server Title or

last used title
Server port TCP port for the incoming remote iSentryMMS Client connections 60554

Note that the port defined here will be used to retrieve the server data via local iSentryMMS Client and iSentryMMS
Console connections. You will need to define the external (Internet) port for your iSentryMMS Expert via
iSentryMMS Console in order to be able to receive video streams from remote iSentryMMS Client connections.

Bl server setup wizard TR | n

. Success! The server has been set up.

Server setup completed!

oK

Setup Completed
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Remote Upgrade

Starting from software version 1.10.0, it is possible to apply remote upgrade to iSentryMMS Console and
iSentryMMS Client components from the iSentryMMS Expert server. This feature allows you to deploy remote
client machines once and then easily handle the upgrades from any place, keeping the whole system up to date with
little effort.

Once you have upgraded the iSentryMMS Expert server to a newer version, you can then put the installation
packages of the same version onto the iSentryMMS Expert server computer. The idea is that you first define the
location of the executable files and then remote iSentryMMS Client and iSentryMMS Console applications receive an
update notification. The locations must be on the iSentryMMS Expert server machine, even if you are accessing the
server from a remote iSentryMMS Console. The installation itself is initiated from the remote client side.

To access the remote upgrade feature, open your iSentryMMS Console application, click the main application menu
button in the upper-right-hand corner and choose the System upgrade option. The System upgrade dialog box will
appear.

# System upgrade - x

System upgrade

Installation packages

I File locations
Edit

Console 32

Mo file selected

Console 64

Mo file selected

Monitor 32

Mo file selected

Monitor 64

Mo file selected

OK

Specify files for the remote upgrade

Here, you have four entries - for 32- and 64-bit editions of iSentryMMS Console and iSentryMMS Client
applications. These installation files can be downloaded from https://www.intelexvision.com. Specify the path to
each file and click OK to save.

/. Do not use beta versions of the installation files on production servers.

Now, if a remote iSentryMMS Console or iSentryMMS Client application of an older version is used to connect to
this server, it will receive a notification about the available upgrade. The notifications can be disabled in the
application settings.

So, if iSentryMMS Console or iSentryMMS Client detects that an upgrade is available, it will offer you to download it
straight away. If your network connection allows it, click OK to agree and download the upgrade package.
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g

An upgrade package is available. Dewnload?

Tes Mo

iSentryMMS Console application offering an upgrade on startup

The upgrade package will be downloaded using your default Web browser and saved on your local computer. You
can start its installation at any time, provided that your Windows user has enough privileges to run the installation.
After the installation, just start the application as usual.
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12  Software Update and Uninstall

This topic provides guidelines on the installation management use cases.

We recommend that you keep the software version up to date, as new versions include new features, various
improvements and optimizations, as well as the latest bug fixes.

/. We strongly advise that you keep the software versions (e.g., 1.x.x) and subversions (e.g., 1.2.X) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

/. Before starting the upgrade/uninstall procedure, ensure that all iSentryMMS processes have been terminated
and that iSentryMMS files are not in use: this is necessary in order to upgrade all files to the newer versions.
This includes any iSentryMMS processes or related applications that are running, and also any third-party
applications that have access to iSentryMMS files, e.g., antivirus scanners, third-party integrations, etc.
iSentryMMS processes can be found via Task Manager->Details tab: these start with VMS, e.g.,
VMSServer.exe.

If the processes are not stopped, or if other applications are still interfering with the process, you may be asked
for a reboot: in that case, please restart your server machine afterwards to complete the action. This will not
affect the overall process quality.

Upgrade Software

This section describes manual software update (newer version installation on top of the older one) by running the
installation locally. For remote upgrades, see the corresponding section of this document.

Before starting the software upgrade:

1. Make sure there are no other running installations and that the operating system is not in the middle of
installing updates. If Windows updates are pending, apply them, then restart the computer (if required), and
start the iSentryMMS upgrade.

2. Verify that the operating system is stable and is running normally (check system logs, overall health) - these
must be no "blue screens”, unexpected shutdowns, slowdowns etc. (Normally, we recommend that you
regularly run such system checkups, not only before upgrade).

3. Ensure stable power and connectivity (the latter is essential if you are connected via RDP).

4. See if there are any special requirements or recommendations from Intelex Vision Ltd regarding the target
version. Usually, these are either mentioned on the download page, or provided alongside the download links
in case the new version was recommended and sent by our engineers.

5. Check your software license subscription, and renew it, if necessary: the subscription must not run out before
the target version release date. You can check the software release date by right-clicking the installation file >
Properties > Digital signatures > see timestamp. The license information is available via license manager,
iSentryMMS Activation Wizard.
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-4 Setup Wizard

Step 2 of 4. Existing data found

license detected

Info on license file found:
Channels: 100

Expiry date: never

End of support date: never

Select an action

1® Use existing license

U=e enisting license
Ignore existing license
e

L - e W = gy, g | L Sy
‘rzard will backup existing license and continue with blank lcense

Previous

Mext Cancel

Choose license preference for the upgrade

If you launch a newer version installation package of the same kind as the already installed iSentryMMS edition, you
will be given the option to upgrade the product. It is not possible to install another type of package on top of the
existing one, e.g., iSentryMMS Recording Server on top of iSentryMMS Expert: if you wish to change the server type,

uninstall the old software package first.

Press Next to go through the steps and complete the wizard, which is very much alike the installation wizard. At each

step, read all the information displayed and press Next until finished.
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-4 Setup Wizard - O B

Step 2 of 4. Existing data found

configuration found

Compati.ble server's database detected. Valid to upgrade.

Select an action

® |Use existing configuration

U=e existing configurabion. The configuration will be upgraded automatically if required.

Ignore existing configuration

Yizard will backup existing configuration. New empty configuration will be created

Cancel

Use existing database configuration

If you want a clean installation, choose to ignore the existing configuration: the current database will not be used
and will be replaced with an empty one, as if you were installing the software from scratch. Otherwise, leave the
wizard to use the existing configuration. In either case, the old database is not actually removed but is saved as

a backup, so you will be able to load it anytime later via Backup and Restore Wizard.

In case the installation wizard detects your license subscription has run out, you will get a warning about
license compatibility. By default, the initial subscription will allow for version upgrades during 2 years, starting from
the license activation date. Hence, if the target upgrade version is newer, this warning will pop up.

e If you have already acquired a subscription upgrade, proceed with the installation, then run the license
manager and upgrade your license in either online or offline mode

e Otherwise, cease the installation and choose another software version that was released before the license
subscription ran out (or continue using the existing version)

You can contact our sales department via https://www.intelexvision.com/contact/ or via direct manager contact to
learn about the license subscription options and price offers.
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Step 2 of 4, Existing data found

Product license detected

Info on server license file found:

Channels: 250

Expiry date: newver

End of support date: 2/19°2015 1200000 AM

A Viarming -

Incom patible license

Your license subscription has run out and vour license will not
operate for this software wersion. You can purchase a subscription
upgrade in order to use this version, or you can continue using an
older version without any additional fees, Press Yes, if wvou have
already purchased or are going to obtain a subscription upgrade:
after the installation is completed, run the software activation and
choose the license upgrade option to renew the license details.
Prezz Mo to exit installation and continue using the older wersion.

Mo

Cancel

e

If you proceed with the upgrade but do not provide a valid license after the installation is complete, the software will
not operate. Therefore, do not proceed with the upgrade until you have renewed the subscription.

) To verify the software release date against your license subscription expiration date, right-click the installation
file > choose Properties > go to the Digital Signatures tab and check the timestamp.

If some of the files cannot be upgraded because they are in use, you will get a corresponding warning.
e Choose Ignore to proceed with the installation: reboot may be required afterwards but it is safe to select
this option, esp. if the processes are from iSentryMMS; or
e Stop the listed applications/services and click Retry to continue installing the software, or

e Click Abort to roll back the installation (the process will be cancelled and you will get a corresponding
error in the wizard's dialog box).
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J Sefur - O

Installing... ©

Installation in progress

A setup Wizard =

Some files are in use

The following applications are using files that need to be updated
by the setup. You can either close the applications and click 'Retry’
or click Tgnore’ to replace the files after reboot.

Server (Process Id: 4336)

Abort Retry Ignore

= IRsTaling...

63 %

Click Ignore to proceed with installation (reboot may be required afterwards)

The upgrade process will then continue and replace your iSentryMMS software version to the newer one.
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Uninstall/Change Software

Software can be uninstalled in two ways:

1. From the Windows Control Panel
2. By launching the same package that was used for installation

In either case, you have a choice between changing and uninstalling the product.

/, Before making any changes to the installation, make sure to close and stop all software services and
applications. If processes are not stopped, some of the software components may not be removed or replaced
during the installation process.

In order to check this, open Windows Task Manager, select ‘Show processes from all users' and make sure
there are no processes starting with 'VMS..". If there are any, stop them manually and then proceed with the
installation changes.

VMS Central Server Setup Wizard

You can change or uninstall a program from your computer if you no longer use it or if you
want to free up space on your hard disk.

® Change

Uninstall

Cancel

Change or uninstall the product

Select Change if you wish to re-install or add software components. The process will be similar to the initial
installation.

Select Uninstall to remove all software components. You will be asked if you wish to keep the configuration and the
current license; the following common use cases apply:

o keep the license and remove the configuration if you wish to re-configure everything from scratch after re-
installation (e.g., in event of a corrupt database or having to move the server to a different system);

e keep both if you are going to clean install the software;

¢ remove both if you do not intend to use the software on this machine anymore.

Press Next to proceed with the de-installation process. Note that you may have to confirm these changes if UAC has
been turned ON.
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4 VMs Central Server Setup Wizard - o IES

Uninstalling...

Uninstallation in progress

Please wait while Setup uninstalls VMS Central Server from your computer

Uninstalling S

0%

Uninstall

If you did not stop the iSentryMMS server before starting the uninstall process or if some third-party software (e.g.,
antivirus) has locked iSentryMMS files, you will get a warning.

Some files are in use

The following applications are using files that need to be updated
by the setup. You can either close the applications and click 'Retry’
or click Tgnore’ to replace the files after reboot,

Server (Process Id: 18472)

...............................................

Retry Ignore

A warning about some files being locked by a process
In this case:

¢ choose Abort to cancel the uninstall process
e stop the processes manually yourself and then click Retry
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e click Ignore to let the wizard handle the files automatically (recommended, an reboot may be required)

Generally, if you see that the process mentioned in the warning is iSentryMMS own process, simply choose the
Ignore option and let the wizard do the job.

When the wizard finishes removing software components, hit Finish to exit.

Clean Install

Sometimes it is necessary to install software anew, i.e., to change software bit version, roll back version, and also in
event of major software-related troubles.

) You can perform clean install yourself if you are already familiar with the software. If you are doing it for the
first time, we recommend that the procedure is supervised by a Intelex Vision Ltd support engineer so that you
learn how to do this quickly and effectively, avoiding possible mistakes.

) Although software upgrade is not possible with different bit versions, you can migrate your installation to a
different bit version by performing a clean install.

To perform a clean installation, it is crucial to make sure that no Intelex Vision Ltd software processes are running,
whether explicitly or in the background. Follow these steps:
1. Stop all Intelex Vision Ltd software services and/or applications;

2. Open Windows Task Manager, click ‘Show processes from all users' and check that there are no processes
starting with 'VMS..'; if there are any, stop them;

3. Uninstall software as described above, keeping your license and configuration;
Install [new] software version, carefully following all steps and recommendations;
5. Start the software and check if the desired change has been carried out.

+
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13  Start & Stop Server Service

After software installation (except for the iSentryMMS Console or iSentryMMS Client only

installations), two components are registered as Windows services: Intelex Vision Ltd Server service and the
accompanying Watchdog service. Both these services are set to automatic start meaning that they will be launched
straight after Windows start-up regardless of whether any user is logged in or not.

By default, the server will run in silent service mode, i.e., without any status indication other than that in the
Windows Services management console; from there, both services can be stopped, started and restarted.

Double-click the server shortcut on your desktop to launch the system tray shell for the server: the server icon will
appear in the system tray, allowing you to start and stop the service by right-clicking it and selecting your desired
option. iSentryMMS Watchdog service runs silently in background as an auxiliary service and has no user interface
except for the settings' dialog box in iSentryMMS Console.

About...

Start Senvice

Stop Service

Cloze

If the server service is stopped while iSentryMMS Console connections are active, the wait-for-server-connection
window will appear on top of iSentryMMS Console, disabling any input. The same thing will happen if there are any
problems with server connectivity. It will automatically disappear when the server is online again; alternatively, you
can click Close to exit iSentryMMS Console at this point and open it manually later.

Connecting... - IEESR

Connection to the server has been |ost,
Console is trying to reconnect the server,

Please wait until connection to the server is restored, or cancel and close
the Console,

Cancel

Connection lost
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14 iSentryMMS Console Login

All server configuration is conducted through a dedicated interface - the iSentryMMS Console management
application. The management interface has been intentionally separated from the iSentryMMS Client application in
order to concentrate all administrative utilities in one place and also to conceal the unnecessary menus from the
iSentryMMS Client operator. Applications are totally independent from each other and can be or not be installed on
the same machine. iSentryMMS Console for a single installation management can be installed on one or more
computers, depending on the system administrator's needs.

Run the iSentryMMS Console application by double-clicking the iSentryMMS Console shortcut from the desktop or
Start menu.

£ VMS Cénsole.

To log in, simply enter your iSentryMMS Expert server's local or remote address (IP or host name), TCP port and
user information. If you have logged into different servers from this iSentryMMS Console instance in the past, the
iSentryMMS Console login dialog box will have a drop-down list in the Server field.

i} Ifyour server has a default TCP port configured (60554), you do not need to specify it when connecting:
simply type the IP or hostname of the server to connect to. However, if the server TCP port has been altered,
you need to specify the port explicitly, making the connection address look as follows:

<address>:<port>, e.g., 192.168.1.77:60555 or localhost:60887
Server TCP port can be changed via iSentryMMS Server Setup Wizard.

Note that, if you already have pre-configured user accounts, the user must have corresponding permissions in order
to connect.

First-Time Login

When logging in for the first time, use the default combination of user name and password: admin/[empty]. You will
be asked to change the password to a more secure one immediately afterwards.

) The default username and password for the new installation is admin/[empty].

If you are refused the connection, make sure that the server is running and accessible over the network. (For more
detailed information about what to do, please refer to the Troubleshooting section of this document: it is constantly
updated with most common cases).
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I:_:'n:].l'l - “

Warning

Server

Username
I You have to change your password.

Password

oK

Cancel

iSentryMMS Console login

After logging in for the first time with default username and password, you will be reminded to change your
password. For security reasons, the default policies are strict; you will be able to adjust the policies and the password

itself after you log in.
Warning

l You have to change your password.

0K

Change Password reminder

You will be given the option to change the password using an additional dialog box. To change the password, enter
your old password (initial, default password is empty so just leave the field empty), then enter your new
administrative password for the current server, enter it for the second time to confirm, then click OK to save.

0 The new password must comply with server policies, by default these are: minimum 8 characters total
length, including at least 2 lowercase and 2 uppercase letters.
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One or more fields have problems.

The password does not meet the password policy requirements:
= password must be at least 8 character(s)

= password must contain at least 2 uppercase |etter(s)

» password must contain at least 2 lowercase |etter(s)

Ok

Password must meet the server policy requirements

After you are done with the password update, you will be given the opportunity to fill in the initial server settings
using the quick Setup Wizard. We recommend that for optimum first-time configuration you follow the steps in the
wizard.

Two-Factor Authentication Login

Starting from the version 1.21, iSentryMMS supports 2FA for iSentryMMS Console.

This application supports two-factor authentication as an additional security measure for the user login. It does not
eliminate the necessity to enter the user password; instead, it serves as an additional security layer.

If the target server has two-factor authentication (2FA) policy enabled, you will be asked to confirm your identity by

requesting and entering a code. Depending on the server configuration, the code may be requested by email or by

SMS.

! 2FAis configured by the iSentryMMS server administrator, so if you have any issues with requesting,
receiving, or entering the code, contact the person who maintains the target iSentryMMS server. Provide the
server administrator with your valid email and full phone number.

]

The 2FA settings affect all users and all clients by default; the system administrator can set up exceptions for
localhost connections and also for individual users.

T

The login procedure with 2FA is as follows:

¢ an additional dialog box pops up upon the server connection attempt
e choose one of the provided verification methods and click Request code
¢ in the next dialog, you will see a session ID and an empty box

o check your email or phone (or other provided verification source) for a message with the same session ID
(for example, marked as #6708 here) and copy the code from the message body (1234 here)

o click Submit code: if everything is OK, you will be logged in
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B 192.168.66.44 = -E 192.168.66.44

Two factor authentication

Verification method

éemail v Request code

cified notification method. If you can’t
m administrator.

ferification code will be sent using s
ive the code, please contact your sy

Cancel

Twao factor authentication

Session identifier

6404

Session identifier must match the identifier in the message containing the

verification code

Enter code

1234

Please enter code you just received.

Submit code (8:29)

Cancel

Two-factor authentication example for iSentryMMS Console: request a 2FA code and enter it in order to log in

OAuth Login (External Authentication)

It is possible to log in using third-party authentication providers - - instead of internal account verification. The

choice depends on the configured list of providers.

In iSentryMMS Console, first switch to advanced mode, and then choose OAuth 2.0.

Login

LY ¥

Server

! | == localhost

IP address or host name of the server

Authentication

OAuth 2.0

Authentication

Switch to simple mode Connect

Connections

Cancel

Ly

Click Connect: a Web browser window will open automatically. Enter the user credentials. If the authorization was
successful, you will get the corresponding response: now, you can return to iSentryMMS Console.

o if there are multiple providers, you will have to choose one, and then proceed;
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o if there is only one authentication provider, there will be no dialog box with the choice.

Authentication providers - O BB

Authentication providers

Microsoft

GOOGLE ACCOUNT

5] 4 Cancel

Choose the authentication provider

For Microsoft accounts: you may be asked to verify iSentryMMS because it is an unverified application as it is not
published by Microsoft. Click Accept to proceed: you should get a success message immediately afterwards.

C ® 127.0.0.1:49208/0auth2/v1/callback?state=eyJhbGciOiJSUzI 1NilsInR!

Work Study Tools Games Free Time Health Cook v

VMS registration portal

Successful authorization. Please return to the app.

A successful authorization message in the Web browser

Return to iSentryMMS Console and then, if asked, proceed with entering the token from iSentryMMS Console. It is
only necessary to enter the token when activating the user account, i.e., using the external authentication for the first
time.
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L. Security token = -

Paste a security token

Mm—m—m—m

A security token is required to map user account with external user account. If
you don't have a security token, ask your system administrator to generate a
new security token for you.

DK | Cancel

Click OK. If the token is correct, the user will be logged into iSentryMMS server.

) You only need to enter the token once, to activate the user account. The next time you log in, there will be no
need to enter the token.
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15 Database Import

You can use an existing iSentryMMS database to import resources into any other iSentryMMS installation. This

feature allows you to migrate the server configuration 1-to-1 or reuse the configuration of devices and channels,

user profiles, maps, recording calendars, etc., to speed up the site configuration.

Prerequisites

The database may come from any server and/or software edition, but it must contain not more than one server in its

configuration. If you wish to import from a iSentryMMS Federation database, create a copy of it for backup,
then remove all recording servers from its configuration first (move the devices to the iSentryMMS Federation
server first if you need to preserve them), and use the single-server version for resource import.

/. Ttis only possible to import the data from single-server databases.

Possible scenarios for this feature may be as follows:

e combine many iSentryMMS Expert servers into a single iSentryMMS Federation installation
e transfer configuration from one iSentryMMS Expert server to another

The database you need to take for future import is named VMSConfig-xxxxxxxxxooc.db and it is located in the
ProgramData directory.

! By default, all iSentryMMS databases are located in the following directories:

e (C:\ProgramData\Intelex Vision Ltd\iSentryMMS Expert - for the iSentryMMS Expert product
edition

e (C:\ProgramData\Intelex Vision Ltd\iSentryMMS Federation - for the iSentryMMS Federation
product edition

e (C:\ProgramData\Intelex Vision Ltd\iSentryMMS Recording Server - for the iSentryMMS Recording
Server component of a iSentryMMS Federation installation

Setup Wizard...

Configuration import...

Settings...

TION TYRE TARGH About...

L TICHY tARIE

Choose the database import option from the application menu

Import from Database

To start data import, press the application menu button in the upper-right-hand corner of the iSentryMMS Console

window and choose the Configuration import from a database option.

From the standard Windows Explorer Open File dialog box, locate the target VMSConfig-xoooooaxxxxax.db file and

open it.
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Organize v Mew folder ez D_J @

“a Name Date modified Type Size

= Libraries ; e : Zhils
%] backup_201605121313007896_VMSConfig-13107...  5/12/2016 1:01 PM Diata Base File 94 KB

Data Base File 40 KB
Dlata Base File 92 KB
Diata Base File 40 KB

Data Base File 25 KB

“<| Documents

=l Downloads - :
AT YMSConfig-131076160870.db

| YMSLocalAudit-131076160894. db
%] YMSLocalConfig-131076160870.db

@' Music

|| Pictures

=|| Subversion

E Videos -

1% Computer
& 07 242015(C) |
[ Data (D) l
a Local Disk (E:}
i Local Disk {F:)
ca Archive (G:) —
—u Local Disk {H:)

i System Reserved

m

File name:  YMS5Config-131076160870.db hd IDatabas-e file (*,db) "

’ Open l | Cancel ‘

Locate the database file

The resource selection dialog box will appear. Choose the items to be imported using checkmarks in the left column;
use the search field in the upper right corner to filter the items by type or by any other text field. In case the
imported entities already exist on the host server (e.g., built-in recording profiles), their import action will be
Merge; otherwise, the action will be marked as Add. When resources are merged, their permissions are merged as
well. All types of resources can be imported.

Configuration import - O BBS

Resources

TVPE TARGET TITLE ACTION
@ Recording config.. Continuous recording Continuous recording herge i
v @ Recording config.. Recording by motion Recording by motion Merge
v == Video wall Hall Hall Add
v % Event Video lost Video lost Merge
v % Event Video restored Video restored Merge
v % Event Global event Global event hierge
vl & Fiyent Rernrdinn erear Rernrdinn ereor Marna ¥
OK Cancel
Choose resources to be imported
When you have finished with resource selection, click OK to proceed.
/. Important: this action cannot be undone. Before confirming, make sure to review all the changes you wish to

apply.

Before applying all the changes, review your import summary and click OK to confirm and finish the import.
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© Question = -

Proceed with import?

You are going to import selected items into the database, The o
operation cannot be undone.

Servers: 0 (new) /0 (merged) of 1

Evenis: O (new) / 0 (merged) of 11

Actions: 0 (new) / O (merged) of 6

Binary data objects: 0 (new) / 0 (merged) of 19

Relatinns: 0 fnew’ £ O imeroed) of 10 bt

P T T Ty

Yes MNo

S irerr b e e

Review the summary and confirm configuration import

All selected items will be added to the server configuration immediately and you will be able to work with them
normally.
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16  Configuration Backup

Server configuration is a time-consuming process and it is wise to save a copy of your iSentryMMS database after
certain changes so that you have something to start the server with in case the main database becomes corrupt
because of a hard disk failure or some other reason. iSentryMMS provides several options for database backup and
we strongly recommend that you create configuration restore points to save the trouble of re-configuring the server

from scratch.

Automatic Backup

Automated configuration backup allows you to save your iSentryMMS database based on a schedule. To access the
settings via iSentryMMS Console, click the application menu button in the upper-right-hand corner and choose
Automated backup configuration.

# Automated backup configuration

Automated backup configuration

Settings.
Mode

O Status Enabled v

Preferred time

2:00:00 AM -
Preferred time when the automated backup s scheduled to run
Interval

2 Days v

Interval between automated backups
Maximum files to keep

15

Maximum number of files t
Directory

C\ProgramData\CustomBackupFolder Change...

p files are store

Apply oK Cancel

Set automatic database backup preferences

Automated backup is enabled by default with the following settings: a restore point is created every two days at
2AM, with a maximum of 15 files to be kept. You can either leave the default settings, including the default location,

or define your own backup time and frequency in the Settings tab.
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# Automated backup configuration - =

Automated backup configuration

Settings.

MNext run

O status 1/12/2017 2:00:00 AM

Date and time of next run

Last run

1/10/2017 2:00:00 AM

[ate and time of last run.

O Asutomated backup has been completed successfully,

Apply 0K Cancel

Backup status
In the Status tab, you can see the date of the last backup attempt and the next scheduled backup time.

Backup and Restore Wizard

Additionally to the automated backup, it is possible to create a configuration restore point manually at any time. The
same wizards provides an opportunity to start the iSentryMMS with an earlier database version.

Run the Backup and restore wizard from your Windows Start menu: Start -> All Apps -> Intelex Vision Ltd ->
Intelex Vision Ltd Server Backup and Restore Wizard. In Windows 7 and older versions, use Start -> All Programs
-> software installation folder -> Tools -> Intelex Vision Ltd Server Backup and Restore Wizard; alternatively, use
Cortana/Search to locate the wizard in the programs menu.

4 Backup and restore wizard - o BB

Welcome to backup & restore wizard

Choose what you want to do:

Restore to an earlier restore point.

Cancel

Choose whether you want to back up or restore the database
Create Backup

Choose the first option to back up the database contents to serve as a restore point and click Next.
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[ Backup and restore wizard - o B4

Step 1 of 1. Backup options

Choose items to back up:

v Events

Include events.

Description

Filename

C\ProgramData\CustomBackupFolder\Backup20170110163240242.xb

Backup will be saved to the file specified

Previous Mext Cancel

Choose items to back up

Here, you can choose the information to be saved and also add a custom description for your future reference. You
can either use the default destination folder or choose a custom one, even located on a different disk or a network
drive.
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[ Backup and restore wizard - o B4

Backup completed

Backup created successfully.

Backup saved to specified location

Restore point successfully created

The wizard will create the backup and display a success message. Click Finish to exit.
Restore to an Earlier Database Version

Choose this option if you wish to start the iSentryMMS server with a database from an earlier time instead of the
current configuration.

/. If you have a clean iSentryMMS installation and wish to restore its configuration from an earlier point, make
sure to initialize the server using the Server Setup Wizard, which usually pops up automatically after the
installation is completed and is available via Start menu. (There is no need to do this if you upgraded the
software to a newer version so that it already has been initialized earlier).
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[ Backup and restore wizard - o B4

Step 1 of 2. Select a backup

Piclcup a backup

®) Select one from list

Scan selected folder for previously created backups and pickup one from the fist.

Manually select a file

Select file manually using file browser,

Folder

CA\ProgramData\CustomBackupFolder

Select a folder to scan for the restore points

DATE/TIME MNAME VERSIOMN COMNFIGURATION EVENTS AUDD
1/10/2017 4:43:40 PM  Backup20170110163240242.Ixb 1.3.0.15547 yes yes yes
4 >

Previous MNext Caricel

Choose a restore point

Here, you have two options: select a backup file from the list or manually locate the necessary *.Ixb file. In either
case, make sure you have chosen the right backup to be used and then click Next.
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[ Backup and restore wizard - O B3

Step 2 of 2. Restore options

Chose items to restore:

Description

Added 100 new devices.

Previous Caricel

Choose items to restore

Make sure you have chosen a suitable database to be restored by reviewing the items and using your earlier
comments as a reference. Click Next when ready.

On this additional step for iSentryMMS Federation, you will be able to choose to reset the iSentryMMS Recording
Server configuration.

How to choose the right option?

e Ifyou are just restoring the iSentryMMS Federation server database (e.g., after the central server version
rollback), you do not need to reset the recording servers because their configuration is actually the same
(just the DB version is incompatible).

e Ifyou are using a much earlier database backup that certainly has a different iSentryMMS Recording
Server configuration, then you need to include the reset.

/. Recording server reset is usually necessary if the remote server configuration is invalid (corrupt or different
from the target DB contents).

If you choose to reset all recording servers at this point, it will take some time for them to re-synchronize
(remove and then accept the restored configuration), which may result in some downtime. On slow
connections with a lot of remote servers the downtime may be significant.

If you have many recording servers on a slow connection, we recommend that you do NOT reset them at this
point. These servers will continue to operate with their current configuration but their status in the
Monitoring section may turn to Not synchronized. In that case, initiate the re-synchronization manually later
via %console% main menu > System upgrade > select server > Re-synchronize configuration.

This option is disabled by default to decrease the potential downtime.
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.4l Backup and restore wizard - O B

Step 3 of 3. Restore options

Additional options:

Reset recording servers

servers in the target system, their current configuration will be reset and replaced with the configuration

If there are any recarding
from tl

Cancel

Previous

Recording servers are not reset by default

When you click Next, you will see additional details about the recording server reset, which will help you choose the
correct option for your system before proceeding - and give you a chance to re-consider. Carefully estimate the need
for the reset before initiating the restore procedure!

A database from a newer software version cannot be used for this. Older database versions can be used
without issues; however, we recommend that you use the latest available backup from a stable software
version (not beta).
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Restoring from backup

Restoring from backup

Please wait while rn,..;’i T roe—t -

Stopping services,,

Restoring from backup i

0 %

Restore in progress

Then, the wizard will ask you to stop the iSentryMMS services and start restoring the database after your
confirmation.

/i, Caution! This is an irreversible operation. Do not abort the process or shut down the server machine during
the process.

If nothing interferes with the restore process and the backup file is intact, you will receive a success message after
the wizard finishes restoring your iSentryMMS server configuration. Server service will be automatically started with
the restored database. If you chose to reset the recording server configuration, all iSentryMMS Recording Server
instances will receive the restored configuration as well.
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17  Setup Wizard

The iSentryMMS Console Setup Wizard is automatically started after product installation and activation is complete.
You can skip the wizard at this point and launch it later anytime from the iSentryMMS Console upper-right-hand
corner menu:

- o EX

Setup Wizard...

About...

|

Setup Wizard will show you the process summary and guide you through the steps to configure the installation. To
proceed with each next step, simply click the button below the step list; to exit the wizard prematurely, press either
Exit or Launch iSentryMMS Client button in the bottom-left-hand corner.

Run Setup Wizard from iSentryMMS Console

Setup wizard for iSentryMMS Start consists of just one step that covers devices and channels; setup wizard for
iSentryMMS Expert includes three steps, which are devices& channels, users and basic events&actions. Make
sure you connect all devices (IP cameras and/or other video sources) before launching the wizard: it will
automatically scan the network for available video sources.

Step 1: Devices and Channels

This step will allow you to automatically search and add cameras and other video source devices into your server
configuration. Press the Launch Step 1 button to begin.

Welcome to Setup Wizard.

VYMS Console Setup Wizard

)
o

Setup Wizard helps you to easily configure YMS Cons

JUSt TONOW theé wiZaim's siep-Dy-5ieD process

.‘ Step 1. Devices and channels

Please attach and activate all IP cameras and press below button,

Laurscn ':.-'-'!FI 1 l_“.'r-'.'lrn?:. and channels

m

Launch VM3 Client

Setup Wizard
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Scan Parameters

First, select scan mode; the following options are available:

e scan IP address range: specify a continuous LAN segment to be scanned

e scan network adapter address range: select one or more network interfaces to be fully scanned

e scan attached devices: the local hardware system will be scanned for capture boards and Direct Show
video sources

If you have chosen to search for IP video sources, you should review additional connection settings and change or
update them, if required:

e ports: HTTP ports, comma separated
e user credentials: pairs of comma-separated user names and passwords, one pair per line

Use the Reset button below to discard all changes and start entering scan parameters again. When you are ready,
press OK button below to begin scanning.

- = [EN
Scan parameters
JCa elwddl ARIpeT SO fatifE
1 #81 I
Scan IP sddress sange
® Scam aifsched deisces
Reset 0K Cancal
Scan attached devices
- = [EX - o EN
SEAN PAFAFETETE SN pArARETErE
LI T TR R T Tt fey A T SCAn ne(wtdk afaplesr Slradd rif [
1 41 1 arl ot
d cainl A st % Scan 1P adiriess range
| Resftek PCle GOE Femiy Contro,., 102,168,283 25525532500 i
¥ VirtuaBiox Most:Only Ethernat . 255265 3600 Frars | 192 168.10.2 e |192.168 10,187
Scan attachad Cavice
Scan |P sddress range
3 s
B
Scan alteched davices
Parswonds
Pot
L
20,6080 a1 234
i ik tald
B
Roset G Cancal
Rewl 4 4 Cancal

Scan address range
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Device Autodiscovery

After scanning has been completed, you will be taken to the Device Autodiscovery dialog box, which will allow you to
review the found devices and their channels, and enter/modify related settings. Use the Search field in the upper-
right-hand corner to find a specific device by name, model, IP, port or hardware ID (for IP devices, ID includes MAC
address).

' There are two types of selection in the item list: checkboxes and color highlight. Checkboxes are used to
choose the items to be added to server configuration after you close the dialog box; highlighted items are
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to
change their settings.

Click a device in the item list to load its settings into the Device Properties window. Note that some settings may be
missing for some of the automatically found devices; this depends mostly on device and whether user data was
correctly provided. In such cases, simply fill in the missing data manually and click the Apply button below to save
the configuration changes.

Device autadscovery =

Device aubodiscoweny

Found devices

B Found devices

9% Found channels

Device properties Found devices Q.

Device name

Ls B fos {Legacy Autodetect) on 192.168.3.4 Axis [Legaoy Autodetect) 192.168.3.4 ED
Grundig GCI-HO522V on 192.168.3.14

b | WM Grundig GCI-HO522Y en 192,168.3.14 Grundig GCI-HOZ22Y 192.168.3.14 &0
Modei v | B KTRC KNC-5POMI1Z0HD on 192.168.3.2 KT&C KNC-SPDNIL20HD 152,168.3.2 g0

gl Ted 192.168.3.36
Grundig GCI-HO522V T L L 2 Select mode! 192.168.3.36 80
o i w | B Vivotek IP7131 on 192168312 Vivotek IF7T131 19z.168.3.12 g0
Host | W Yivotek IP7131 0n 19216833 Vivotek [P7131 192.168.3.3 a0
192.168.3.14 v B Yivotek IP7131 on 192,168.3.19 Wrvotek IP7131 192.168.3.19 &0
Port
50
Username
adrmn
Password
1234
w
Reset
< >

Cancel

Set up discovered devices
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If device is not integrated with the software (native support), it may be detected as generic type (e.g., ONVIF). If you
think some devices have not been discovered, check if they have different HTTP ports; also, try adding

them manually.

Device properties Found devices

m

VICE MAME

A | [ D

Device name
B Unknown on 192.168.3.220

Unknown on 192.168.3.220
v| @4 UScreenCapture on 192.168.1.83

v| @4 Microphone (High Definition Audio Device) on...

Change...

If an unknown device is discovered, change its model manually

Q

MODE HOST
Unknown @ 192.168.3.220
(Generic) DirectShow Device

(Generic) Audio Input Device ...

If the device cannot be matched with a model in the list and it also does not respond as generic ONVIF, it may be
discovered as Unknown; in that case, try settings its model manually to the closest one (from the Suggested
models), or try Generic RTSP and specify an RTSP URL in the channel settings. This may happen to devices that are
not listed as an exact model and are also old enough not to support ONVIF Profile S.

Setting Description Default value
Device name | User-defined video source name Autodetected model + IP,
empty if not detected
Model Device manufacturer and model, or generic type Autodetected vendor and
model, empty if not
detected
Host Device IP address Autodetected
Port Device HTTP port Autodetected
Username Device user credentials; note that you have to provide administrative | Appropriate username
profile credentials in order to be able to change device settings via from provided list or
software interface autodetected
Password Device user password Appropriate password
from provided list or
autodetected

Make sure you select all the devices you wish to add by putting a checkmark next to them. Devices with missing
configuration (model and/or IP) are unchecked by default and will not be added to active server configuration.

/v, If the autodiscovery does not find any cameras or all of them are Generic ONVIF instead of proper

models:

e check models
e check IPs and passwords and ports

¢ make sure that the UPnP Device Host service is functioning properly on your system.

. Services (Local)

UPNP Device Host Allows UPnP ...

UPnP Device Host Name Description Status Startup Type Log On As
_ £ Udk User Service_77174 Shell compo.. Running  Manual Local System
Start the service i£} Update Orchestrator Service  Ma nages Wi.. Running  Automatic (De.. Local System

\WERIE] Local Service |

Switch to Channels tab to review the detected video channels of the discovered devices: this is particularly important

if you are using multichannel devices, e.g., capture boards and encoders. Use the Search field in the upper-right-

hand corner to find specific channels by name or device name.
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Device autodscovery - oI EH

Device autodiscovery

Found channels

W4 Found devices
Start device search Seanning has be
3% Found channels

Channel properties Found channels Q

ME RECCRDIMNG SETTINGS UEVILE

Channel name

92 Audis {Legacy Autodetet] on 1. none Auis (Legacy Autodetect) an 1.
Vivotek 1P7131 on 192168312

2% Vivotek [P7131 on 192 168.3... none Vivotek IP7131 on 192.168.3..

X Vivotek IP7131 on 192.168.3... none Vivotel IP7131 on 192.168.3..
Recording settings 23 eVidence Apix - 18ZBox / MZ ... nane eVidence Apix - 18Z8ox / M2 ..
none Change.. 2% Samsung SNP-3120Y on 192... none Samsung SMP-3120V on 152,

Resst
Add selected devices and channels Cangel

Set up discovered channels

Here you can edit the channel name and assign recording configuration. By default, recording is enabled for all
channels: click the Change button near Recording settings to manage recording profiles and assign them to your
channels. To add a new recording profile, click the + New recording configuration button below; you can find more
details about recording profiles in the corresponding section. Click OK to save and return back to devices and
channels; click Apply to save configuration changes.

/& After changing the channel recording configuration, do not forget to click Apply, otherwise the changes will
not take effect.

' Recording configuration here is assigned to the main streams of the target channels. In order to set up
substream recording, please go to channel configuration.

Select recording configuration - o IES

Available recording configurations

m
=

|
L ]
T

® o recording (31} Recording configuration
@ Continuous recording (32) Recording configuration
o= MNew recording configuration OK Cancel

Select the recording configuration or create a new recording profile

Click the Start device search button above at any time to restart device discovery.

/. All previously discovered devices and all configuration changes will be discarded if you restart camera
autodiscovery.
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When you have finished with configuration, click Add selected devices and channels to go back to the wizard.

Step 1 of 1 completed!

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console.

Just follow the wizard's step-by-step process.

. ‘ Step 1. Devices and channels

geviceds) found and 1 <hanneliz} sdded, along

1 wilh reconching s=timgs

Setup Wizard completed.

Restart wizard

Launch VMS Client Done

Wizard completed successfully

If you are using the iSentryMMS Start version of the software, you can now either restart the wizard to cover the rest
of your devices, or close it. Press the Launch iSentryMMS Client button to switch to the monitoring mode at once.

Step 2: Users and User Groups

iSentryMMS Expert users can press the Launch Step 2 button to proceed with Users. This step will allow you to add
users and user groups and give them permissions for the devices and channels added earlier.

' The built-in Administrator user account and built-in Administrators group are root users with access to
absolutely all the available resources. As a result, resources choice is unavailable for the Administrators group,
and it is also impossible to add Administrator user to any other group.

Any users added as members to the built-in Administrators group will have the same full authority as root
users.

User Groups

First, decide whether you want to create user groups or work with a non-systemized array of user accounts. For large
systems with complex user structure, groups are strongly recommended for reasons of improved manageability.
Choose No to proceed with plain user management at once; otherwise, you will be offered the chance to create user
groups and distribute existing resources between them. Note that the Setup Wizard interface offers simplified
settings for user groups at this point; later, you will be able to create nested groups via the corresponding
iSentryMMS Console section.
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A\ User security groups - o I E8
# Details
Edit a user security group 4 New | User security groups il

== Resources

USER GROUP NAME
MName
& Torchwood Institute

& Torchwood HQ

visible to others

Apply changes Reset

OK Cancel

Add one or multiple user groups

Enter a name for the first user group and then click the Create button below: newly created group will appear in the
item list on the right. By default, the last modified group stays opened for changes. Correct group name, if necessary
and then click Apply changes, or click Reset to discard the latest changes and revert to the most recently saved state
(the same thing will happen if you select a different item for editing).

To create more groups, click the + New button on the upper panel and proceed in the same way as on the first
iteration. Use the [III recycle bin icon to delete selected group(s) (hold CTRL or Shift to select multiple items).

Switch to the Resources tab to assign the permissions for this user group. Available resources at this point include
servers, devices and channels.

& User security groups - o IE#
& Details
User groups Selected resources Available resources

== Resources

m

} TYPE

2& Torchwood Institute . Torchwood (1.. Organisation Administer .ll Vivotek IP8... (1. Device
2 Torchwood HQ B4 Axis 215 PT.. (1. Device | ReceiveData B4 Vivotek PZ.. (1. Device
B4 Samsung SN.. (1. Device v| AccessArchive B4 (Generic) O.. (1. Device

2 (Generic) 0. (1.. Channel V| Navigate 2 Vivotek IP8... (L. Channel

v| ControlDigitalOutput 23 Axis 215 PT.. (1. Channel

2 Vivotek PZ.. (L. Channel
24 Samsung S.. (1. Channel
B4 UDP IPX33.. (l.. Device

|32 UDPIPX33.. (L. Channel
Clear

OK Cancel

Add resources for created group(s)

Choose the group name in the first column to manage its resources. To add a resource, pick at least one permission
for it and it will be automatically moved to the Selected resources list. To remove a resource, uncheck all its
permissions - either manually or using the Clear button below. Note that double-clicking resources does not work
here as one or multiple different permissions must be specified.

When you have finished, click OK to proceed with user accounts.
Users

To create the first user, simply fill in their details and then click Create below. By default, the most recently modified
user will stay open for changes; correct user details, if necessary and then click Apply changes, or click Reset to
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discard the most recent changes and revert to the latest saved state (the same thing will happen if you select a
different item for editing). Note that you do not have to re-enter the password when editing - only activate Set
password if you wish to re-define it.

To add more users, press the + New button on the upper panel and proceed in the same way as described previously.

Use the [l recycle bin icon to delete selected user(s) (hold CTRL or Shift to select multiple items).

& Users - oI E3
# Details
Create user = New | Users i
& Membership - S — —

LE LOGIN MAME ENAB.., EMAIL
User login name
== Resources
cartman

User full name

Eric Cartman

Insert user's first name and last name
E-mail
cartman@mydomain.com

r notifications

v Set password

Create Cancel

oK Cancel

Enter user details

One the Details tab, the following user properties are available (all fields are required): login, full user name, email
address, password and status. Passwords must be entered twice - this is a security precaution to avoid typos. Every
user is enabled by default meaning that the target account is active and can be used for server logon; disable user
accounts you wish to suspend while keeping all user-related information and resource permissions.

& Users - o E3
& Details
Users Selected groups Available groups
2. Membership : — - .
TITLE TITLE I TYPE TITLE ID TYPE
== Resources L Eric Cartman 2 Torchwood Ins... (-45) User group &4 Built-in Admini..  (3) User group
& Joe Dassin |d& Torchwood HQ  (-50) User group

X Clara Oswald

Remove Add

OK Cancel

Choose groups for the newly created users

On the Membership tab, select groups for the specified users to become members of: move groups by double-
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clicking them or by using the Add/Remove buttons below.

Switch to the Resources tab to add individual resource permissions. This can be used both for group members and
for users not belonging to any of the groups; individual permissions will not be removed if the user is excluded
from the group.

To add a resource, pick at least one permission for it and it will then automatically be moved to the Selected
resources list. To remove a resource, uncheck all its permissions - either manually or using the Clear button below.
Note that double-clicking resources does not work here as one or multiple different permissions must be specified.

When you have finished, click OK to save and go back to the main wizard window.
Step 3: Events and Actions
On the last step, basic alarm and action management is introduced. Press the Launch Step 3 button to open the

dialog box.

Note that all the settings here apply solely to the channels discovered on the previous step; if you have configured
other devices prior to launching this wizard, they will not receive the current event & action settings - launch the
Event & Action Configurator to set up rules for other devices. You can also use E&A Configurator if you wish to add
other (advanced) types of alarms and/or actions.

When you are finished with all steps, you have the following options:

¢ Restart wizard: start the wizard again to set up more resources
¢ Launch iSentryMMS Client: open iSentryMMS Client application (will close the wizard)
¢ Done: close the wizard and proceed to iSentryMMS Console

You can run this Setup Wizard again at any time via your iSentryMMS Console application menu in the upper right
corner.
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18 Interface Overview: Management Application

iSentryMMS Console is a straightforward graphics user interface tool with access to all possible server settings. To
ensure comfortable and easy navigation, it is important that you become acquainted with its structure before
starting to use it.

Note that iSentryMMS Console appearance slightly depends on your software package and license limitations.
Nevertheless, its logic always remains the same. Those sections, which are unavailable due to license restrictions,
will be grayed out but still listed to get you acquainted with all available features. You can hide those features via
iSentryMMS Console settings or upgrade your iSentryMMS server to a superior version.

@ Configuration > Users

Configuration
J & Newuser |~ Edit Assign group T ® 1 selected
L Users =l
ITLE ULL M& EMA MA
B4 Devices L admin Built-in Administrator account yes
B Channels L anonymous Built-in anonymous account for unauthorised access via HTTP API no
L eva yes eva@luxriot.com
@ Recording
v X vea VCA configurator yes
Configuration P Built-in Administrators group
£ Events & Actions P Live stream access
I Recent archive access
T Monitoring
AN Audit
Recently added, 2 Recently updated, 2 Groups, 3 External grouy Users, 4

iSentryMMS Console management application interface

Navigation Panel

@ Conﬁguratiﬂn > lsers Built-in Administrator account &, € _

iSentryMMS Console Navigation Panel

The blue panel on top serves as navigation bar and its usage is similar to that of Windows Explorer. Here are its
main components (from left to right):

e Left and Right arrows enable navigation through your browsing history and allow you to switch between
previous and next locations; you can also use Backspace on your keyboard to go back

e Your current location is displayed right next to these arrows

e Currently logged in User account button with options to view user profile, switch servers*, or to log out

e Refresh button - reloads current item list

e Search field - only items matching the search criteria will be displayed in the list (this filter is maintained
as you switch between the sections)

*The option to switch servers is hidden by default and can be enabled via application menu.
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Application Menu

Application Menu, position: top right
Application menu button in the upper-right-hand corner gives you the following launches the options:

¢ launch the Setup Wizard

e import the configuration from an XML file

e import the configuration from another iSentryMMS server database
¢ change iSentryMMS Console settings

¢ enable cybersecurity checks

e set up automatic configuration backup

e remotely upgrade system components

e open the software documentation

¢ open the About section

User Menu

This menu offers the following options:

e View current user profile and adjust their settings, if necessary
o Quickly change the password for the current user (will not open the user profile dialog)

e Switch server: if enabled in the application menu, this option allows quick switching between different
servers with the same user account

e Log off and return to the initial iSentryMMS Console login interface

Profile
Change password
gep m&

Logoff |

The server switching option allows you to pre-configure a list of servers and then switch between them with a
single click. This feature is useful for engineers who maintain multiple locations/customers, and for iSentryMMS
Federation system engineers to quickly switch between iSentryMMS Federation and servers.
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Connections S || b4

Connections + Connection ' v (|
TITLE
= localhost "
= 192.168.1.83
v

v Keep current user

Connect Cancel

Pre-configure a list of servers for quick server switching

Main iSentryMMS Console Sections

Configuration
4 Events & Actions
¥ Monitoring

N Audit

Sections panel, position: bottom left

The bottom left panel allows you to switch between the four main iSentryMMS Console sections: Configuration,
Events & Actions, Monitoring and Audit. The contents of the components panel on the left will change depending
on the selected section. If the iSentryMMS Console windows is resized, the sections will be reduced to icons.

Components

The panel on the left will display the list of all available configuration components based on the selected section. As a
result of license limitations, some of the items may be grayed out or unavailable. The list below shows maximum
available items by category:

e Configuration: setup for the server components

o Servers, Networks, External services, Failover clusters, Users, Devices, Channels, Recording,
Maps, Layout templates, Layouts, Video walls, User buttons, Visual groups, Webpages, Live
podcasts, Data sources, Data channels, Mail servers, GSM modems, MQTT clients, Reports,
Access control, Quick access, Schedules, Organizations
¢ Events & Actions: configuration of automated scenarios

e Rules, Events, Actions, Global events, Conditions, Counters, OPC, Indicators, Variables, Tags,
Subjects
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e Monitoring: live component status

e Servers, Devices, Channels, Streams, Archive statistics, Storages, User sessions, Video walls,
External services, Reports, Access control, OPC, Indicators

¢ Audit: log of server events and user actions
e Servers, Users, and Problems

This document further describes the purpose and usage of each category in details.

Configuration
@] Organizations
& Networks
= Servers

B Failover custers

.'. Users

W Devices

22 Channels

@ Recording

@ Maps

B3 Layout templates

EE Layouts

-

Components panel, position: left
Item List

The main part of the iSentryMMS Console window displays items in the selected category depending on the search
and/or item filters. You can select one or more items at once using the Shift or CTRL button.

‘, Built-in Administrator account (1) admin

XL John Doe (124) johndoe johndoe@email.com
L% Admins (126)

&& Built-in Administrators group (3)

AL Local admins (127

Ly Cperators (125)

Item list, position: centre

Click any column title to use is as a sorting basis for the whole item list; the little arrow near the column title
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indicates that it is currently being used for arrangement - either = ascending or = descending. Right-click item
list header for sorting options and column fit settings. The Best fit option will assign automatic size to all columns
based on their name width. You can change column width simply by dragging their boundaries in the header row:
these adjustments will be remembered and restored after you go to other sections, or close and re-open the
iSentryMMS Console application.

ITLE

i
m
e

OGIN MAME ORGARNISATION ELl
El Sort Ascending
El Sort Descending

A Built-in Administrator account  admin

L James Bond jamesbond = Best Fit
& Jimmy Neutron jimmyneutron Best Fit (all columns)
L Johnny English jehnnyenglish

& Built-in Administrators group
&L Supervisors

Right-click header for additional options
For each category, it is possible to define the set of columns to be displayed, and freeze one or several leftmost

columns for convenient horizontal scrolling. To do this, click the grid icon ﬁ:iul in the upper right corner just below
the application menu (the rightmost button in the upper panel). An additional window will pop up, allowing you to
define the column layout.

& Table settings - Channels = =

Selected columns Available columns
T FREEZE T

SERVER -
IP

ENABLED PORT

MOTION DETECTION MODE SUBSTREAM RECORDING CONFIGURATION

MAIN STREAM RECORDING CONFIGURATION EDGE RECORDING CONFIGURATION

Remove Allw| | H Add
Reset OK Cancel

Choose item details to be displayed
One the left, you will see the currently displayed details. On the right, there will be all available columns.

e Use the Add and Remove buttons, or simply double-click items to move them from left to right and vice
versa to select and deselect them.

e Use the Up and Down arrows to sort your selected columns on the left side.

e The grid button next to these arrows allows you to freeze/unfreeze the leftmost columns (i.e., those on
top of the list). These will stick to the left window side as you scroll the table horizontally. You can freeze
as many columns as you like, but only the ones on the far left side. For the columns in the middle of the
list, this button will be grayed out (inactive).

e To discard all changes and restore the default (application original) list of columns, click the Reset
button.

When done adjusting the table layout, click OK. Your new column configuration will appear: adjust the width of the
newly appeared details, as desired.

©2024. Intelex Vision Ltd All Rights Reserved.
70



iSentryMMS Expert Administration Guide

Item Actions

&= MNewuser |~ Edit Assign group ® 1 selected

Item actions panel, position: top right, under Navigation panel

The panel above the item list displays the available actions, if applicable. Usually, the buttons here will allow you to
create a new item, edit or delete existing ones, create or edit contiguous items, etc.

Item Filters

Groups, 4 Users, 2

Item filters panel, position: bottom right

The bottom panel contains miscellaneous item filters, such as: recently added and updated, corresponding groups
etc. Click any of the filters to apply them; use the X button to reset and display the full item list.

Application Settings

To change iSentryMMS Console application settings, go to the main application menu in the upper-right-hand
corner and choose Settings. The preferences here only affect the current iSentryMMS Console instance, no matter to
which server it connects. The interface language setting also affects the iSentryMMS Client application installed on
the same machine.

For your convenience, the settings have been grouped into several tabs.
General

General interface settings, which do not belong to any specific category.

# Settings
Settings General
& General
Language
B Monitoring English V

W Cybersecurity

Enable server switching

Reset 'Don't show this again’ checkboxes

f oK ; Cancel

iSentryMMS Console application settings
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Here, it is possible to:

¢ change application language (by default, the language chosen during installation is used)
e show or hide software features restricted by license

¢ show or hide object identifiers (internal object IDs mostly necessary for addressing iSentryMMS
entities via HTTP API)

e show or hide Folders
e enable quick server switching
e reset all Don't show this again checkboxes, which have been set so far

Monitoring

This section contains settings related to the Monitoring section of iSentryMMS Console, namely:

e auto refresh interval in seconds for the Monitoring section dashboards (set o to disable autorefresh)

¢ show or hide monitoring warnings (critical errors will always be showed, only warning level info can be
turned off)

e reset monitoring section warnings, which have been cancelled (set to be ignored) so far

See the Monitoring section documentation for more information about warnings.

B Channels € T (Generic) ONVIF.Net on 192.168.3.72 (614) MNormal

Ignore all warnings

K3 Streams |
- = Reset warhings

Ignore "GOP length is greater than 3s" warning

Il Archive statistics _ .
ul T Grundig GCI-KOG220 on TIZTES3ZTS TET8 Normal

Ignore channel warnings in the monitoring section
Cybersecurity

The following setting is related to cybersecurity:

e show cybersecurity warnings

Cybersecurity warnings are different from those in the Monitoring section. Security warnings are displayed as
shields * in the server and channel settings, indicating that the related setting does not match the defined security
level. See below for more information about warnings.

Errors and Warnings

The iSentryMMS Console application will sometimes warn you about certain misconfigurations. For example,
when the entered setting value is out of range, invalid, or incoherent with the system settings in some way, you will
see a corresponding mark next to the preference.

= Server myserver

Server
‘ Watchdog -l IR TIOTHOET O Odys DetwWeell password criarge [0 - Grmiced].
Maximum number of simultanous connections with the same login name
B Storage
0
‘ Security policy Maximum number of simultanous connections with the same login name (0—unlimitad

‘Maximum number of simultaneous connections' condition is

Maximum unsuccessful iogin attempts not met. Itis recommended to set less or equal to 1 value.

& Two-factor authentication
4

- Maximum unsuccessful login attempts before locking out the user account (0 - disable account locking)

N Audit policy

A warning notifying about an issue with the security setting

The following marks are used:

e security shield * indicates that the setting value does not meet the current cybersecurity level preference
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e number of issues =" shows how many warnings (orange) or errors (red) are in the current category

e an Xicon o is used to mark a completely invalid value (e.g., the field cannot be empty)
o other kinds of red or orange marks on top of the item icons, or text color

TITLE D
= myserver (101)
= notmyserver (236)

A warning mark on the server icon indicating an issue with the server settings or policies

T OnePlusNein Critical = myserv.. 84 OnePlusNein .. Mo videa 0 0.0 0x0

Channels having warnings and errors in the Monitoring section
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19  About Product

Information about currently running software can be viewed from the local computer in the following ways:

¢ iSentryMMS info: right-click the system tray icon and select About (if there is no tray icon, launch
server shortcut to run the tray shell);

¢ iSentryMMS Client info: from iSentryMMS Client, go to the main menu, click Help and select About;
¢ iSentryMMS Console info: from iSentryMMS Console, go to the main menu, click Help and select

About.

© 2bout

Console
Product Version 1.0.0.41609 x86 Beta by AB6#20878

Licence:
Web:
Email:

i Manage license |

Copyright ©

Warning: this computer programme is protected by copyright law and international
treaties. Unathorised reproduction or distribution of this programme, or any part of it,
may result in severe civil and criminal penalties, and offenders will be punished to the
fullest extent possible under the law.

OK

About Server

If you are connected to your iSentryMMS server locally (via localhost), the About window will allow you to open the
activation manager from here (except for iSentryMMS Client). For remote connections, this option will be grayed

out.
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20 Conventions and Keyboard Shortcuts

Mouse Gestures

Double-click an item containing more entities (e.g., any group): opens item contents in the same window
Double-click a non-expandable item (e.g., server, user): opens entity configuration dialog box
CTRL-+click or Shift+click: select multiple items in a list

Right-click on a text field: standard text edit menu

Right-click on a text field when creating an action: standard text edit plus text macros

Keyboard Shortcuts

Backspace: browse one step back in iSentryMMS Console
Alt+F4: close iSentryMMS Console

CTRL+A: select all items

CTRL+i: Invert selection

Visual Elements

General

== New item (click | ™ | drop-down arrow to see available options)

lIlll Remove item(s)

¥ Deselect item(s)

£ Unacceptable filed value, hover mouse cursor for more information
i ] More information about the item, click to view the details

Refresh item list

Q, search

iSentryMMS Console sections

Configuration

‘f Events & Actions
2 Health monitoring
WM Audit log

Management

& ?ENetwork (server connection), connection settings
E Server

B Server group

[¥7 External service

External service group
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£ Failover cluster

& Software Watchdog

E Storage

&= Resources (all or any type)

& User account/session

& User group

f General details

' Members of the current item

8. Current item membership in other groups

'ﬁ User and user group permissions for target item
B4 Device

B pevice group

T Channel

Channel group

K Recording profile (core recording settings)

© Recording schedule (recording itinerary based on core recording settings)
® Recording configuration (recording interface assignable to channels)
% Motion detector

- Layout Template

- Layout

=] Layout group

@ Map

=22 Video wall

[ User button

@ visual group

&' Shared channel

|_l..!| Audit Journal (software log)

9 Set (period etc.)

9 Event & Action schedules

Events & Actions

°0 Rules

f Events
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’ Actions
 Global events
U] Conditions
S= Mail servers

E Action delay timers
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21 Security

All iSentryMMS editions have enhanced security aimed at data protection, which includes not only advanced
permission management but also encryption wherever possible. Data protection for iSentryMMS encompasses
database encryption, server-to-server and server-to-clients connection encryption, password protection for the
proprietary archive, as well as certain system settings and policies that increase the level of cybersecurity.

The system offers pre-configured security levels, each of which includes a certain preset of security-related features.
Some of the security settings are system-wide, and some other can be adjusted for individual servers (e.g., archive
encryption).

Cybersecurity Dashboard

You can access the cybersecurity dashboard via iSentryMMS Console main menu in the top right corner > Cyber
security.

Four pre-defined security levels range from the lowest to the highest. You can choose any level as a basis and,
either leave it is it is, or turn off individual security checks.

/. The security checks for the selected settings mean that these settings are monitored and you are warned trying
to assign an inappropriate value. Enabling a certain security level does NOT change any of the related
configuration parameters!

Each security check means that the related setting is tracked and you are notified if it does not meet the security
requirements. For example, if the automated backup location is on the same disk as the main configuration file, the
backup directory setting in the Automated backup configuration dialog box will have a warning shield. Thus, the
selected security level is a set of recommended security settings, and you are free to ignore the warnings
or exclude individual checks from the security profile.

v| Never lock account on bad password

AT T s
ufe} L LRE R

er lock account on bad pa

m

Cybersecurity warning example: the setting does not fit the currently selected security profile
Security Levels

The cybersecurity dashboard will display recommended setting values accompanied by warnings if the current
preference is lower than recommended. For some of the checks, the warnings cannot be displayed: this happens if
the security check is applied at a certain moment. For example, this is true for the storage and device passwords: the
server cannot validate the existing password so the password complexity will be estimated on the password creation
step.
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| @ Cyber security - o S

Select security level and adjust individual settings

Security level - Medium

e

Security checks (1517

[
v Password Apply check for password complexity &
v| Mever lock account on bad password  disabled

’ Device

L

oK Cancel

Cybersecurity dashboard
Cybersecurity levels:

¢ None: no security checks at all

e Low: only some password policies and server backup settings are tracked

e Medium: more of these settings plus user- and device-related settings

e High: all possible settings related to security are monitored for maximum system protection

If the security check concludes there are issues with the current configuration, you will be notified with an orange
shield and offered to review the list of issues.

Security level - Medium

e |

Security checks (17,17 Show active issues

The shield in the upper right corner displays the number of active issues

Click the Show active issues button to see the list of detected security issues and recommendations on how to get rid
of them.
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| J Cybersecurity report

Active issues

A

Export to CSV

SOURCE
Automated backup configuration

Automated backup configuration

Automated backup folder is on the same drive as configuration folder. It is recommended to use a different drive for automated backup.

One or more databases is not selected for backup. It is recommended to backup all databases.

Glo

Glo

M «
SD

-
N
(=%
3
-

‘Maximum number of days between password change' condition is not met. It is recommended to set less than 91 value.

'‘Maximum number of simultaneous connections' condition is not met. It is recommended to set less or equal to 1 value.

‘Maximum unsuccessful login attempts’ condition is not met. It is recommended to set less or equal to 5 value.

‘Never lock account on bad password' is enabled. It is recommended to disable 'Never lock account on bad password' setting.

The list of active issues with recommendations on how to rectify them

From here, you can save the list of active cybersecurity issues into a CSV file.

Security Checks
The following security checks are available with their corresponding recommended values for different security
levels:

Category Security check Low Medium High
Automated Automated configuration backup mode Enabled |Enabled |Enabled
configuration Automated confi i i

guration backup interval Every 5 Every 2 Every day

backup days days

Number of config backup files to keep (max) 1or more |15o0r 30 or

more more

Backup directory is located on a different drive - + +

Databases to be backed up - All All
Server security Minimal user password length 6+ 8+ 12+
policy characters | characters | characters

Minimum number of uppercase letters in the user 1+ 2+ 2+

password

Minimum number of lowercase letters in the user 1+ 2+ 2+

password

Number of previous passwords to remember - 1+ 3+

Number of days between password changes - 90- 30-

Max number of simultaneous connections using the - 1 1

same user account

Max unsuccessful login attempts before blocking the - 5- 3-

user account

Minimum number of special symbols in the user - - 1+

password

Minimum number of digits in the user password - - 2+
Server storage Check storage password complexity (upon setting the - + +

password)

Storage encryption is enabled - - +
Audit policy All audit options related to security policy are enabled | - + -
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Server connections | Client-server connection encryption is enabled - - +
HTTPS is enabled - - +

Two-factor 2FA is enabled - - +

authentication

(2FA)

User account Check password complexity against server policy - + +
Lock account after N unsuccessful login attempts - + +
("never lock on bad password" option is disabled)
User password is valid for a limited time ("password - - +
never expires" option is disabled)

Device settings Verify password complexity (upon entering the - + +
password)

Some of the security options are hard-coded so it is impossible to disable them (e.g., database encryption) and these
are therefore not listed here.

Database Encryption

iSentryMMS server uses several databases for storing the server configuration, audit logs and other software data,

and all of them are encrypted by default. Once you install the software version that supports database encryption, all

the databases are automatically converted to the encrypted format. There is no need to adjust any settings to enable

this feature.

i Database encryption was introduced starting from the iSentryMMS version 1.8.0 and is supported in all
succeeding versions.

Connection Encryption

Traffic encryption is not enabled by default, it can be turned ON in the server settings, in the Connections tab. There
are separate settings for TCP connection encryption and HTTPS.

=2 Server myserver* - o RS

Server

Connections

& Details

Client-server connection encryption

& Membership AES-128 .
Enables encryption for all communications between servers and clients via TCP. Server restart is required to apply this setting

of§ Permissions

HTTP port HTTP port
= Connections* 9191 8080

HTTP t, enter O to disable HTTP port, en to disable
& Watchdog

v| Enable HTTPS
E Storage Specify ports for HTTPS connections
0 Security policy HTTPS port HTTPS port

9093 8083

@ Two-factor authentication HTTPS port, enter 0 to disable HTTPS port, enter 0 to disable
N Audit policy Digital certificate

#§ test certificate

[Er External audit

- Digital certificate

OK Cancel

iSentryMMS Federation server connection settings with encryption options
Client-Server Connections

This setting affects all TCP traffic between servers and clients, including server-to-server communications in
iSentryMMS Federation.
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The currently available encryption options:

¢ None: no encryption
o AES-128 or AES-256: choose the one you need

/. When configuring a iSentryMMS Federation system that has remote servers and clients of version 1.7 or
earlier, make sure to upgrade all remote components to the same version as iSentryMMS Federation so that
they support encrypted connections. As soon as it is done, you can safely enable encryption for TCP
connections.

HTTPS

Connections from remote Web browser clients and mobile applications, as well as API connections, can also use a
secure channel instead of plain HTTP.

To enable secure communications, enable HTTPS in the server settings, then specify desired HTTPS ports (different
from HTTP ports) for local and internet connections, and then add the digital certificate you wish to use; you can
either use your own certificate or generate a self-signed one right on this step.

/. If you are setting up a iSentryMMS Federation system:

In addition to the setup in the central management server settings, HTTPS should be enabled for each
iSentryMMS Recording Server separately, in the settings of the target server. The certificate, though, should
be only added once, and then you just need to choose it from the list, when setting up HTTPS on the
iSentryMMS Recording Server machines.

) Ttis recommended that you use a valid digital certificate signed by a trusted authority instead of self-signed
ones. If you use a certificate generated by iSentryMMS, your browser will show you a warning.

Archive Encryption

Each archive storage (local or network), as well as archive backups made through the Archive Backup Wizard, can be
encrypted. You can provide a different password for every storage unit, and there is also an option to change the
password at any time.

Regular Server Archive

To access the archive encryption settings in iSentryMMS Console, open the Configuration section, choose Servers
on the left, then double-click the desired server to edit its settings. In the Storage tab, click the Open storage
properties button.

©2024. Intelex Vision Ltd All Rights Reserved.

82



iSentryMMS Expert Administration Guide

a-
Storage properties Directories
B Directories
Edit directory details #= New ~ Directories ]E]
% Duration quota
PATH STORAGE QUOTA FREE
; Path
= Retention 1 CNArchive Files B Default 100.00 GB 262.02
C\Archive Files
1} Fallback Path Q, Set password = - Ho
Quota (GB)
Set password
600
Amount of disk space to store archive data.
New password
STOrage 0000000000008 Fas
E Default Change.. Repeat password Password is too easy to guess | v
storeas esscssssssssRee ‘
Encryption
Password hint
AES-128 -
Encryption
Change password...
Apply changes Cancel
< >
OK Cancel

Password-protected storage setup

Click the target storage in the list on the right or add a new local or network storage unit by using the +New button
above the storage list: its properties will appear on the left. Mark the Enable encryption option and specify the
password you want.

The currently available encryption options:

¢ None: no encryption
e AES-128 or AES-256: choose the one you need
To save the changes, hit the Apply button beneath the storage settings, then hit OK to close the storage

configuration dialog box, and then click OK to finally save the storage settings together with the server
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration.

) When assigning a new password for the storage, make sure to remember it or store in a secure place: you will
require it, should you need to access the storage contents in the following scenarios:
e when accessing the archive with the Portable Player tool
e when adding the same disk as a storage unit for another server
e when adding a disk with archive backup as a storage unit
e if you delete the encrypted disk from the storage configuration and then add it anew

There is a field that allows you to enter a password hint, which will be displayed in these situations.

You will not be prompted for the password when accessing the archive from the iSentryMMS Client
application connected to a server with encrypted archive: iSentryMMS server will decrypt it automatically.

/. There is no option to recover the password if you have forgotten it.

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted;
retroactive encryption for the previously recorded archive is not supported. If you wish to have the already recorded
data to be encrypted, you can use the replication feature in iSentryMMS Federation, targeting the replicas to an
encrypted storage.
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When the storage password is changed, the new password is used for encryption from then on. If storage encryption
is disabled for some time and then enabled back, that part of the archive will remain unencrypted.

Adding an Encrypted Disk

If you wish to use a storage, which contains encrypted archive, as a new storage unit and add it to the server
configuration, you will be prompted for the password. You need to provide the password that was used to encrypt
that disk. If you have provided a password hint earlier, it will appear as a tooltip when hovering your mouse over
the password field.

/. Do not modify the contents of encrypted disks manually, this may result in the corruption of the whole
archive.

Archive Backups

The archive backup tool also provides an option to specify a password to encrypt the backup.

4 Archive backup wizard - O B4

Step 3 of 4. Select tracks and backup destination

Select tracks selection and specify target location

Tracks Q

o TITLE SERVER IZE INFORMATION

4 WIEH Stare 26.91 GB

Estimated size: 26.91 GB

v Encrypt backup archiveé

Include portable player (209.02 MB)

Location [x] Browse...

Previous - Cancel

Password protection for the archive backup

There is no difference if the backup is made from an encrypted or an unencrypted storage; the password provided at
this step will be used in future for archive access, whether you read the disk contents using the Portable Player tool
or add the disk as a new storage to some iSentryMMS server.

Encrypted Archive Access

When accessing an encrypted storage via iSentryMMS Client and iSentryMMS Mobile, the archive is decrypted
automatically and provided for browsing according to the user permissions.

Should you want to access a directory that contains proprietary iSentryMMS archive or its part (backup) using
iSentryMMS Portable Player tool, you will be prompted for the password.
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Archive Files

You are trying to access an encrypted archive. Please

provide a password to continue.
[

Password hint: default

Cancel

Encrypted archive access in the Portable Player tool.

If you have specified a hint at the point of setting the password, it will be displayed as text or as a hint when hovering
your mouse over the password field.
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22  Server Settings

All the changes in the server configuration are done via iSentryMMS Console application. The settings are
immediately saved and stored in an encrypted internal database, which guarantees that your server
configuration cannot be accessed without entering a valid username and password.

/. Server database encryption is automatic, meaning that you do not need to enabled it explicitly, and is available
starting from the software version 1.8.0.

This topic describes available server settings.

General

In order to access iSentryMMS Expert server settings via iSentryMMS Console, select Configuration section and
then choose Servers components from the menu on the left.

(€©)) configuration > servers —l @99 o E

Configuration :
Edit ® 1 selected
= Servers
& Users = Sector 31-1
B4 Devices
I3 Channels

@ Recording

Ed Layout templates

Configuration

T8 Monitoring

Configuration -> Servers

Double-click server or click the Edit button on the upper panel to access server configuration dialog box.
Details

On the Details tab, you can change the server name: it will appear everywhere in iSentryMMS Console and in the
connected iSentryMMS Client applications, including Web client.
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= Server Sector 31-1 - o IE3
Ve Details
# Details
Title

B Connections

_..!,._ Membership
of§ Permissions
& Watchdog

B Storage

Cancel

Server details
Connections

The Connections tab allows you to define ports for iSentryMMS Client and iSentryMM Streaming Server
connection; the default ports are 60554 for iSentryMMS Client and 8080 for iSentryMM Streaming Server
(HTTP). Note that, in case you plan to access your iSentryMMS Expert server from the Internet, the ports must be
properly forwarded on your router according to your desired topology and allowed through the firewall. Details on
the port forwarding setup can be found in your router operation guide.

= server Server® =

Server
& Details A

& Membership

offf Permissions

HTTP part
= Connections
8080
‘ Watchdog HTTP paort, enter 0 ta disable

v Enable client-server connection encryption
B Storage

n servers and clients via

—m

0 Security policy

v| Enable HTTPS
|_|!| Audit policy Specify ports for HTTPS connedions

HTTPS port

Digital certificate

# New self-signed certificate

oK Cancel

Connection settings

Here, you can enable encryption for client-server connections and also for HTTP connections (by default, it is
disabled).

Server-client encryption setting affects all TCP traffic, i.e.:

e iSentryMMS Console connections to the iSentryMMS Expert server
¢ iSentryMMS Client connections to the server
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When you change the server-client encryption setting, all currently connected clients - both iSentryMMS Console

and iSentryMMS Client applications - will be disconnected so that the encryption settings can be applied correctly.

They will re-connect back shortly provided that they support encryption, too - make sure to upgrade them so that
their version matches server version.

/  Connection encryption is supported starting from software version 1.8.0. If your system has remote
iSentryMMS Console and/or iSentryMMS Client applications of older versions, these will be unable to
connect to a server that has encryption enabled; therefore, first make sure to upgrade all the clients and
only then enable encryption on the server side.

To enable HTTPS (HTTP over TLS), mark the corresponding setting and then:

o specify HTTPS port (different from HTTP)
e add a digital certificate
You can either use your own valid digital certificate or generate one right in the software. In the latter case, the

certificate will be self-signed and you will need to add it as trusted when connecting from the mobile app and from
your Web browser(s).

/. If you are using your own CA certificates, create a .pem file with your certificate chain as described here:
https://www.digicert.com/ssl-support/pem-ssl-creation.htm

This is necessary for the certificate to be recognized correctly by all HTTP clients - Web browsers and
iSentryMMS mobile applications. If you simply apply your CA certificate in iSentryMMS Console, there is a
chance it is not recognized because some applications require the entire certificate chain.

Then, apply the .pem file as the certificate together with your key when the importing certificate into
iSentryMMS Console.

Also, if you are going to use SNMP traps in your Event & Action scenarios, here you can define server's SNMP
community name and SNMP port for incoming and outgoing messages. Community will be used by the SNMP
manager to send requests; SNMP port will serve for both incoming and outgoing messages (supported incoming
messages are third-party SNMP manager requests, not external SNMP traps!). Leave both values zeroed to
disable this functionality.

The next topics describe the remaining aspects of server settings in details.
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23  Watchdog

General

Server Watchdog is an important part of the iSentryMMS software. It runs as a separate Windows service
and protects the software from certain types of failures by automatically attempting to restart the server.

Watchdog operates based on the software and system overall health monitoring; default trigger values have been
selected on the grounds of our analysis of extensive tests, which we conducted on many systems with different
configuration and stability level.

Although it is possible to disable the Server Watchdog service, we strongly advise against doing so, as the principal
role of the watchdog is to keep the software operation as stable as possible in the given circumstances.

Watchdog operation can be tracked by messages in the Windows Application log and in the software Audit log. If
you do experience frequent disturbances such as software restarts or server rebooting, this might be an indication of
some serious issue related to the software, operating system and/or underlying hardware. In such a situation, the
best course of action is to:

o carefully read the messages in the Windows Application Log, as these may already contain some indication
of why Watchdog was triggered;

e refer to the relevant topic in the Troubleshooting section of this manual to read about typical causes of
such cases;

e send a Problem Report from the faulty server, providing as much information as possible about the issue;
e consult the Intelex Vision Ltd technical support team directly via customerservices@intelexvision.com.

Configuration

Watchdog operation can be configured for each server independently. To access the watchdog settings in
iSentryMMS Console, select Configuration in the bottom left menu and select Servers from the list on the left, then
double-click the desired server or simply click Edit button on the top panel for the pre-selected server.

@ Configuraion > Servers

Configuraion
g o Create server |~ Edit Assign group X 1 selected
Organizations

g MNetworks E Central Server (101)

= Servers

B Failover clusters
Locate server for Watchdog configuration

In the Server dialog box, select Watchdog from the left menu.
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= Server Central Server® I = |
SO Watchdog
& Details ~

Watchdog options
2 Connections

; | Enable watchdog
2 Membership -

Operation
off Permissions
Tter the start t plication, the ill not perform restart or reboot achio thin this grace erval
Watchd 3
‘ o Grace interval, seconds! 30
E Storage The w et to reboot in cases of re detected within t ified amount

s will be initistes

Reboot interval, minutes: =]
Number of failures to reboot: |3

Performance

Configure watchdeg to monitor system pedformance detect contingent situa

| Monitor system committed memery usage ratio [i]

Maximum allowed: 80

| Moniter system pool non-paged memory usage (MB) Li]

~| Monitor server private memaory usage ratio o

Maxirnum allowed: |45

¥ Monitor server virtual memaory usage ratio i

OK Cancel

Watchdog configuration

©2024. Intelex Vision Ltd All Rights Reserved.

90



iSentryMMS Expert Administration Guide

The table below contains a detailed explanation of the watchdog settings. Please note that, for most cases, default
and near-default settings are recommended,; it is advisable that you consult with Intelex Vision Ltd support
if, for some reason, you plan to make extensive changes to these settings. Click the information icon next to each

setting to read more about them.

Setting Description Default
Value

Enable Enables Watchdog operation for the target server Enabled

Watchdog

Grace Time interval in seconds, counting from server start, during which Watchdog will not | 30

Interval, attempt to restart the software

seconds

Reboot Watchdog will reboot Windows if there have been a certain number (N) of software 5

Interval, restarts (N is specified below) in the given time interval; the default for rebooting is 3

minutes restarts in 5 minutes; setting the specified number to o will disable rebooting

Number of Watchdog will reboot Windows in case there have been N software restarts in the time | 3

Failures to interval specified above; the default for rebooting is 3 restarts in 5 minutes; setting the

Reboot specified number to 0 will disable rebooting

System Watchdog will restart the software if the ratio of total system committed Enabled,

Committed memory exceeds the specified percentage; this value is shown under Memory section | 95%

Memory of Performance tab in the Windows Task Manager

Usage Ratio,

%

System Pool Watchdog will restart software if the amount of system nonpaged pool memory Disabled

Nonpaged exceeds the specified amount

Memory

Usage, MB

Private Watchdog will restart software if the amount of private memory used by server process | Enabled,

Memory exceeds the specified value 45%

Usage Ratio,

%

Virtual Watchdog will restart software if the amount of virtual memory used by server process | Enabled,

Memory exceeds the specified ratio; ratio shows the amount of virtual memory used by server 90%

Usage Ratio process versus maximum per-process virtual memory allowed by OS

Enable Enables automatic software restart for performance optimization Enabled

periodic

restart

Restart Choose between every N weeks, days, or hours; use hours for troubleshooting purposes | 1 week

interval

Weekday Restrict periodic restart to specific day of the week Sunday

Enable Limit periodic restart to specific hours, e.g. only restart at night; we recommend to Disabled

periodic leave at least a 1h interval for the restarts

restart times

Up to software version 1.22, the System Committed Memory Usage Ratio was equal to 70% by default. Afterwards,
it has been changed to 95% for a more optimal usage of system resources.

If you choose to limit the periodic restart time to specific hours or weekdays, the watchdog service will attempt to
restart the main service straight away (at the very beginning of the allowed interval). If the watchdog does not
succeed for some reason, it will continue to try until the end of the period, and then the next attempt will only take
place when the next safe period begins. For example: if the restart is limited to 00:00-08:00 on Sundays, you should
typically expect the restart at 00:01 on Sunday; if the watchdog was manually stopped before that time and started
at 08:30, the following periodic restart would not happen until next Sunday at 00:01.

) iSentryMMS 1.27 Update: The Server Watchdog now automatically monitors the Streaming Server,

enhancing system stability and reliability. This integration ensures uninterrupted streaming and improved
performance, with no additional settings required.
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24  Storage

Server storage configuration includes storage directories, size and duration quotas, optional encryption, cleanup
time settings and storage differentiation by name for further flexible allocation of the recorded streams.

To access the storage settings for the server via iSentryMMS Console, choose the Configuration section, then select
Servers from the menu on the left, double-click your server and then click the Storage tab. Click the Open storage
properties button to open the configuration dialog box.

There are also several settings in server settings dialog box itself. These are explained in the end of this chapter.

= server My Favorite Server® - B

server

& Details

Storage properties
& Membership

A Manage storage directories, set duration quota, retention and view storage usage statistics.
Permissions

: Open storage properties :

2 Connections
Allow manual deletion of channels’ archive intervals via client application
& Watchdog ’

B Storage*
0 Security policy 3 Days v

[ Audit policy

OK Cancel

Access storage settings for selected server

To save the changes after you have finished with storage configuration, hit the Apply button beneath the storage
settings, then hit OK to close the storage configuration dialog box, and then click OK to finally save the storage
settings together with the server configuration. Pressing Cancel on the last step will revoke the changes in the
storage configuration.

Directories

All available local disks will be automatically listed after the first installation (with empty configuration) and
enabled for recording with default archive directories using the Default storage label. By default, system disk (C:) is
not listed if other disks are available, as we strongly do not recommend recording to the system disk.

If you are upgrading, re-installing the software, restoring an earlier database configuration, or inserting new local
disks into the server after the software has been installed, the local disks will not be listed automatically so you need
to add them as new storages. You can also add network paths to remote storage locations.

Use UP and DOWN arrows on the right to change the disk order (priority); use the recycle bin button in the
top panel to remove any local or network directory from the storage configuration.

) Mapped network shares that appear as drives in Windows Explorer will not be listed automatically because
iSentryMMS operates as Windows Service and therefore is unable to access these (due to Windows API
peculiarities). You are welcome to add these as network directories in storage settings.

For each storage location, the following information will be displayed:

e storage priority: determined by the item position in the list
e storage label (see description below)

e current quota size

o free space on disk (except network storages)

e total disk size (except network storages)
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& storage properties N x |
Storage properties Ditertorios
B Directories _
Edit directory details #= New | Directories (]

B Duration guota

Path
% Retention 1 DAL 500.00 GB 764.71 GB 803.51 GB
Quota (GB)
6lAa% 4 FAL. B Important.. 514.49 GB 68277 GB 72538 GB
Amount of disk space to store archive data. For
~
Storage
B ImportantCams Change... - - . - o - v
Apply changes Cancel

OK Cancel

Configure storage directories

Each directly attached storage location will be automatically assigned a quota of 90%; each storage will have 20GB
quota by default. We strongly advise that you review all the settings and make sure that all the storage locations have
sufficient free space, and, if necessary, free up some space. It is recommended that every recording location has 10-
15% of free space: this helps avoid fragmentation effect and also allows highly loaded software to effectively enforce
recording quotas.

/. Minimum quota per each storage location for any storage type is 20GB.

) We advise against recording to the system drive because it is often used by other processes like
defragmentation and system backup, not to mention the operating system itself, and thus doing so may affect
recording efficiency and stability. As a result, disk C: is not selected for recording by default.

' Total size and free space on the network storages is not displayed here. You can check these in the
Monitoring section of iSentryMMS Console, under Storages.

To change the disk quota, simply highlight the desired location for storage from the item list, then enter the quota
size in GB and click Apply changes.

/. If you plan to protect some footage from being erased (this functionality is available via iSentryMMS Client
application), keep in mind that protected archive areas will be ignored when forcing quotas. Make sure
there is enough free space on the disk(s) and set lower quotas, if necessary.

To review and/or un-protect such areas, go to the Monitoring section of iSentryMMS Console, choose
Archive statistics on the left, highlight one or more target channels, and press the Protected intervals button
on the top panel.

Storages
You can either use the Default storage category for all locations, or create multiple different storage profiles (types,
names, labels). These can be used for manually distributed streaming between storage directories:

e storage directories are marked with corresponding storage tags
e each channel is assigned to a recording location
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To choose a storage profile different from the Default, select the storage location from the Directories list and click
the Change button.

Storage

B Default Change...

Storage

Change storage

Select one of the built-in storage profiles or create and edit a new one.

Storages - o IES

Available storages f ]ﬂ[

Disabled

B Default Storage
B ImportantCams Storage

e PNew storage oK Cancel

Choose storage profile
The built-in storage types are:

¢ Disabled: storage location will not be used

e Default: default storage tag

¢ Fallback: storage destination to be used if all the storage units with specified tags have failed

e Readonly: existing data will be available for reading and will not be erased; no new recordings will be
appended to this location

These profiles cannot be edited or removed. Fallback storage settings are available in the corresponding tab of the
Storage properties.

! Readonly storage type can be used, for example, in the following cases:

e itis necessary to view the old data from a different iSentryMMS server when you need to insert the
disks originating from another computer and you do not wish that these data are erased

e some storage unit contains important footage that has been requested to be kept for a longer time so
that the recordings are not erased over time while still allowing access to the footage

Click + New storage button to create a new storage profile, or select an existing one and click the Edit button in the
upper-right-hand corner to change its name.
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B8 Storage SecondaryStreams* - o IES
- Details
# Details
Title
SecondaryStreams
JLOrage Nname
OK Cancel

New storage profile

Enter the storage profile title and click OK to save and exit.

The storage tag you have selected or just created will appear as selected. Click the Apply button below to confirm
storage configuration settings before proceeding.

Add Storage

In order to add a new local disk or a network storage (NAS, SAN, network share), click + New button on the
upper panel, select New local directory or New shared directory, and then enter the setup details.

/i If you are using a NAS, make sure to disable the Recycle Bin feature (for some NAS models, it is called
trashbox or similar). This will ensure that the erased files (e.g., when reaching quota) are actually deleted
permanently.

/i, If you are adding a previously encrypted storage (e.g., it has been used on another server), make sure to
provide the same password. You can track the storage status in the Monitoring section of iSentryMMS
Console, under Storages.
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& storage properties N x |
Storage properties Pitecionss
B Directories _
Edit directory details &= New | Directories (1]

# Duration guota

A~ STORAGE QuaT

Path 1
2 Retention B pefault 500.00 GB 623.03 GB 803.51 GB
\\192.168.10.51\Share

Username

j.bend

v Set password

sssooonRee
Quota (GE) Disable 62.00 ME 69.00 MB 59.00 ME v
5000.00

Storage

B Default

Storage

Create Cancel
< >

oK Cancel

Add a new storage directory

The table below details the available settings for a shared directory. Enter the settings for the target storage and
click Create below: the storage will be validated immediately.

Setting Description Default Value

Path Full network path to the storage directory \\Server\Share\Intelex
Vision Ltd\Archive
Files

Username User name to connect to the storage [empty]

Password Define storage access password, if applicable [empty]

Quota Maximum amount of storage in gigabytes to be used for recording; 85- 20GB

90% is recommended
Storage Storage label to be assigned to the target storage directory Disabled

When adding a local directory, you are first offered to choose the disk from the list of detected ones. If there is just
one disk left available, it will be chosen automatically.

Setting Description Default
Value

Path Full path to the archive directory X:\Intelex
Vision
Ltd\Archive
Files

Quota Maximum amount of storage in gigabytes to be used for recording; 85-90% is 20GB

recommended
Storage Storage label to be assigned to the target storage directory Disabled
Storage Encryption

Once you have added all the necessary storages, you can enable encryption and set a password for each storage
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separately.
E C
Storage properties Directories
[ Directories
Edit directory details #= New ~ Directories ]E]
i Duration quota
PATH STORAGE QUOTA FREE
; Path
= Retention 1 C:\Archive Files B Dpefault 100.00 GB 262.07
CM\Archive Files
1} Fallback Path Q, Set password = - Ho
Quota (GB)
Set password
New password
Storage 0000000000008 Fas
B Default Change... Repeat password Password is too easy to guess | v
Srerage SocccsssRRRRS ‘
Encryption
Password hint
AES-128 v
Encryption
Change password...
Apply changes Cancel
& >
OK Cancel

Storage encryption settings

Choose the desired encryption type and specify the password you want. You can change the password at any
point, and there is also an additional field that lets you add a hint that may help remembering the password in
future: it will appear either as regular text or a tooltip when hovering your mouse cursor over the password prompt
field.

The currently available encryption options:
e None: no encryption

o AES-128 or AES-256: choose the one you need

) When assigning a new password for the storage, make sure to remember it or store in a secure place: you will
require it, should you need to access the storage contents in the following scenarios:

e when accessing the archive with the Portable Player tool

e when adding the same disk as a storage unit for another server

e when adding a disk containing archive backup as a storage unit

e if you delete the encrypted disk from the storage configuration and then add it anew
There is a field that allows you to enter a password hint, which will be displayed in these situations.

You will not be prompted for the password when accessing the archive from the iSentryMMS Client
application connected to a server with encrypted archive: iSentryMMS server will decrypt it automatically.

/. There is no option to recover the storage password if you have forgotten it.
Starting from the moment you set the password, all footage recorded from then on to the target storage becomes
encrypted; retroactive encryption for the previously recorded archive is not supported.

When the storage password is changed, the new password is used for encryption from then on. If storage encryption
is disabled for some time and then enabled back, that part of the archive will remain unencrypted.
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Duration Quota

Set the global recording duration limit for your server here: enable quota management and then enter desired
number of days. All recordings older than the number of days specified will be erased.

B storage properties = B

Storage properties

B Directories ] ] ] ] ] ]
Use the controls below to setup the global recording duration. Selected quota will be applied to all media devices and storage

5 d .
#1 Duration guota fves

v Enable global duration quota management
= Retention
Storage duration: |90 Days v

Mote that Server will maintain configured maximal storage duration so that it will force erasure of footage older than the
specified point in time.

0K Cancel

Global duration quota

Note that the global duration quota has priority over the individual (per-channel) duration quota that is set in the
recording configurations.

Retention

You can set the software erasing mechanism so that it cleans up old recordings only during specific periods of time,
e.g., when the recorder is less overloaded or when the quality of recordings are less important.

B storage properties - o BBS

Storage properties

Retention

B Directories ] . ] ] ]
To recover disk space, storage subsystem deletes the oldest footage and implements ring buffer recording. Use the controls

: below to finetune the process.
#1 Duration guota ’ B

v Enable cleanup hours
= Retention

18:00 ': oo E:

w

A Mote that reducing cleanup hours might result in there being a lack of storage space for new recordings. When the feature is enabled,
reviewing and reducing disk quotas to avoid storage overflow is recommended.

OK Cancel

Set cleanup hours

To do this, enable the cleanup hours setting and specify the time period during which erasing is allowed.

/& This control has priority over the storage quota. Setting insufficient cleanup time may lead to storage overflow
and result in recordings being lost. We strongly recommend that you do not enable any cleanup hours'
restrictions unless you absolutely know what you are doing.

Fallback

You can dedicate a specific recording location to serve as a failover storage, called fallback storage. Such storage
location will be used for recording only if all specified target storages of the certain type have failed.

iSentryMMS server automatically detects when a channel or channels cannot be written onto their normal
destination storage and switches to the fallback storage after the specified timeout has been reached. Minimum and
also default timeout is thirty seconds, and maximum is five minutes. A default system event is raised when fallback
is activated.
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[©] Storage properties = B

Storage properties

I Directories

Fallback storage is designed to take over any failed drive and/or network storage in case all disks belonging to a certain
storage type are unavailable.

M Duration guota
Activation timeout [30-300 seconds]: | 30

= Retention
A Note: the server will automatically start recording to the fallback storage after the specified time interval if the main storgae fails.

& Fallback

oK Cancel

Fallback storage settings

After setting the desired timeout, switch to the Directories tab and specify, which storage will serve as fallback.

o] Storage properties - 0O BB
Storage properties Directories
W Directories
Edit directory details g New Directories
#8 Duration quota ~ — - — — —
Path ] PA.. I0TA FREE SPACE TOTAL SIZE
= Retention - P— 1D B 500.00 GB 268.09 GB 803.51 GB
& Fallback Quota (GB)
100.00
4 F\.. B Fallback 100.00 GB 218.58 GB 725.38 GB
Fa
v
Storage
B rallback Change...
Apply changes Cancel
OK Cancel

Set fallback storage units
Usage example:

Consider a system where all main streams are recorded to the storage with the tag Main and all secondary streams
are, in their turn, recorded to the Substreams storage. If either or both of these storages fail, recording will
automatically proceed to the Fallback storage.

/& The fallback storage must be able to handle the load and have enough free space to keep the recordings until
the main storage gets back online.
Server checks if the main storage is available if one of the conditions has been fulfilled:

o server has finished and closed a data file (4GB)
o the data file has not reached 4GB in size but six hours have passed
e server was restarted

In other words, the recording mechanism checks if the main storage is available every 6h OR every 4GB of recorded
data OR after a restart (upon startup). If the main storage is OK, iSentryMMS server continues to record onto it; the
recordings made onto the fallback storage stay there and are not transferred anywhere.
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To save the changes, hit the Apply button beneath the storage settings, then hit OK to close the storage
configuration dialog box, and then click OK to finally save the storage settings together with the server
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration.

Archive Protection and Deletion

Outdated archive is erased automatically once any of the quotas is reached (storage or duration, server wide or
individual). Oldest recordings are removed to free up some space for the newer recordings. However, there are some
exceptional cases when the footage is not or may not be erased:

o storage marked as Readonly will not be used for writing and no data will be erased from such storages
based on quotas (however, footage from such storages can be removed using selective erasing from the
iSentryMMS Client application)

¢ 1o erasing will be conducted outside cleanup hours (by default, erasing is allowed 24/7 and this setting is
recommended)

e protected archive intervals will be also ignored by the erasing mechanism until you un-protect them

Archive protection is an additional feature available in the iSentryMMS Client application, in playback mode.
You can mark certain footage to protect it from being erased if it is important to keep it for longer, overriding the
quotas (e.g., important evidence). To unlock the protected intervals, go to Archive statistics in the Monitoring
section of iSentryMMS Console.

/i, If there are too many protected recordings on a disk, the storage may be filled up to 100%: this may negatively
affect the overall recording operation. Pay attention to the amount of free space on every storage unit in case
you are using archive protection:

e set lower recording quotas so that there are always 10-15% of free space on each storage,
e un-protect the archive that no longer needs to be protected from erasing.

/. When you protect a short period of the archive (e.g., several minutes), in fact, the whole file containing
this period is protected from erasing. Therefore, intervals adjacent to protected period will also be locked. You
can verify the exact protected interval by opening iSentryMMS Console >> Monitoring section >> Archive
statistics >> Protected intervals.

Keep this in mind when protecting too many short intervals: as all files containing them are locked, they will
not be erased when forcing quotas, so you may come to a point when there is not enough free space on the
disk. If you know you will use the archive protection feature a lot, it may be wise to set a lower disk quota -
for example, 80% instead of 90%.

iSentryMMS Client application allows users with corresponding privileges to delete certain parts of the archive. This
mechanism can delete recordings from storages marked as Readonly but cannot erase protected archive from any
storage unit.

If the footage is not protected, it will be removed as outdated when the server eraser reaches one of the quotas. Also,
the unprotected footage can be removed manually by someone who has a permission to delete archive.
However, as such a feature may be regarded as a potential threat for the archive integrity, it is disabled by
default. You can enable it in the server storage settings by marking the Allow manual deletion option.

/i Enabling manual archive deletion will automatically enable the admin user to do so, as admin is a root user
who has all possible privileges. The same is true for all users belonging to the Administrators group. If you are
enabling this feature, make sure that no unauthorized personnel have access to the administrative accounts.

Time Restricted Access to Archive
There is a possibility to grant archive access permissions for a limited time: for example, for the last N days or M
hours. The access permissions are a part of the channel permission set.

Here, in the server settings dialog box > Storage tab, you can define the allowed archive access period, starting from
the present moment.
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2 i
== Storage Recent archive interval

@ Security policy 30 Hours v

[N Audit policy

Depending on your needs, the duration can be expressed in minutes, hours, or days. The minimum period is 10
minutes and the maximum value is 366 days (1 year).

Example: if the recent archive interval is set to 30 minutes, all users having a Restricted video playback permission
will be able to browse the last half an hour of the target channel archive in all archive playback modes of the
iSentryMMS Client application.
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25 Server Policies

iSentryMMS policies are configurable sets of rules that are followed by iSentryMMS servers when handling access
requests. At this point, these include security settings and external database configuration. Default values and state
of the policies depend on the chosen security level.

Security Policy

Security settings related to password management, connections etc. can be defined for each system. To access the
server security policy settings via iSentryMMS Console, choose the Configuration section, select Servers from the
menu on the left, double-click your target server and then click the Security policy tab.

It is recommended that, in order to enhance your system security, you do not leave the default policy settings but
rather define your own, system-specific preferences.

= server Torchwood* = o

server

& Details ~

: Minimum password length
B Connections
12

S Membership Minimum allowed passwerd length
of§ Permissions Minimum number of special symbols in password
2
& Watchdog

B storage Minimum number of digits in password

bE

A& Security policy

OK Cancel
Server security settings
The table below details the available settings.
Setting Description Default
Value
Minimum Minimal mandatory length of a user password 8
password length
Minimum number | Define how many (at least) special characters (#$%&...) must be present in a 2
of special symbols | user password
Minimum number | Define how many (at least) digits must be present in a user password 2
of digits
Minimum number | Define how many (at least) UPPERCASE letters must be present in a user 2
of uppercase password
letters

Minimum number | Define how many (at least) lowercase letters must be present in a user password | 2
of lowercase

letters

Number of Password history to be kept by the server to prevent the user from using the 1
previous same password again when changing it

passwords to

remember

Maximum number | Define how frequently iSentryMMS will ask users to change their password; this | 0
of days between setting can be overridden in the user settings to make the password never expire | (unlimited)
password change | for a specific user

Maximum number | Allowed number of simultaneous incoming connections from the same user 0
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of simultaneous account via any port (TCP/HTTP) or client app, this setting can be overridden (unlimited)
connections with | for the specific user in the user settings; o=unlimited
the same login
name
Maximum After this number of unsuccessful login attempts the user account will be 0
unsuccessful login | blocked (can be unlocked via user properties). Set 0 to allow unlimited
attempts* attempts.
Disconnect Disconnects User from Server as soon as system marks account as disabled Disabled
disabled users** (not
selected)
Disconnect upon | Disconnects User from Server as soon as password change event happens Disabled
user password (not
change** selected)
Disconnect if Disconnects User from Server if user password is expired Disabled
password (not
expires** selected)
Disconnect if auth | Disconnects User from Server if authentication token was reset Disabled
token is reset** (not
selected)

Putuser ID asan | Ads watermark with the logged-in monitor User's ID over the all Live Disabled
OSD watermark View and Playback viewports displaying video streams. Such a watermark (not

allows compliance with GDPR and specific countries' local data and privacy selected)

protection regulations, making it possible to identify any data leak source

recorded even by a third-party recorder (such as a phone) directly from the

display. You can't change the text displayed in the watermark - the only

option is to turn on or off the feature.

By default, the OSD watermark will be applied to all users. You can also disable

OSD Watermarks for particular users. To do so, go to Configuration -> Users,

double-click on the particular User, and inside the popup window, find the

Administration profile tab. Scroll to the bottom and find the subsection Client

Permissions -> Do not display OSD watermark. Mark the corresponding

checkbox and confirm with the apply button.

Password related policies are solely meant for iSentryMMS internal users and they do not affect any other user
account settings (e.g., Windows users etc.). All policies are in effect for all user accounts, including the built-in
root admin user account.

*To unlock the user account, go to the Users section > open the user details for editing > enable the Active option
> save. To override the policy for a specific user, enable the Never lock account on bad password option in the user

account details.

** if the option is disabled - the user will continue with the current session, even if this particular user is already

disabled.

) The maximum number of simultaneous connections from the same user account can be re-defined for
any specific user via user settings dialog box. User-specific setting has priority over global connection quota
and it may be either larger or smaller than the global quota.

Example 1: global policy is set to 0, which means no imposed limitations. However, user account admin has
his max number of connections set to 3, which means that three incoming connections with this user account
are allowed at a time so that the administrator can connect via iSentryMMS Console, iSentryMMS Client and
iSentryMMS Mobile at once for troubleshooting purposes.

Example 2: global policy is set to 1, which means only one connection from each user is allowed at a time.
However, user demo has an allowance of 30 simultaneous connections so that this account can be used for
demonstration purposes.

Two-Factor Authentication
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For additional security, you can turn ON two-factor authentication (2FA) for all client logins. When 2FA is
enabled, all users who want to connect to your iSentryMMS server, will have to enter both their password and a code
they receive. Thus, the users prove their identity not just by entering what they know (the password) but also what
they have (the email or phone). By default, this policy affects all users; you can disable 2FA for individual users in
their permissions.

At this point, iSentryMMS 2FA supports code sending via email and SMS, and works for iSentryMMS
Console and iSentryMMS Client login.
Terminology:

¢ session: an established connection between client and server once the user logs in
¢ code: a numeric code sent to the user's email

The following settings are available here:

Setting Description Default Value
Enable two- If selected, additional authentication will be required for server login Disabled
factor

authentication

Set up Set up desired providers (using email servers or other means) that will be used | [button]
notification for sending out authentication codes

providers

Session During this time period, 2FA will not be requested again if client disconnect was | 1 day
expiration caused by server; after this time or after user-initiated disconnect, the user will

time have to use additional authentication again

Code The time period during which the sent code will be valid, starting from the code | 00:05:00 (5
expiration sendout moment; after this time, the user will have to request another code minutes)
time

Code The minimum time between two consequent code requests; the user will be 00:00:10 (10
generation unable to request a code more frequently seconds)
interval

Skip for If enabled, 2FA will not be applied to localhost connection Enabled
localhost

connection

Subject Message subject line, can consist of text and macros (via right-click) {SESSION_ID}
Body Main message part, can consist of text and macros (via right-click) {CODE}

; Name your notification providers according to the used verification source (e.g., Email) so that the users
understand where to look for the code.

) Write some text in addition to the session ID and the code so that:

1. The user understands which one is which
2. The email does not go to Spam

When you try enabling 2FA, you will get a warning that you will need to test 2FA before saving the configuration.
This is necessary to ensure that all the settings are correct and 2FA actually works; otherwise, you may be unable to
log into the system at some point. The 2FA verification will start when you click OK to save and close the settings
window.

Settings to be verified before enabling 2FA:

¢ make sure you have added a valid 2FA notification provider (SMTP server)
e add a contact email for each user

e itis recommended that at least one administrative user account is allowed to log in without 2FA, or 2FA is
disabled for localhost connections: this is to ensure that you can log into the system if your 2FA
notification provider fails or becomes unavailable
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=B server My Server® - o B
BNl Two-factor authentication
Watchdo -
¢ . Code generation interval
B Storage 00:00:10 .

The minimal amount of time between two cc

s by default
0 Security policy
v| Skip for localhost connection

ﬂ Two-factor authentication* If enabled, 2FA will never be used for connections to local server that are using loopback address
M Audit policy Shpjeet

2FA code for session #{SESSION_ID}
[Ex External audit

Subject text template for the notification messages
&5 External databases Body Insert field  ~

- {USER_FULLNAME}, your 2FA code for server [SERVER_NAME} login is {CODE}.

| NV gy -

oK Cancel

Two-factor authentication settings
The best approach for 2FA configuration:

e in oFA settings, add a notification provider and adjust everything but do not enable 2FA yet, click OK to
save
¢ make sure your email server user for notification provider is valid, and that all users have correct emails
e go to 2FA settings again and enable it, and go through the test verification
When you turn off 2FA, you will have to go through the setting verification again next time you enable it. If you
make changes to the 2FA settings and enable it at once, this test verification will use the previous settings for

formatting and intervals (because it basically happens before saving the settings, and these will not be saved until
you pass 2FA successfully).

Two-factor authentication is also a recommended setting when you choose the highest cybersecurity level - the
system will check if 2FA is enabled and remind you with a warning mark if it is not.

Audit Policy
Whenever a permission is used, a corresponding entry appears in the internal iSentryMMS audit log; internal server

events are logged as well. The audit policy lets you define, which user actions and server events are recorded, as well
as set the maximum size and duration of the audit log.
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= server Global Server® s B

Server

& Details

Maximum number of records

& Membership 1000000

Maximum number of record

o keep inthe database

offf Permissions

Maximum number of days
2 Connections

30
‘ Watchdog Maximum number of days ta keep in the database {0 - unlimited
B storage Events

0 Security policy
4 (M| Server events

W Aud potey v W Internal server events
4 || Resource access
4 W Archive
v| Bookmark added

4 (M User events

4 |

m

BA

2 v Rule modifiers

v| Event condition added

OK Cancel

iSentryMMS audit policy

The default limit for the number of audit entries is one million and they are kept for one month; set zero days to
disable the duration limitation (the quota for the number of records will still have effect). By default, all the events
are audited.

External Audit

For iSentryMMS Federation software edition, it is possible to set up set up log event storing in an external audit
database.

The main (internal) audit log is kept always, and the external audit is a copy (addition). You cannot turn OFF the
internal audit if you do not need it, but you can limit it to one or two days, and keep the external log for a longer
period. The built-in database (SQLite) is OK for low and medium load; for high and extra high load, especially for
lots of entries per second, an external database with extra hardware is strongly recommended.
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-
= o

Server External audit

& Details

Database connection £ Database connection - o BB

2. Membership Database: None

Database connection

of§ Permissions

Database

2 Connections

Mone >
& Watchdog None
E Storage SqlServer

. . PostgreSgl

0 Security policy

MySaql

N Audit policy

[Ex External audit
M Bookmark policy

5 NTP Server

OK Cancel

Connecting an external database for the audit log
At this point, three database formats are supported:

e SQL database
e PostgreSQL
e MySQL

First, set up your external database, and then fill in the corresponding settings in iSentryMMS Console: server host,
port, user account, and target database name.

/. Please consult with your database server architect to build the database server. iSentryMMS hardware
recommendations do not include hardware for the external database server.

= server My Server®

Server

External audit

& Details
Database connection

S Membership Database: SqlServer

Connection string: Persist Security Info=False;database=Name;server=192.168.1.80,677T;user

of§ Permissions

2 Connections
& Watchdog

B Storage

0 Security policy
N Audit policy

[E~ External audit*
M Bookmark policy

5 NTP Server

id=admin;Password="*******Pgoling=true;Min Pool Size=5;Max Pool Size=100
Setup database connection... Test database Reset database

Maximum number of days
366

Maximum numt

days to keep in the dat e (0 - unlimited)

Maximum number of records

0

Maximum number of recor

to keep in the database (0 - unlimited)

v| Enable

When enabled, server will push audit events to the specified database

OK

Cancel
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Once you have entered the database connection details, you can test it and enable it

After adding the database connection, you can test it to verify that the entered configuration is correct. The database
must exist for the iSentryMMS server to connect successfully, and you cannot create a new external database from
iSentryMMS Console. The connection test runs automatically once you have entered a new DB connection or
modified the connection settings.

/. The connection test may take some time. You can tell by the disabled (grayed out) buttons below. If you
close the server settings dialog box, the test will still run in background so you will have the result pop up after
some time.

If your target database contains something else and you want to clean it, press Reset: all contents of the target
database will be then removed and replaced with the tables necessary for the audit log.

Similarly to internal audit, here you can limit for how long and how many records should be kept in the external
audit database. Set zeroes for unlimited options (the number of records will be then only limited by database type).

=

‘s External databases are recommended when you need to keep larger amounts of information for much longer
periods of time. The built-in database (SQLite) is OK for low and medium load; for high and extra high load,
especially for lots of entries per second, an external database with extra hardware is strongly recommended.

You can prepare the database connection and leave it disabled (default mode) until you decide to enable the
external logging. To do this, put the check mark in the corresponding checkbox.

When done, click OK to save the settings and close the dialog box.

Troubleshooting: if, during operation, the iSentryMMS server is unable to write events to the external
database, you will have a warning (highlighted orange) in the Monitoring section of iSentryMMS Console, under
the Servers category. Click the target iSentryMMS Federation server, then click Details on the upper panel to see the
database connection errors.

External Databases

For certain data types, you can set up separate databases in a similar manner. In the External Databases tab,
available databases will appear.

Currently available: a separate database named Recognition history database can used for storing external
recognition events. Without it, only metadata (bounding boxes) are stored for external recognitions (in the video
archive), so you will be unable to search these events in a separate tab in iSentryMMS Client. If you do not use
external services/cameras for LPR/FR recognition, you will not be needing this database.

' Ifyou have made a clean installation, this DB is enabled by default. If you made an upgrade from a software
version prior to 1.21, this DB is disabled.

Click the i Edit button to change the built-in database settings: limit the number of recordings and the number
of days, and enable/disable the database. Click OK to save and then OK again to save and close the dialog box.

]
=

S
Server External databases

External databases - O Y

0 Security policy
Recognition history DB

£ Built-in

B Two-factor authentication

This database will be used for std Available external databases I‘
[N Audit policy . o
Title
1y i
Ex External audit one
£ External databases £ Built-in

M Bookmark policy

OK Cancel

©2024. Intelex Vision Ltd All Rights Reserved.
109



iSentryMMS Expert Administration Guide

Change built-in database settings

The built-in database cannot be removed and it is enabled by default for all new installations.
Bookmark Policy

Here, you can set limits for the bookmark database by defining its desired duration and size, and also change
bookmark colors for different severity levels. The settings here affect the whole system - all servers, all channels.

The default (and also the maximum) number of records (items in the database) is 500000, and they are kept for
5 (five) years. Set 0 days to set unlimited duration quota (the items' quota will still have effect).

These limitations were introduced in the software version 1.14.1. Therefore, when you upgrade from an older
version, database will be reduced in size by removing the oldest bookmarks so that their number matches the default
quota (500000). If the old database contains more than 1 million items, it is truncated and compacted during the
upgrade.

= server Global Server - O
Server
& Details
Maximum number of records
B Membership 500000
offf Permissions
Maximum number of days
= Connections -
1825
‘ Watchdog Maximum number of days ta keep in the database [0 - unlimited
B storage Bookmark severities
@ Security policy Edit bookmark severity details Bookmark severities
A Audit policy | | SEVERITY
Severity
M Bookmark policy i R info
A Low
Coloy Mormal
Il 48. 99, 180 v :
| High
M Critical
Apply changes Cancel
oK Cancel

Limitations for the bookmark database and default colors

Bookmark severity levels were introduced in the software version 1.16.0. Prior to this version, all bookmarks were
red and had no ranking; to preserve compatibility with older archive, all bookmarks from the older archive will stay
red and have the highest severity, Critical. Here, in the policy tab, you can change the colors used for different
bookmark labels. To do this, select an item in the ranking list, then choose a color using the built-in picker.

After you change the color related to a certain severity level, all bookmarks with that severity level will start using
the new color. If the bookmarks are already opened somewhere (e.g., on the timeline of a iSentryMMS Client),
simply refresh the timeline to see the new color: remove the channel from the view and add it anew. In instant
playback mode, switching to live and back will do the trick.

NTP Server
iSentryMMS servers use the local machine time. iSentryMMS Console provides you with an opportunity to force
sync time with the specified NTP server.

Essentially, this is the same as configuring the target server OS use the specified NTP server: the time server you set
via iSentryMMS Console is applied to the underlying OS settings. The only difference is that you can do this
remotely via iSentryMMS Console interface, without connecting via RDP or other remote control software.
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=2 Server myserver®

Server

& Watchdog B
Time synchonization type

[=] )

= Storage Use custom settings -
Time synchonization type

0 Security policy
NTP server

[N Audit policy
t|me.cloudﬂare,c0ml
[Ex External audit NIE server
_ Time synchronization interval
M Bookmark policy
10 Hours v

S5 NTP Server* Interval at which windows time will be sy

ith NTP server. The interval must be in rang

OK Cancel

NTP server connection settings
The available settings here are:

e NTP server: the target IP or hostname of the time server, local or public

¢ Time synchronization interval: how often to sync the time, choose any desired interval from 30
seconds up to 1 year.

©2024. Intelex Vision Ltd All Rights Reserved.
111



iSentryMMS Expert Administration Guide

26 Security

All iSentryMMS editions have enhanced security aimed at data protection, which includes not only advanced
permission management but also encryption wherever possible. Data protection for iSentryMMS encompasses
database encryption, server-to-server and server-to-clients connection encryption, password protection for the
proprietary archive, as well as certain system settings and policies that increase the level of cybersecurity.

The system offers pre-configured security levels, each of which includes a certain preset of security-related features.
Some of the security settings are system-wide, and some other can be adjusted for individual servers (e.g., archive
encryption).

Cybersecurity Dashboard

You can access the cybersecurity dashboard via iSentryMMS Console main menu in the top right corner > Cyber
security.

Four pre-defined security levels range from the lowest to the highest. You can choose any level as a basis and,
either leave it is it is, or turn off individual security checks.

/. The security checks for the selected settings mean that these settings are monitored and you are warned trying
to assign an inappropriate value. Enabling a certain security level does NOT change any of the related
configuration parameters!

Each security check means that the related setting is tracked and you are notified if it does not meet the security
requirements. For example, if the automated backup location is on the same disk as the main configuration file, the
backup directory setting in the Automated backup configuration dialog box will have a warning shield. Thus, the
selected security level is a set of recommended security settings, and you are free to ignore the warnings
or exclude individual checks from the security profile.

v| Never lock account on bad password

AT T s
ufe} L LRE R

er lock account on bad pa

m

Cybersecurity warning example: the setting does not fit the currently selected security profile
Security Levels

The cybersecurity dashboard will display recommended setting values accompanied by warnings if the current
preference is lower than recommended. For some of the checks, the warnings cannot be displayed: this happens if
the security check is applied at a certain moment. For example, this is true for the storage and device passwords: the
server cannot validate the existing password so the password complexity will be estimated on the password creation
step.
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| @ Cyber security - o S

Select security level and adjust individual settings

Security level - Medium

e

Security checks (1517

[
v Password Apply check for password complexity &
v| Mever lock account on bad password  disabled

’ Device

L

oK Cancel

Cybersecurity dashboard
Cybersecurity levels:

¢ None: no security checks at all

e Low: only some password policies and server backup settings are tracked

e Medium: more of these settings plus user- and device-related settings

e High: all possible settings related to security are monitored for maximum system protection

If the security check concludes there are issues with the current configuration, you will be notified with an orange
shield and offered to review the list of issues.

Security level - Medium

e |

Security checks (17,17 Show active issues

The shield in the upper right corner displays the number of active issues

Click the Show active issues button to see the list of detected security issues and recommendations on how to get rid
of them.
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| J Cybersecurity report

Active issues

A

Export to CSV

SOURCE
Automated backup configuration

Automated backup configuration

Automated backup folder is on the same drive as configuration folder. It is recommended to use a different drive for automated backup.

One or more databases is not selected for backup. It is recommended to backup all databases.

Glo

Glo

M «
SD

-
N
(=%
3
-

‘Maximum number of days between password change' condition is not met. It is recommended to set less than 91 value.

'‘Maximum number of simultaneous connections' condition is not met. It is recommended to set less or equal to 1 value.

‘Maximum unsuccessful login attempts’ condition is not met. It is recommended to set less or equal to 5 value.

‘Never lock account on bad password' is enabled. It is recommended to disable 'Never lock account on bad password' setting.

The list of active issues with recommendations on how to rectify them

From here, you can save the list of active cybersecurity issues into a CSV file.

Security Checks
The following security checks are available with their corresponding recommended values for different security
levels:

Category Security check Low Medium High
Automated Automated configuration backup mode Enabled |Enabled |Enabled
configuration Automated confi i i

guration backup interval Every 5 Every 2 Every day

backup days days

Number of config backup files to keep (max) 1or more |15o0r 30 or

more more

Backup directory is located on a different drive - + +

Databases to be backed up - All All
Server security Minimal user password length 6+ 8+ 12+
policy characters | characters | characters

Minimum number of uppercase letters in the user 1+ 2+ 2+

password

Minimum number of lowercase letters in the user 1+ 2+ 2+

password

Number of previous passwords to remember - 1+ 3+

Number of days between password changes - 90- 30-

Max number of simultaneous connections using the - 1 1

same user account

Max unsuccessful login attempts before blocking the - 5- 3-

user account

Minimum number of special symbols in the user - - 1+

password

Minimum number of digits in the user password - - 2+
Server storage Check storage password complexity (upon setting the - + +

password)

Storage encryption is enabled - - +
Audit policy All audit options related to security policy are enabled | - + -
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Server connections | Client-server connection encryption is enabled - - +
HTTPS is enabled - - +

Two-factor 2FA is enabled - - +

authentication

(2FA)

User account Check password complexity against server policy - + +
Lock account after N unsuccessful login attempts - + +
("never lock on bad password" option is disabled)
User password is valid for a limited time ("password - - +
never expires" option is disabled)

Device settings Verify password complexity (upon entering the - + +
password)

Some of the security options are hard-coded so it is impossible to disable them (e.g., database encryption) and these
are therefore not listed here.

Database Encryption

iSentryMMS server uses several databases for storing the server configuration, audit logs and other software data,

and all of them are encrypted by default. Once you install the software version that supports database encryption, all

the databases are automatically converted to the encrypted format. There is no need to adjust any settings to enable

this feature.

i Database encryption was introduced starting from the iSentryMMS version 1.8.0 and is supported in all
succeeding versions.

Connection Encryption

Traffic encryption is not enabled by default, it can be turned ON in the server settings, in the Connections tab. There
are separate settings for TCP connection encryption and HTTPS.

=2 Server myserver* - o RS

Server

Connections

& Details

Client-server connection encryption

& Membership AES-128 .
Enables encryption for all communications between servers and clients via TCP. Server restart is required to apply this setting

of§ Permissions

HTTP port HTTP port
= Connections* 9191 8080

HTTP t, enter O to disable HTTP port, en to disable
& Watchdog

v| Enable HTTPS
E Storage Specify ports for HTTPS connections
0 Security policy HTTPS port HTTPS port

9093 8083

@ Two-factor authentication HTTPS port, enter 0 to disable HTTPS port, enter 0 to disable
N Audit policy Digital certificate

#§ test certificate

[Er External audit

- Digital certificate

OK Cancel

iSentryMMS Federation server connection settings with encryption options
Client-Server Connections

This setting affects all TCP traffic between servers and clients, including server-to-server communications in
iSentryMMS Federation.
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The currently available encryption options:

¢ None: no encryption
o AES-128 or AES-256: choose the one you need

/. When configuring a iSentryMMS Federation system that has remote servers and clients of version 1.7 or
earlier, make sure to upgrade all remote components to the same version as iSentryMMS Federation so that
they support encrypted connections. As soon as it is done, you can safely enable encryption for TCP
connections.

HTTPS

Connections from remote Web browser clients and mobile applications, as well as API connections, can also use a
secure channel instead of plain HTTP.

To enable secure communications, enable HTTPS in the server settings, then specify desired HTTPS ports (different
from HTTP ports) for local and internet connections, and then add the digital certificate you wish to use; you can
either use your own certificate or generate a self-signed one right on this step.

/. If you are setting up a iSentryMMS Federation system:

In addition to the setup in the central management server settings, HTTPS should be enabled for each
iSentryMMS Recording Server separately, in the settings of the target server. The certificate, though, should
be only added once, and then you just need to choose it from the list, when setting up HTTPS on the
iSentryMMS Recording Server machines.

) Ttis recommended that you use a valid digital certificate signed by a trusted authority instead of self-signed
ones. If you use a certificate generated by iSentryMMS, your browser will show you a warning.

Archive Encryption

Each archive storage (local or network), as well as archive backups made through the Archive Backup Wizard, can be
encrypted. You can provide a different password for every storage unit, and there is also an option to change the
password at any time.

Regular Server Archive

To access the archive encryption settings in iSentryMMS Console, open the Configuration section, choose Servers
on the left, then double-click the desired server to edit its settings. In the Storage tab, click the Open storage
properties button.
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a-
Storage properties Directories
B Directories
Edit directory details #= New ~ Directories ]E]
% Duration quota
PATH STORAGE QUOTA FREE
; Path
= Retention 1 CNArchive Files B Default 100.00 GB 262.02
C\Archive Files
1} Fallback Path Q, Set password = - Ho
Quota (GB)
Set password
600
Amount of disk space to store archive data.
New password
STOrage 0000000000008 Fas
E Default Change.. Repeat password Password is too easy to guess | v
storeas esscssssssssRee ‘
Encryption
Password hint
AES-128 -
Encryption
Change password...
Apply changes Cancel
< >
OK Cancel

Password-protected storage setup

Click the target storage in the list on the right or add a new local or network storage unit by using the +New button
above the storage list: its properties will appear on the left. Mark the Enable encryption option and specify the
password you want.

The currently available encryption options:

¢ None: no encryption
e AES-128 or AES-256: choose the one you need
To save the changes, hit the Apply button beneath the storage settings, then hit OK to close the storage

configuration dialog box, and then click OK to finally save the storage settings together with the server
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration.

) When assigning a new password for the storage, make sure to remember it or store in a secure place: you will
require it, should you need to access the storage contents in the following scenarios:
e when accessing the archive with the Portable Player tool
e when adding the same disk as a storage unit for another server
e when adding a disk with archive backup as a storage unit
e if you delete the encrypted disk from the storage configuration and then add it anew

There is a field that allows you to enter a password hint, which will be displayed in these situations.

You will not be prompted for the password when accessing the archive from the iSentryMMS Client
application connected to a server with encrypted archive: iSentryMMS server will decrypt it automatically.

/. There is no option to recover the password if you have forgotten it.

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted;
retroactive encryption for the previously recorded archive is not supported. If you wish to have the already recorded
data to be encrypted, you can use the replication feature in iSentryMMS Federation, targeting the replicas to an
encrypted storage.

©2024. Intelex Vision Ltd All Rights Reserved.
117



iSentryMMS Expert Administration Guide

When the storage password is changed, the new password is used for encryption from then on. If storage encryption
is disabled for some time and then enabled back, that part of the archive will remain unencrypted.

Adding an Encrypted Disk

If you wish to use a storage, which contains encrypted archive, as a new storage unit and add it to the server
configuration, you will be prompted for the password. You need to provide the password that was used to encrypt
that disk. If you have provided a password hint earlier, it will appear as a tooltip when hovering your mouse over
the password field.

/. Do not modify the contents of encrypted disks manually, this may result in the corruption of the whole
archive.

Archive Backups

The archive backup tool also provides an option to specify a password to encrypt the backup.

4 Archive backup wizard - O B4

Step 3 of 4. Select tracks and backup destination

Select tracks selection and specify target location

Tracks Q

o TITLE SERVER IZE INFORMATION

4 WIEH Stare 26.91 GB

Estimated size: 26.91 GB

v Encrypt backup archiveé

Include portable player (209.02 MB)

Location [x] Browse...

Previous - Cancel

Password protection for the archive backup

There is no difference if the backup is made from an encrypted or an unencrypted storage; the password provided at
this step will be used in future for archive access, whether you read the disk contents using the Portable Player tool
or add the disk as a new storage to some iSentryMMS server.

Encrypted Archive Access

When accessing an encrypted storage via iSentryMMS Client and iSentryMMS Mobile, the archive is decrypted
automatically and provided for browsing according to the user permissions.

Should you want to access a directory that contains proprietary iSentryMMS archive or its part (backup) using
iSentryMMS Portable Player tool, you will be prompted for the password.
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Archive Files

You are trying to access an encrypted archive. Please

provide a password to continue.
[

Password hint: default

Cancel

Encrypted archive access in the Portable Player tool.

If you have specified a hint at the point of setting the password, it will be displayed as text or as a hint when hovering
your mouse over the password field.
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27 Two-Factor Authentication

iSentryMMS servers support two-factor authentication (2FA) for the iSentryMMS Console and iSentryMMS Client
logins. It is disabled by default, and you can turn it ON via server policies. When 2FA is enabled, all users who want
to connect to your iSentryMMS server and who are not an exception, will have to enter both their password and a
code they receive. Thus, the users prove their identity not just by entering what they know (the password) but also
what they have (the email or phone). By default, this policy affects all users; you can disable 2FA for individual users
in their permissions.

) At this point, iSentryMMS 2FA supports code sending via email and SMS, and works for iSentryMMS
Console and iSentryMMS Client login.

Terminology:

e session: an established connection between client and server once the user logs in
e code: a numeric code sent to the user's email

¢ notification provider: an SMTP server or a GSM modem that will relay the notification

The recommended course of action is: first, create a notification provider, then fill in all the settings, save, and
then enable and test 2FA.

2FA Settings

2FA is configured via server settings: in the Configuration section, choose Servers on the left, then double-click your
server to open its properties. In case of a iSentryMMS Federation system, make sure to open the central
management server properties.

The following settings are available here:

Setting Description Default Value
Enable two- If selected, additional authentication will be required for server login Disabled
factor

authentication

Set up Set up desired providers (using email servers or other means) that will be used | [button]
notification for sending out authentication codes

providers

Session During this time period, 2FA will not be requested again if a client was 1 day
expiration disconnected by server; after this time or after user-initiated disconnect, the

time user will have to use additional authentication again

Code The time period during which the sent code will be valid, starting from the code | 00:05:00 (5
expiration sendout moment; after this time, the user will have to request another code minutes)
time

Code The minimum time interval between two consequent code requests; the user 00:00:10 (10
generation will be unable to request a code more frequently seconds)
interval

Skip for If enabled, 2FA will not be applied to localhost connection Enabled
localhost

connection

Subject Message subject line, can consist of text and macros (via right-click) {SESSION_1ID}
Body Main message part, can consist of text and macros (via right-click) {CODE}

) Name your notification providers according to the used verification source (e.g., Email) so that the users
understand where to look for the code.

i} In the verification message, write some text in addition to the session ID and the code so that:

e The user understands which one is which
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e The email does not go to Spam

When you try enabling 2FA, you will get a warning that you need to test 2FA before saving the configuration. This
is necessary to ensure that all the settings are correct and 2FA actually works; otherwise, you or other user(s) may be
unable to log into the system at some point. The 2FA verification will start once you click OK to save the settings and
close the window.

Settings to be verified before enabling 2FA:

¢ make sure you have added a valid 2FA notification provider (SMTP server or modem)
¢ add a contact email/phone number for each user

e we recommend that you allow at least one administrative user account to log in without 2FA, or that you
disable 2FA for localhost connections: this is to ensure that you do not lose access to the system if your
2FA notification provider fails or becomes unavailable

You can configure 2FA without enabling it, verify these settings, and then finally enable 2FA.

=2 Server My Server* - o B
PRI Two-factor authentication
Watchdo -
¢ . Code generation interval
s

B storage 00:00:10

The minimal amount of time between two consequent code requests, 10 seconds by default
0 Security policy
v| Skip for localhost connection

ﬂ Two-factor authentication® If enabled, 2FA will never be used for connections to local server that are using loopback address
Subject

2FA code for session #{SESSION_ID}

[;_)1' External audit Subject text template for the notification messages

N Audit policy

& External databases Body Insert field  ~
e {USER_FULLNAME}, your 2FA code for server [SERVER_NAME} login is {CODE}.

| VA . -

oK Cancel

Two-factor authentication settings
The best approach for 2FA configuration:

1. In 2FA settings, add a notification provider and adjust everything but do not enable 2FA yet, click OK to save.

2. Make sure your email server or GSM modem used as a notification provider is valid, and that all users have
correct emails/phone numbers in their account properties.

3. Go to 2FA settings again and enable it, then go through the verification.

When you turn off 2FA, you will have to go through the setting verification again next time you enable it. If you
make changes to the 2FA settings and enable it at once, this test verification will use the previous settings for
formatting and intervals (because it happens before saving the settings, and these will not be saved until you pass
2FA successfully).

Two-factor authentication is a recommended setting when you choose the highest cybersecurity level - the system
will check if 2FA is enabled and remind you with a warning mark if it is not.

Set Up Notification Providers

You can set up one of multiple notification providers of each kind to give your users an alternative in case one of the
providers does not work or is unacceptable for some reason.

To add a new notification provider, click the corresponding button in the 2FA settings. In the dialog box, you will see
the list of existing providers (none exist by default). Click the + New.. button in the bottom or use the drop-down
arrow to see all options.

For each provider, specify:

¢ Title: name that will be shown to the user (so make sure to include the communication means, e.g., Email
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via Office 365)
¢ Mail server: for e-mail notification providers, choose one of the pre-configured SMTP servers
¢ GSM modem: for messages, choose one of the pre-configured modems

-
== Sperye

Server

Bl ce i s = lules]  Authentication notification providers

& Security policy

Enable two-factor auth ’
B Two-factor authentication Enable or disable two-factar auth! e P W
M Audit policy Set up notification providg e —
b External audit Session expiration time | & Email via gmail server Authentication notification provider
01d 00:00:00

£ External databases

- The maximum amount of time dur

‘-I- MNew e-mail authentication provider OK Cancel

— Mew SMS authentication provider i

Add new or edit existing notification provider
If you have no pre-configured means of notification delivery, add them, and then return to this screen.

Click OK to save the provider, then click OK to go back to 2FA settings. All created providers will be shown to the
user when they try logging in.

i} Tip: if some of your notification providers do not work temporarily, add a corresponding note to the provider

name. Thus, you will not have to remove it from the configuration but the users will know that they cannot use
it for 2FA.

To edit an existing provider, use the pencil button on the top panel; to remove any of the items, select it and then

click the Recycle bin button. Removed providers will be erased from the list, but the related email servers & modems
will be preserved.
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28 Third Party Authentication Providers

iSentryMMS servers can use external authorization frameworks, such as OAuth, to facilitate user login, allowing
your engineers and operators to use their existing accounts to log into iSentryMMS servers.

Currently supported authentication means:

e Google account
e AppleID

e Microsoft account
e Okta

e custom (generic)

You can use public OAuth providers or, if your organization requires so, set up a local custom OAuth service.

) For public OAuth services to work: please reconfigure your system firewall(s) to allow browsers to connect
to connect.vmsregistrationportal.com:5001 (allow HTTPS traffic to that port).

To set up user login with external authorization, follow these steps:

. Add authentication provider(s) of your choice
Add user account

. Activate the user account

. Log in routinely

5. Repeat steps 2-4 for other users

AOO[\JH

Below, you will find a detailed description of each step.
Add a New Authentication Provider

In iSentryMMS Console, go to Configuration > Servers > double-click your server (iSentryMMS Federation server if
you are using iSentryMMS Federation system) > choose the Authentication providers tab. Click the Set up
authentication providers button to open the existing provider list.

Choose your desired authentication service from the drop-down list in the bottom part of the window: for
example, New OAuth provider (Google) if you wish to use Google accounts.

@ Configuration > Servers ain & C _

Configuration
4+ Newserver |~ Edit Assign group X 1 selected &

= Servers = e

& Networks Server Authentication provid Authentication providers

[ External services B storage -

Set up authentication pro|
F

B Failover clusters & Security policy iittientication providers

‘ Users & Two-factor authentication Title Type

B4 Devices A Authentication providers New OAuth 2.0 provider (Apple)

Mew OAuth 2.0 provider (Microsoft)

B Channels W) Audit policy - Mew OAuth 2.0 provider (Okta) 1

@ Recording ‘;+ New OAuth 2.0 provider (generic) 188 Cancel
@ Maps

External authentication provider setup in the server settings

For each authentication provider, different settings are available. For Google, Microsoft, and Apple accounts, the
settings are as follows:

Setting Description Default
Value
Title User-defined provider name that will be shown Google
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Enable Enable or disable current authentication provider (use this option to temporarily Enabled
disable the provider if you do not to remove it)

Provider type | [Automatic field] [Automatic

field]
Token Time interval, during which the user will not have to enter their password again 7 days (7d
expiration (session length) 00:00:00)
time

The token expiration time defines how frequently the users will have to log in again. You may want to set the session
expiration time equal to the operators' shift.

i} For Okta and other (generic) authentication types you must provide additional settings and fill in all the
suggested fields. You can retrieve these from the administrator who configured the authentication server.

Click OK to Save the newly created provider, then OK again to close the server settings dialog box.

& OAuth 2.0 authentication provider GOOGLE ACCOUNT* = =

OAuth 2.0 authentication provider

& Details*

Title

GOOGLE ACCOUNT

Authentication provider title

v Enable

Enable or disable the authentication provider
Provider type

Google

Provider type

Token expiration time

05d 0000 2

The amount of time during whicl

the authentication token will be valid

Apply OK Cancel

Enter settings for the Google authentication provider
Add Users

In iSentryMMS Console, go to the Configuration section and choose Users on the left. Click the drop-down arrow
next to the New user button and choose New OAuth 2.0 user. It is a special user type for external authorization,
which is first created in iSentryMMS Console and then activated after the user logs in for the first time, thus binding
the internal user to the external authentication means.
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@ Configuration > Users

Configuration & User we****x*@gmai.com* -
= Servers User

& Networks #' Details* G

[ External services M. Membership '-‘%e}"""”’@gr‘ﬂail o
B Failover clusters &= Resources
v Active
& Users © Administration profile” Remove to disable account for any connection type
84 Devices User type
OAuth 2.0

B Channels

User type

[ ] Recording
Apply oK Cancel

@ Maps

Create a new user of the special type
Checklist:

1. In the login field, enter the target user's full login, which they would normally enter into Google to log in. If
the domain name is different from gmail, make sure to specify the full email address.

2. Grant the user the necessary permissions.

3. Save the settings, then copy the security token and send it to the user - they will need it when they log in for
the first time.

After the user logs in, the account entry in iSentryMMS will become bound to the external authentication provider,
and the security token here will be replaced with security ID. The user's name and full email address will be filled in
automatically.

The rest of the settings are similar to the regular user settings.
Login

Users can now log into iSentryMMS servers using OAuth via both iSentryMMS Console and iSentryMMS Client. In
either case, it is necessary to choose OAuth as login method.

When logging in for the very first time, they will have to enter the user token from iSentryMMS Console to bind the
accounts. Provide them with the token to ensure they can use the OAuth login method.
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29 Devices and Channels

The traditional idea of cameras as surveillance software entities has been developed, resulting in the concept of
devices and channels. Essentially, it represents the separation of physical and data layers for reasons of
security and easier management.

"Device" refers to any piece of physical equipment that serves as a data provider; a hardware piece delivering
video, audio and event streams to the server. IP cameras, video encoders, capture boards, USB web cameras - these
are all examples of devices that can be added to Intelex Vision Ltd software. Devices do not include any data
streams.

"Channel" refers to any actual video stream (with corresponding audio/event stream, if applicable) delivered to the
server from any of the configured devices. Software licensing mechanism counts channels and not devices.

In iSentryMMS Console, devices hold camera TCP/IP and user settings, as well as actual hardware model. By
contrast, channels do not possess these properties: this allows them to be handled as virtual entities, detaching and
re-attaching them from/to devices. Channels feature video stream configuration settings - resolution, frame rate, bit
rate and others - as well as all supplementary data streams, such as audio, motion and digital input/output events,
PTZ control and camera-side analytics information. Thus, the underlying device may be removed or replaced
without losing its channel's configuration, which also includes user permissions.

As there are also some multichannel devices, e.g., capture boards and video encoders, each device can have one or
more channels attached to it - these can either be assigned or detected automatically; maximum number of channels
for each specific device is stipulated by the device model.

Devices only appear within iSentryMMS Console, allowing the administrator to apply all necessary configurations.
iSentryMMS Client only displays the channels and does not provide any access to the devices' properties to the end
users.

Both devices and channels can be grouped independently. For internal iSentryMMS Console management, device
groups and channel groups are available; for iSentryMMS Client channel grouping, visual groups are to be used.
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30 Add Devices Using Autodiscovery

Use automatic device discovery feature to find all available devices. This method is of great help when dealing with
large amounts of cameras, and also when exact addresses of devices are not available.

To access the configuration dialog box from iSentryMMS Console, open Configuration section and select Devices in
the menu on the left; in the upper panel, click down arrow near New device button and then select Find devices.

@ Configuration > Devices

Configuration
J= New device |~
= Servers — Mew device group i
Create multiple devices
1 Users Find devices
WY Devices

Add new device
Scan Parameters

First, select scan mode; the following options are available:

e scan IP address range: specify a continuous LAN segment to be scanned
e scan network adapter address range: select one or more network interfaces to be fully scanned

e scan attached devices: the local hardware system will be scanned for capture boards and Direct Show
video sources

If you have chosen to search for IP video sources, you should review additional connection settings and change or
update them, if required:

e ports: HTTP ports, comma separated
e user credentials: pairs of comma-separated user names and passwords, one pair per line

Use the Reset button below to discard all changes and start entering scan parameters again. When you are ready,
press OK button below to begin scanning.

Scan parameters

300 Relmddl JESples SOness fan (e

Scan IP sddress sange

® Scam aifsched deisces

Reset Cancal

Scan attached devices
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Sean parameters

= ER

& Sean nalwddk Al sddness PN
el il aitars apel 6fl b ils
o RS1ARTHS A
ol Fesftek PCIe GEIE ey Contra., 193.168.2.83

o VirhaalBox Host-Only Ethernet - (352268561

Sean |P sddieas range

Scan alteched davices

Foris

(B0, B

y sepainied bated
Papswordd

e BTy
agmn, 1234

FCeDE Dags

Rl

emgmnas gnd prererrds tep

352552500

L0255 2050

Cancal

Scan parameters
Sean natweek adapler sidrest rinpe

% Scan 1P sdiress range
S e e g TR |
Frarm | 192.168.10.2
Scam Attachad CHvicos

Porls

B B0B0

(o spaisted ot o gt rmbers
Parswonds

AT, SO
agrmn, 1234

ripab ek

Rouet

Scan address range
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Device Autodiscovery

After scanning has been completed, you will be taken to the Device Autodiscovery dialog box, which will allow you to
review the found devices and their channels, and enter/modify related settings. Use the Search field in the upper-
right-hand corner to find a specific device by name, model, IP, port or hardware ID (for IP devices, ID includes MAC
address).

' There are two types of selection in the item list: checkboxes and color highlight. Checkboxes are used to
choose the items to be added to server configuration after you close the dialog box; highlighted items are
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to
change their settings.

Click a device in the item list to load its settings into the Device Properties window. Note that some settings may be
missing for some of the automatically found devices; this depends mostly on device and whether user data was
correctly provided. In such cases, simply fill in the missing data manually and click the Apply button below to save
the configuration changes.

Device autadscovery =

Device aubodiscoweny

Found devices

B Found devices

9% Found channels

Device properties Found devices Q.

Device name

Ls B fos {Legacy Autodetect) on 192.168.3.4 Axis [Legaoy Autodetect) 192.168.3.4 ED
Grundig GCI-HO522V on 192.168.3.14

b | WM Grundig GCI-HO522Y en 192,168.3.14 Grundig GCI-HOZ22Y 192.168.3.14 &0
Modei v | B KTRC KNC-5POMI1Z0HD on 192.168.3.2 KT&C KNC-SPDNIL20HD 152,168.3.2 g0

gl Ted 192.168.3.36
Grundig GCI-HO522V T L L 2 Select mode! 192.168.3.36 80
o i w | B Vivotek IP7131 on 192168312 Vivotek IF7T131 19z.168.3.12 g0
Host | W Yivotek IP7131 0n 19216833 Vivotek [P7131 192.168.3.3 a0
192.168.3.14 v B Yivotek IP7131 on 192,168.3.19 Wrvotek IP7131 192.168.3.19 &0
Port
50
Username
adrmn
Password
1234
w
Reset
< >

Cancel

Set up discovered devices
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If device is not integrated with the software (native support), it may be detected as generic type (e.g., ONVIF). If you
think some devices have not been discovered, check if they have different HTTP ports; also, try adding

them manually.

Device properties Found devices

m

VICE MAME

A | [ D

Device name
B Unknown on 192.168.3.220

Unknown on 192.168.3.220
v| @4 UScreenCapture on 192.168.1.83

v| @4 Microphone (High Definition Audio Device) on...

Change...

If an unknown device is discovered, change its model manually

Q

MODE HOST
Unknown @ 192.168.3.220
(Generic) DirectShow Device

(Generic) Audio Input Device ...

If the device cannot be matched with a model in the list and it also does not respond as generic ONVIF, it may be
discovered as Unknown; in that case, try settings its model manually to the closest one (from the Suggested
models), or try Generic RTSP and specify an RTSP URL in the channel settings. This may happen to devices that are
not listed as an exact model and are also old enough not to support ONVIF Profile S.

Setting Description Default value
Device name | User-defined video source name Autodetected model + IP,
empty if not detected
Model Device manufacturer and model, or generic type Autodetected vendor and
model, empty if not
detected
Host Device IP address Autodetected
Port Device HTTP port Autodetected
Username Device user credentials; note that you have to provide administrative | Appropriate username
profile credentials in order to be able to change device settings via from provided list or
software interface autodetected
Password Device user password Appropriate password
from provided list or
autodetected

Make sure you select all the devices you wish to add by putting a checkmark next to them. Devices with missing
configuration (model and/or IP) are unchecked by default and will not be added to active server configuration.

/v, If the autodiscovery does not find any cameras or all of them are Generic ONVIF instead of proper

models:

e check models
e check IPs and passwords and ports

¢ make sure that the UPnP Device Host service is functioning properly on your system.

. Services (Local)

UPNP Device Host Allows UPnP ...

UPnP Device Host Name Description Status Startup Type Log On As
_ £ Udk User Service_77174 Shell compo.. Running  Manual Local System
Start the service i£} Update Orchestrator Service  Ma nages Wi.. Running  Automatic (De.. Local System

\WERIE] Local Service |

Switch to Channels tab to review the detected video channels of the discovered devices: this is particularly important

if you are using multichannel devices, e.g., capture boards and encoders. Use the Search field in the upper-right-

hand corner to find specific channels by name or device name.
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Device autodscovery - oI EH

Device autodiscovery

Found channels

W4 Found devices
Start device search Seanning has be
3% Found channels

Channel properties Found channels Q

ME RECCRDIMNG SETTINGS UEVILE

Channel name

92 Audis {Legacy Autodetet] on 1. none Auis (Legacy Autodetect) an 1.
Vivotek 1P7131 on 192168312

2% Vivotek [P7131 on 192 168.3... none Vivotek IP7131 on 192.168.3..

X Vivotek IP7131 on 192.168.3... none Vivotel IP7131 on 192.168.3..
Recording settings 23 eVidence Apix - 18ZBox / MZ ... nane eVidence Apix - 18Z8ox / M2 ..
none Change.. 2% Samsung SNP-3120Y on 192... none Samsung SMP-3120V on 152,

Resst
Add selected devices and channels Cangel

Set up discovered channels

Here you can edit the channel name and assign recording configuration. By default, recording is enabled for all
channels: click the Change button near Recording settings to manage recording profiles and assign them to your
channels. To add a new recording profile, click the + New recording configuration button below; you can find more
details about recording profiles in the corresponding section. Click OK to save and return back to devices and
channels; click Apply to save configuration changes.

/& After changing the channel recording configuration, do not forget to click Apply, otherwise the changes will
not take effect.

' Recording configuration here is assigned to the main streams of the target channels. In order to set up
substream recording, please go to channel configuration.

Select recording configuration - o IES

Available recording configurations

m
=

|
L ]
T

® o recording (31} Recording configuration
@ Continuous recording (32) Recording configuration
o= MNew recording configuration OK Cancel

Select the recording configuration or create a new recording profile

Click the Start device search button above at any time to restart device discovery.

/. All previously discovered devices and all configuration changes will be discarded if you restart camera
autodiscovery.
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When you are ready, click the Add selected devices and channels button below; all checked devices will be added
with selected corresponding channels. Newly added devices and channels will be added to the item list.

figuration > Devices

Configuration

o New devies |+ Edit Assign group View channels (i X 1 selected

= Servers - —- - —
L Users B (Genenc) ONVIF Compatible on 192168, (104} (Generic) ONVIF Campatible:. 192168333 BO MACOO-0000:9A1BECS2:08
B4 Devices B Azoni CAMG13 on 152168347 (102) Asorn CAMEL3 192168347 50 MACORO000R0D20D5:A4

W4 Basler BIP2-1600c-dn on 192,168,3.148 (107) Basler BIP2-1600c-dn 192.168.3.148 80 MACOH00:00:30:53:10:CDCA
I Channels

W eVidence Apix - 18Z2Box / MZ on 192.16.. {103) eVidence Apix - 1BZBox /M2 19216835 BO MAC:DO:0D:00iDO-B9:0B:D6:26

Recordin ’ 5 " . i i T

® 9 B4 Mobotix M25M-Seoure on 152.168.3.137 (106) Mobotix M25M-Secure 192.168.3.137 B0 MACODM00:03CSA02ETO
= Layout templates B4 Mobotix Q253M-Secure on 192,168.3.138 (103) Mobotic G25M-Secure 192.168.3.138 80 MACH0K00:03:CR10:21:F0

[ Configuration

B Monitoring

Devices, b

Added devices will appear in the item list
Use the buttons on the upper panel to manage your devices. You can now add new devices and/or device groups,
launch autodiscovery again, assign devices to groups, as well as removing both devices and groups.

/. When deleting devices, remember that corresponding channels will not be removed at the same time and
therefore your newly discovered devices may not be added due to license limitation. Go to the Channels tab to
manage them separately.
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31 Add Devices Manually

You can add devices manually instead of using autodiscovery in the following cases:

e actual devices have not been connected yet

e devices are not connected at the current deployment stage but it is planned that they will be connected
later

o the server needs to be configured while being away from its future position

e some devices in use cannot be automatically discovered (not listed as models and do not support ONVIF
Profile S at the same time)

0 Only IP devices can be added manually. Attached devices (e.g., capture boards) require autodiscovery.

Add single device

To access the configuration dialog box from iSentryMMS Console, open the Configuration section and select
Devices in the menu on the left; in the upper panel, then click the + New device button.

W4 Device - oI E8
& Details
Title
2o i
&ty Membership | o

o Permissions
Model

/@ | Change..

Hardware Id

Cancel

Add new device

Enter a user-defined name for your new device and pick a model. If your camera model is not listed, select the
closest similar model or choose a generic type.
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Select device model - oiER

. 1

Available models

(Emulation) JPEG File =
(Emulation) Video File

[(Generic) Custom Config

[Genearic) DirectShow Device
{Genearic) JPEG/M-IPES Compatible
[Genernc) ONVIF Compatible
[Genernc) RT5P Compatible

360 Vision Fredator HD

JsVision M1011

3sVision M1012

3sWision M1031

[ K | Cancel

Select device model

After you have chosen manufacturer and model, additional tabs will become available in the main
configuration dialog box: Network and Channels. These tabs are described in details later in this section.

W4 Device Park South® - oI E8
& Details
Title
% Membership Park South
of§ Permissions e
Model
& Network I
W (Generic) ONVIF Compatible
73 Channels

Hardware Id

oK | Cancel

Network and Channels become available after device model has been chosen
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Details
Setting Description Default
value
Title User-defined device name [empty]
Model IP device manufacturer and model, or generic type [empty]

Hardware ID | Unique hardware identifier containing a device hardware identifier; this filed should be | [empty]
left empty, as it will be filled automatically later, when the device has been connected
and identified

Membership

Choose groups for the current device to become a member of. Use Add and Remove buttons below or double-click to
manipulate groups. One device may belong to several groups at once.

W4 Device Park South® - oI E8
f Details
Selected groups Available groups
group: group:

2. Membership
MTLE

o Permissions [0 Outdoors {117) Device group
& MNetwork
23 Channels

Remove

OK Cancel

Define groups for the device being added
Permissions

Add users and/or user groups simply by checking at least one permission for the target server; remove by clearing
permissions - either by deselecting them or by clicking the Clear button below. You can also double-click users to
remove them from the list of privileged users. Devices with an empty permission list will not be available to anyone
except for the root (global) administrator.
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W4 Device Park South®

Device

f Details

2 Membership
off Permissions
& MNetwork

24 Channels

Permissions

Selected users

ITLE

L Jchn Doe {120) User

| Administer

Clear

Available users

FELE

OK Cancel
Add user permissions for this device
Network
Enter TCP/IP settings for device access here.
B4 Device Park South® - o IE3

Device

& Details

& Membership
of§ Permissions
& Network

3 Channels

Host

192.168.10.155

Host name or IP address

Username

admin

Username to access the device

v New password

DPac

Open device in browser

i to access the device

OK

Cancel

Enter TCP/IP settings for device access

Before filling in the details, make sure the settings match those on the camera. If device has not been connected yet,
ensure that the same settings are applied during the camera installation. You can use the Ping Device button to
check camera availability and/or verify your settings; the Open Device in Browser button will try to reach your

camera Web interface using you default browser.
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Setting Description Default
value
Host Device IP address [empty]
Port Device HTTP/HTTPS port. Use port 80 for HTTP and 443 for HTTPS connection (or 80
change to corresponding forwarded ports).
Secure Use HTTPS instead of HTTP (change port above to 443). Warning: if you have HTTPS Not
connection | enabled on the camera side, make sure to enable HTTPS here, too. Otherwise, some enabled

camera features may be unavailable.

Username | Device user credentials; note that you need to provide a valid administrative user profile to | [empty]
be able to change device settings via software

Password | Password for camera access Enabled

In order to enable HTTPS connection:

¢ change port to 443 (or whatever port is used/forwarded for secure HTTP)
¢ enable Secure connection option

Note that HTTPS must be enabled on the device side for this feature to work properly. On the other hand, if you are
not planning to enable HTTPS in the software, disable HTTPS on the device side. DIfferent settings on the device
and software side may cause malfunctions (e.g., device metadata will not be available).

Channels

Here you can detach automatically detected channels from the device and replace them with one of the existing 'free'
channels (not attached to any device). Use the Reset button to undo any changes made to the channels (this only
works for current editing session, reset will not be available after you save the changes and reopen this dialog box).

If you wish the original camera channel(s) to stay attached to the device, just leave the channel list as it is.

B4 Device Park South® - oI EHB
e Channels
& Details
Channels | Detach ttac Reset

;:-, Membership
o Permissions 1 33 ParkSouth
& MNetwaork

2 Channels

0K Cancel

Channels

Add multiple devices*

*Feature is subject to license limitations and may be unavailable in some software editions.

If you have a number of devices of the same type in your system, you can add them all at once to save time. This
method is also suitable is you have multiple groups of devices of the same type.

Open the Configuration section and select Devices in the menu on the left; in the upper panel, click the little arrow
next to the + New device button and select Create multiple devices.
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Add devices
Multiple devices creation - o ES
Create muliple devices Mew devices
4 Ao Devices
Available mndnlil Q, Mew devices Q,
ROCE SAODEL | &M CENTCE MAME RAODEL
{Generic)  Custom Config L
{Genent) JPEG/M-JPEG Compatible 1
{Genenc) OMVIF Compatible 1
Genenc) RTSP Compatible 1
3sVision M1073 1w
Device name Amount
Custom Config 1 e Add
F, ¥
Cancel

Create multiple devices dialog box

You can add any number of different devices here (assuming this is permitted by license limitations). First, select the
device model from the list, and then enter your desired number of existing devices of the same model.

Multiple devices creation - o EH
Create multiple devices New devices
B4 Add Devices . - p
Available models Q, MNew devices Q
[ VEnDor MODEL CHANNELS | DEVICE NAME MODEL

CBC (Ganz) ZN-S1000AE 1

=

CBC (Ganz) ZM-S1000VE

CBC (Ganz) ZN-5100V

CBC (Ganz) ZN-S4000AE 4

CBC (Ganz) ZN-Y11 1

CBC (Ganz) ZN-YH305 1
CBC (Ganz) ZNI1-D4FNS 1
CBC (Ganz) ZN1-M4FN3 1
CBC (Ganz) ZNI-N4NFNG 1
| CBC (Ganz) ZV-5306 1
Device name Amount
ZN-54000AE 10 = Add
¥ ] : £ >
Cancel

Select the desired model and number of devices

When you are ready, click the + Add button below to attach the camera set to the new devices list. As soon as there is
at least one device, additional tabs will become available: Device Parameters and Channel settings. Device list on
the right will be available in all tabs.
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To remove any of the listed items, select them with your left mouse button (use CTRL+click or Shift+click to select
multiple devices at once) and hit the Delete button on the upper panel or on your keyboard. Select any device and

use the "* Add button on the upper panel to add a copy of that device.

Multiple devices creation

Create multiple devices

B4 Add Devices
Available models Q New devices = [0

& Device parameters

NMELS DEY

CHA

-

33 Channel settings (Generic) RTSP Compatible 1 B4 ONVIF Compatible 1
(Generic) JPEG/M-JPEG Compatible 1 @4 ONVIF Compatible 2
(Generic) OMNVIF Compatible 1 B4 ONVIF Compatible 3
(Generic) Custom Config 1 B4 ONVIF Compatible 4

(v

Device name Amount

ONVIF Compatible 417 (4= Add

Ok

New devices

- - EX

Q

(Generic) ONVIF Compa
(Generic) ONVIF Compa
(Generic) ONVIF Compa

(Generic) ONVIF Compa

Cancel

Add several new devices

i} Starting with version 1.26, the system no longer uses Legacy authentication by default when adding
multiple devices manually. If your cameras use legacy auth (old/legacy cameras and firmware versions),

please do the following after adding devices:
1. Go to Configuration > Devices and select your device.

2. In the pop-up window, navigate to Advanced Configuration.
3. Check the Use Legacy Authentication checkbox.

Device parameters

For each added device, enter corresponding settings. Note that you can skip IP and port on this step if you wish to

use automatic incremental IP assigning (see IPs and Ports tab description below).

Multiple devices creation

Create multiple devices

B4 Add Devices

New devices = [

Device parameters
# Device parameters

Device name

34 Channel settings @4 1st Floor Lounge
1st Floor Lounge

B4 ONVIF Compatible 2

[ L] FC i
Model ONVIF Compatible 3

B4 ONVIF Compatible 4

(Generic) ONVIF Compatible Change...

Reset

Ok

New devices

- o EX

(Generic) ONVIF Cempa
(Generic) ONVIF Compa
(Generic) ONVIF Compa

(Generic) ONVIF Compa

Cancel

Modify device parameters
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Select a device by clicking on it in the item list: it will become highlighted green and related available settings will be
displayed in the Device parameters window. You can select multiple devices by holding CTRL or Shift when

clicking.
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Setting Description Default value

Device name | User-defined device name Device model

Model Device manufacturer and model, or generic type; click Change to alter Loaded
automatically

Host Device hostname or IP address [empty]

Port Device HTTP port 80

Username Device user credentials; note that you need to provide a valid administrative user | [empty]

profile to be able to change device settings via software

Password Password for camera access [empty]

Server Target server, to which the device will be attached Central
Server

When you have finished, click the Apply button below for the changes to take effect.

/. If you do not apply the modifications, they will be discarded when you select a different device from the item
list. Remember to always click the Apply button.

You will be asked to review the list of modified fields and confirm the changes.

| & Confirm mulTie edi - BN |

Cenfirm chonges for 3 devicais)

Updated properties
Ir-h:h:-‘.
Port

WUsernams

Password

K Carael

Confirm changes
Click OK to accept the changes and go back to the configuration dialog box.

You can select multiple devices and assign IP addresses incrementally with the defined increment. Similarly, it is
possible to change the HTTP port for all devices at once, if required (port value stays the same for all selected
devices, with no increment). In order to do this, select desired devices by using CTRL+click or Shift+click, then start
entering the IP address: the field will expand, giving you the option to enter the increment.

©2024. Intelex Vision Ltd All Rights Reserved.

141



iSentryMMS Expert Administration Guide

Multiple devices creation

Create multiple devices

B4 Add Devices
Device parameters

# Device parameters

Host
34 Channel settings ;
1921687111

New devices = [0l

B4 1st Floor Lounge
B ?nd Floor Lobby
B4 ONVIF Compatible 3

B4 ONVIF Compatible 4

New devices

- o ER

(Generic) ONVIF Compa
(Generic) ONVIF Compa
(Generic) ONVIF Compa

{Generic) ONVIF Compa

Apply Reset

Ok Cancel

Assign IP addresses with increment

Click the Apply button below to save the changes, similarly to the previous step.
Channel Settings

Here you can modify channel names and recording configuration. Note that channel name is not copied from the
device name.

Unlike with automatic device discovery, default recording configuration here is [none], meaning that recording is
not conducted. Select one or multiple devices and then click the Change button in order to choose an
existing recording configuration for the target devices or create a new one.

Depending on the selected device model, the number of channels may coincide with or exceed the number of
devices, e.g., when device is a 4-channel encoder.

Multiple devices creation - o I EH
Create multiple devices New channels
B4 Add Devices
Channel settings Mew channels Q

& Device parameters

T
el
m

Channel name

4 Channel settings 2 ONVIF Compatible 1 none
22 ONVIF Compatible 2 none
Recording settings 74 ONVIF Compatible 3 none
hoha Change J3 ONVIF Compatible 4 none
e =
Reset
< >
Ok Cancel

Channel properties
Select one or multiple devices and click Change, then select appropriate recording profile or create a new one.

When you have finished, click OK to add all the new devices and their channels to your server configuration.
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32 Manage Devices and Device Groups

This topic describes general device handling as well as common use cases in device management.

Device Drivers (Models)

There are several device types available in the iSentryMMS model list:
e emulation
e generic
e models by vendor

Each group of models is further explained in more details. The selected model affects device-specific functionality;
server-side functions (e.g., motion detection, Open VCA) will be available regardless of the device model.

Select device model - O B3

Available models
VENDOR MODEL CHAMNMELS
(Emulation) JPEG File B
(Emulation) Video File 1
(Generic) Custom Config 1
(Generic) External Source 1
(Generic) JPEG/M-JPEG Compatible 1
(Generic) ONVIF Compatible 1
(Generic) RTSP Compatible 1
(Generic) Web Page 1 0
OK Cancel

Generic device drivers
Emulation From File

Emulation devices allow using a video/image file as the video source. This is an auxiliary driver often used for
demo purposes, or when configuring/troubleshooting license plate or facial recognition. Still images must be in
JPG/JPEG format. Video files must be in AVI format, encoded as MPEG4 AVC h.264; video files exported from
iSentryMMS Client or Portable Player will work, too, provided that they were exported as AVI with JPEG
compression.

After creating an emulation device, go to its channel's properties and specify the full local path to the target
video/image file (Channels > open channel for editing > Channel configuration tab > Channel properties > Settings
> Location). If you move such a device to another server, make sure to copy the file to the new server, or adjust the
path in the channel settings.

Generic Streaming Drivers
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Generic drivers are based on common video transfer protocols, so these can be used for legacy hardware, non-
integrated cameras/video servers, or non-traditional video sources (e.g., screen capturing software).

RTSP uses generic RTSP streaming over TCP/UDP, and includes two video streams and also audio (G.711). After
adding this kind of device, go to its channel properties and specify the RTSP tag for both main and secondary video
streams (Channels > open channel for editing > Channel configuration tab > Channel properties > RTSP > Path to
Session Description Protocol File). The RTSP tag is the URL part after the IP address, so it should look something
like /mpeg4/media.amp or /videostream.cgi. You can find this information in the device HTTP/CGI
documentation provided by the manufacturer. You can also specify a castom RTSP port here, in case the device
configuration uses a non-standard port, or if port forwarding is set up.

El".- R

Channel

Channel configuration

& Details
Channel properties Generic RT5P Properties X
% Members
" . Video Input  RTSP Extemal PTZ Control  Video Analtics  Trace
Manage channel properties
& Membership

RTSP Transport Settings -
[ use default port {"
Port: | 555 |

Qpen channel properties |

off§ Permissions

Open device in browser
% Motion detector RTP over TCP (Default setting is recommended)
[CIRTP over Multicast

) Audio

_El Inputs Path to Session Description Protocol File
(e.q. fmpeg4/1/media.amp):

E’ Outputs High: | fcamjrealmonitor ?channel = 1&subtype=0 |

Channel configuration Law: |fcamjrealmonibor?channel=2&subtype=0 |
Should be used only for Generic RTSP camera access.

Video overlays (See RFC 2326 for more information)

= _OK Cancel Apply |l
Related items - oK Cancel

Example of channel properties for the generic RTSP driver

Custom configuration driver is similar to the generic RTSP driver, but it allows adding RTSP flags and PTZ
commands via .INI file (text file with configuration, formatted in a special way). The file should contain the desired
HTTP/CGI commands and URLs, according to the device documentation. The path to the configuration file is also
specified in the channel properties, in the Configuration tab. Browse for the file, then hit Apply: you should see the
configuration details appear above. If there are no details and the date is incorrect, the file has incorrect extension,
or is not formatted properly.
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fifanae Channel configuration
& Details
Channe|
-.z: Members Extemnal PTZ Control Video Analytics Trace

Manage Video Input Corfiguration

2. Membership
Open | Usecontg . axis_test.ini - Notepad

T
*fy Permissions File Edit Format View Help

Cpen | [ 1]
; | Name genera
% Motion detector U description=test
ploa
o) Audi File: Nam|
udio 1 [MIPEG]
Modifica 2 7
o url=/videostream.cgi
=] Inputs s
[PTZ]
[> Outputs Up=/decoder_control.cgi?command=8
Down=/decoder_control.cgi?command=2
2 Left=/decoder_control. cgi?command=4
Channef configuration Flease self Right=/decoder_control.cgi?command=6
Video overlays ‘: PresetRange=1-5
PresetActivate=/decoder_control.cgi?command=31?camera=1&gotoserverpresetno={PRESET}
BB Dewarp —————— PresetSave=/decoder_control.cgi?command=302camera=1&setserverpresetno={PRESET}
Related items -

Custom config channel with a sample configuration file

JPEG/MJPEG driver is also similar to the generic RTSP driver, the only difference being that the transport here will
use HTTP instead of RTSP. This model is rarely used, mostly for legacy devices not supporting RTSP/ONVIF.

ONVIF Driver

This driver can be used for all devices that are ONVIF Profile S conformant. By default, the ONVIF Compatible
model is recommended (and it is also used when auto-detecting devices). It it does not work with older cameras, try
the ONVIF Compatible (legacy) driver.

/. Due to extensive changes in ONVIF standards, older ONVIF driver marked as Deprecated - named (Generic)
ONVIF Compatible (Deprecated) - has reached its end of life. It will still be available if you have cameras
configured to use this driver, but no new devices can be created with this driver starting from the software
version 1.23.1.

Starting from the software version 1.24, channel settings are disabled for devices that use the legacy ONVIF
driver. This means, you can change the settings on the camera side, but the software will only be able to read
them.

Please switch to the newest, ONVIF Compatible device driver wherever possible. If your ONVIF cameras do
not operate correctly with this latest driver (e.g., some features are unavailable), kindly contact
customerservices@intelexvision.com with details.

In device autodiscovery, this model will be used alongside with the native integrations: for not-yet-integrated
brands/models, ONVIF model will be assigned wherever possible (i.e., if device responds properly to the ONVIF
communication).

External Source

This device type is reserved for receiving streams from the iSentryMMS Mobile applications. Channels belonging to
such devices are only counted by the license when the app streaming is active.

After adding this device, copy the Code from its properties to your iSentryMMS Mobile app to enable streaming
from the app to the iSentryMMS server. You will find more details in the mobile app section of this document.

HTML Source

Choose this model to add streaming emulation from a website UI. The contents rendered from the specified URL
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will be displayed as a single, static (non-interactive) live video stream, with an option to record it. You can use
this device driver for streaming from public services, monitoring web services, sites with dynamic contents etc.

Unlike for the generic RTSP driver (where you set the device IP and then add the RTSP URL in the channel
properties), here you need to specify the full URL in the device settings at once. Channel properties for webpages
will have a separate tab, Web page configuration (Channels > open channel for editing > Web page configuration).

84 Device Youtube test - O

Device

& Details
Address

& Membership https:/fwww.youtube.com/embed/27]4HUj6Ko0?autoplay=1

& Uri

Username
B Channels

New password

Related items - o QK Cancel

HTML Source device example

The device settings include full resource URL (mandatory) and username/password (optional, you only need to
specify the user account is the target web service requires it).

As the webpage contents will be static in the iSentryMMS Client application, you need to take care of the contents
transition. To force refresh contents from the iSentryMMS side, use the auto refresh parameter in the channel
properties. In the example here with YouTube streaming, the video is looped by adding URL parameters; the final
link will look as follows:

https://www.youtube.com/embed/VIDEOID?autoplay=1&mute=1&loop=1&playlist=VIDEOID - video added in
such a way will be played on repeat indefinitely.

Please note that this type of device uses iSentryMMS channel license as any other regular IP camera.
CrossLink Devices

Two types of devices are available here: interactive Web pages and interactive remote desktop applications.
Both are fully functional server-side devices that provide live and recorded contents. All interactive items require a
special license type called CrossLink.

Models by Brand

Native device integrations are available for over 140 manufacturers and their 5000+ device models. This list
includes cameras, NVRs, video encoders, and I/O modules. Models from this list are used when running device
autodiscovery, and you can also use them when manually adding devices.

If you cannot find your exact device model in the list, try the closest available model: quite often, cameras within a
series are intercompatible. Also, if you know the device's OEM brand, you can try models from that manufacturer.

Manage Devices

Device management is accessible via iSentryMMS Console Configuration section, by choosing the Devices category
in the menu on the left.
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@ CDnﬂguration > Devices Built-in Administrator account &, G _ —

Configuration T g z z 7
| |4 New device |~ Edit Assign group Assign server View channels | ¥ 1 selected
L Users =
TITLE ID SERVER DEVICES/MODEL HOST/IP PORT HARDWARE ID

B4 Devices B4 (Generic) ONVIF Com... (.. Primary (101} (Generic) ONVIF Com... 192.168.3.33 80 MAC:00:00:00:9A:16:EC;92:0B
%2 Channels B4 Axis 215 PTZ on 192.... (.. Primary (101) Axis 215 PTZ 192.168.34 80 MAC:00:00:00:40:8C:8B:09:99

B4 Grundig GCI-HO522V... (.. Primary (101) Grundig GCI-H0522V 192.168.3.14 80 MAC:00:00:B8:41:5F.01:BO:5F
@ Recording

B4 Samsung SNP-3120V.. (.. Primary (101) Samsung SNP-3120V  192.168.3.11 80 MAC.00:00:00:09:18:70:D1L:F6

M
o e - | W4 Vivotek IP816A on 19.. (.. Primary (101) Vivotek IPB16A 192.168.3.12 80 MAC:00:00:00:02:D1:31:B4:8F
Configuration B4 Vivotek PZ7131 on 1.. (.. Primary (101) Vivotek PZ7131 192.168.3.19 80 MAC:00:00:00:02:D1:0A:35:F8
4 Events & Actions
Recently updated, 1 Groups Devices, 6

T8 Monitoring

Configuration -> Devices

Upper panel items allow you to add devices automatically or manually, edit, view and (] remove them, as well as
quickly assign groups and servers. Double-click any device to open it for editing; click View channels on the upper
panel to open channel-specific controls in the same window. If device has multiple channels, all of them will be
listed.

' If you have opened a device for editing but there is a need to open the associated channel's properties at
the same time, use the Related items buttons in the bottom left corner of the Edit device dialog box.

Please refer to the Add Devices Manually section of this document for detailed description of all available tabs and
settings.

Use bottom panel buttons to quickly filter recently added/updated devices, choose groups only or solely devices not
assigned to any of the servers.

Remove Devices

To remove a device, select it in the item list and use the (1] Recycle bin button on the upper panel to delete the
target device. Use Shift+click or CTRL+click to select multiple devices, or CTRL+A to select all.

© Delete request =

Delete all channels that belong to the selected devices?

Please don't show this again Mo

You can choose to remove all associated channels together with the device(s)

You will be offered to remove all the attached channels together with the device(s). Press Yes to delete the channels
or choose No to leave the channels: they will appear as detached in the channel list then and you will be able to re-
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attach them to other devices, keeping the channel recording configuration. If you choose Yes, all existing shared
channels based on the channels of the target device will be removed automatically as well.

/v, If you try deleting a device that has associated rules in the Event & Action Configurator, you will get a
warning dialog box with those rules listed. You can either proceed with removing the target device, its
channel(s) and its rule(s), or cancel the deletion.

Add Device Groups

As with other resources, devices can be grouped together for easier management. Click the little arrow near + New
device button and select New device group.

Ex Device group -
Device group Details
# Details
Title
ate
& Members | -

& Membership

-ﬁ Permissions

Cancel

Device group details

Enter a name for the device group in the Details tab, then switch to the Members tab and choose devices to join this
group. Double-click items or use the Add/Remove buttons below to select and deselect devices.

BT Device group PTZ*

Device group

& Details

Members

1
a

Selected members Available memebers
" Members — —
TITLE ID TYPE TITLE I TYPE
."?". Membership B Ayis 215 PTZon 1921 (103) Device B4 Vivotek IPB16A on 19.. (105) Device 4!
_* Plaissing B Vivotek PZ7131 on 19... (104) Device B4 (Generic) ONVIF Com... (106) Device
B Grundig GCI-HO522V.. (107) Device
W Samsung SNP-3120V .. (108) Device
v
Remave Add

OK Cancel

Device group members

In the Membership tab, you can select 'higher' level groups to contain this device group (nested architecture).
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B Device group PTZ* - o IE3
& Details
Selected users Available users

1! Members
TITLE I+ TYPE PE

TITLE ID TYPE

AL Membership X Johnny English ~ (119) User v| Administer A James Bond (120) User
_* D RS M Supervisors {122} User group x Jimmy MNeutron  (121) User
Clear
OK Cancel

Device group permissions

Finally, open the Permissions tab to assign user privileges for this device groups: check at least one permission to
select the user or user group, uncheck all or use the Clear button below to deselect. When you have finished, click
OK; the newly created group will then appear in the item list.

Double-click any group to open its contents in the same window; use the buttons on the upper panel to edit/remove
it. Click Edit to adjust group settings: procedure is similar to that of creating a new device group.

Copy Device*

*Feature is subject to license limitations and may be unavailable in some software editions.

Starting from the iSentryMMS version 1.11.0, it is possible to copy an existing device and its channel(s). To copy
a device, click the little arrow next to the + New device button on the upper panel and choose Create copy from the
drop-down list. The related channel(s) will be copied automatically.

Multiple devices creation

Create multiple devices

B4 Add Devices
Existing devices Q New devices [

& Device parameters

TITLE | DEVIC

B Channel settings W4 Arecont AVS1250N on 192,168.3.75 B4 (Generic) ONVIF Compatible ...  (Generic) ONVIF Compatible
B4 Arecont AV1325IR on 192,168.3.84 B4 (Generic) ONVIF Compatible ...  (Generic) ONVIF Compatible
@4 Arecont AV5115 on 192.168.3.89 B4 (Generic) ONVIF Compatible ..  (Generic) ONVIF Compatible
B4 Arecont AV2825IR on 192.168.3.85 B4 UDPIPN1202HD on 192.168.. UDP IPN1202HD
B4 (Generic) ONVIF Compatible on 192.168.3.204 W4 Canon VB-H41 on 192.168.3... Canon VB-H41
@4 UDP IPN1202HD on 192,168.3.36 @4 Canon VB-H41 on 192.168.3... Canon VB-H41

B4 Arecont AV40185DNHB on 192.168.3.141

B4 Canon VB-H41 on 192.168.3.142

W4 Grandeye EVO-05NID on 192.168.3.7

B¢ eVidence Discontinued — Apix - Bullet / E3 36 on 192,168.3.231 »
Device name Amount

Canon VB-H41 on 192,168,3.142 20| |4 Add

Ok Cancel

Copy one or multiple devices

In the dialog box that appears, you can create one or multiple copies of any device(s) currently present in the
iSentryMMS server configuration. In the list on the left, all existing devices will be listed; in the list on the right, your
copies will appear.

First, choose the source for the copy in the Add devices tab:
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o select one of the existing devices in the list on the left (a single device can be selected at a time),
e set the number of target copies below,

e when ready, click the + Add button to create the selected copies,

e repeat previous steps with other devices, if required.

To add a single device copy, you can simply double-click it in the list.

Use the search fields on top of the lists to find the necessary item in a long list. If you no longer wish to add any of
the created copies, you can select multiple items using CTRL+left click or Shift+click and remove them using the
Recycle bin icon above.

Multiple devices creation - O

Create multiple devices

B4 Add Devices
Device parameters New devices [ Q
& Device parameters e
& Channel settings R B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
- -~ i bla . . I -
Model (Generic) ONVIF Compatible (Generic) ONVIF Compatible
Canon VB-H41 B4 UDP IPN1202HD on 192.168.. UDP IPN1202HD
Device model B4 Canon VB-H41 on 192.168.3... Canon VB-H41
Host B4 Canon VB-H41 on 192.168.3.... Canon VB-H41
192.168.3.142
| Auto increment
1
I be 2 4
Apply Reset
< >
Ok Cancel

Change parameters of the target copies
In the Device parameters tab, you can adjust:

e the name(s) of the target copy (copies),

o their IP addresses, with an option to select multiple with CTRL+left click and then assign a range of IP
addresses using auto increment with the specified step,

e HTTP port and user credentials.

After you have altered any settings here, do not forget to hit the Apply button to save them, otherwise the changes
will be discarded when you deselect the device(s) or switch to a different tab. Use the Reset button to roll back to
the original settings (this works if you have not applied the settings yet).

Note that, at this step, the new device model remains the same as the source device model and it cannot be changed
at this point. This is necessary for the iSentryMMS engine to successfully create a duplicate. You will be able to
change the model later via editing the desired device.

The same applies to the server where the device is attached: at the moment of cloning, the new devices are created
on the same server. If you are using iSentryMMS Federation, you will be able to move the devices to a different
server after you have added the copies by editing the target device(s).

In the Channel settings tab, the only available parameter at this point is the channel name. You will be able to edit
other settings after creating the copy (copies) by editing the target channel(s).

When finished with the settings, click the OK button to save your newly created device+channel copies. They will be
automatically added into the server configuration database.

/v, After you have added new devices using this method, please allow some minutes for the configuration to be
saved. After that, you will be able to change the newly created device and channel settings.
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The associated channel(s) will be added automatically with all the existing settings, including the assigned
recording configuration.

Replace Camera

In the iSentryMMS versions up to 1.11.0, it was impossible to alter the device model, so a special procedure was
foreseen if the camera needed a replacement.

Now, if you replace the hardware, you can simply change the device model by opening the target device for
editing - either by double-clicking it in the device list, or by using the Edit button on the upper panel. Note that,
when you change the model of an existing device, you will only see model suggestions with the same number of
channels, and not the whole list of available devices.

L]
Device
& Details
Title
4. Membership Canon VB-H41 on 192.168.3.142
Device name
& Network )
Model
T Channels
W Canon VB-H41 [ Select Model
Server
= My Favorite Server
Available models
END D CHANNELS
. R
(Generic) Custom Config 1
(Generic) JPEG/M-JPEG Compatible 1
(Generic) OMNVIF Compatible i
(Generic) RTSP Compatible 1
(Generics) External Source 1
y
oK Cancel
Related items - OK Cancel
Change the device model

To quickly open the associated channel settings without closing this dialog box, use the Related items button in the
bottom left corner.

/. When you change the device model, all the channel settings that are configured via Channel properties
dialog box are discarded. These settings include video stream properties, audio, DI/DO etc.

Channel settings that are preserved are: motion detection, dewarp, data source, user permissions and
recording configuration.
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33 Configure Channels

Channels are contents received from physical devices attached to the system. Several channels can originate from a
single device - in the case of multichannel devices, i.e., capture boards, but single channel can only be attached to
one device at a time, as it makes no sense for a video stream to come from two cameras at once. Channels are created
automatically at the same time as the source device but can later be detached and attached to different devices.

Channels include the video stream configuration settings - resolution, frame rate, bit rate and others - as well as all
supplementary data streams, such as audio, motion and digital input/output events, PTZ control and camera-side
analytics information. Recording configurations are assigned to channels. Finally, channels are displayed in
iSentryMMS Client and other clients.

To access the channel configuration dialog box in the iSentryMMS Console, open the Configuration section and
select Channels from the menu on the left side. Use the filters on the bottom panel to quickly access specific channel
sets.

The upper panel buttons enable you to create new items in this category, as described below, and perform channel-
specific actions, such as editing, assigning groups, assigning recording configuration and deleting selected channels.
To select multiple items, hold CTRL or Shift and click items in the list.

4 Channels currently bound to devices cannot be deleted: the recycle bin (1] button will only appear when
detached channels are selected. To remove a channel, go to Devices, open properties of the target device
and disengage the channel on the Channels tab by clicking the Detach button; also, you will be offered to
delete all associated channels when you remove the device itself - this will also remove any existing shared
channels.

/  Channels that have any associated rules in the Event and Action Configurator cannot be removed. If you
try deleting such a channel, you will get an error saying The channel cannot be removed because it is in use.

In order to remove such a channel. you need to delete the rules related to it first. To do so, just go to the Events
& Actions section, choose Rules in the menu on the left, select the target server and open the configurator,
then remove the necessary rules from the central column by using the < and > buttons.

Configuration - = -
ok Create channel group Edit Assign group Assign recording configuration ]E M 1 selected
= Servers
L Users 23 (Generic) ONVIF Compatible ... {106) (Generic} ONVIF Compatible on 182,168.3.33 (103} 192.168.3.33 80
B Devices 22 Asoni CAME13 on 192.168.3... {104) Asoni CAMBL3 on 192.168.3.47 (102) 192188347 80
D2 Asomi CAME13 on 192.168.3.. (105) Asoni CAMG13 on 192.168.3.47 (102) 192168347 j={u}
2 Channels
rundig GCI-G1536F on 192.... {114) Grundig GCl-G1536F on 192.168.3.214 (109) 192.168.3.21 {0
32 Grundig GCI-G1536 18 114 lig GCI-G1536 168.3.214 9 92.168.3.214 a0
Recording GRS = 2 7 - £ 167 1EE % e ia a3 c
rundig GCI-RK06220 on 192 (113} Grundig GCI-E06220 on 192.168.3.215 (108) 192.168.3.215 :
o = naG fig GCI-K06220 an 1 113) Grundig GCI-KO622D0 2.16 15 (108 2.168:3.21 a0
[ Layout temgplates J‘: Grundig GCI-K1627D on 192... {116) Grundig GCI-K1627D on 192.168.3.216 (111) 192.168.3.216 80
2 Parking {129) Parking {128)
% Vivotek FDE154 on 192,168, {115} none
[ Configuration
B Monitaring
Channels, 8 =l Detached, 1

Configuration -> Channels
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All available channels and channels groups will be listed here. The upper panel offers a range of configuration
opportunities.

Create Channel Group

Channel groups can be added for easier management in iSentryMMS Console; by default, there exist no built-in
channel groups. Click + Create channel group button to bring up the corresponding dialog box.

Enter the group title here, select channels to be group members and select higher level group(s) to contain target
group as a member, if desired. Set user permissions for channels in this group.

EA Channel group PTZ Channels* - o IEH
i i
L LC 2
& Details
Title

L
% Members PTZ Channels

X Membership

off Permissions

QK Cancel

Edit Channel group properties

Click OK when you are ready: newly created group will appear in the item list.
Edit Channel Group

Double-click any existing channel group in the list or use the Edit button in the upper panel to bring up the
configuration dialog box. Available options are analogous to the ones displayed during group creation time.

Edit Channel

Channels are automatically created together with each newly created device; it is not possible to create a channel
separately. Click any channel in the list twice or use the Edit button on the upper panel to manage the channel
properties.

343 Channel Parking Entrance on 192.168.3.215% - oI E8
& Details
Title

% Motion detector %

Parking Entrance on 192.168.3.215

X Membership
Recording configuration

off Permissions T

@ Weekends (121) Change...

Channel configuration Recording configuratior

OK Cancel

Edit channel properties
The configuration dialog box enables the following changes:

e Details tab: change channel title and assign recording configuration
e Members tab: bind user buttons to channels so that they appear together in the iSentryMMS Client
e Membership: make the channel a part of a channel group or a visual group
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Permissions tab: grant channel access permissions to users and user groups

Video file configuration: settings for the generic video emulation driver: main and substream file path
and delay between frames

Motion detector* tab: choose between a camera-side or software-side motion detector, default state is
disabled

Video analytics: server-side video analysis configuration
Audio tab: combine current channel with audio from another source
Inputs/Outputs: DI/DO settings

Channel configuration: open an additional channel configuration dialog box to manage video stream
settings, frame adjustments and DI/DO

Video overlay: configure different overlay elements, e.g., textual contents received from data sources
Dewarp tab: select dewarp profile for fisheye and Panomorph lenses

Video configuration: main and secondary stream adjustment (for newer device drivers)

RTSP configuration: RTSP port and transport selection (for newer device drivers)

Edge configuration: configuration of edge (device-side) synchronization (for newer device drivers)

Please refer to the Channel Settings topic for detailed description for each of the tabs.

*Motion detector on the software side has two options: high performance and high accuracy:

High Performance mode: this type of analysis is performed for only key frames whose frequency can vary
from several frames per second to one frame every few seconds - this is less sensitive for picture quality, but
greatly affects detector operation. CPU consumption is significantly lower due to this, and it can be
additionally reduced by increasing time interval between two analyzed frames.

High Accuracy mode: this mode performs motion analysis for the whole video stream, so we recommend
selecting this option when you want to achieve best detection results. The lower time interval means higher
precision. Keep in mind that CPU and virtual memory usage is much greater if this mode is selected.

If you have opened a channel for editing but there is a need to open the associated device's properties at the
same time, use the Related items buttons in the bottom left corner.

Live Channel Preview

After a device and its associated channel has been added to the configuration, it is vital to check if the actual video is
received. There are several methods to do this in iSentryMMS Console:

click the Show video button on the upper panel in the Configuration > Channels: you can switch from
main to the secondary stream and back

go to the Monitoring section > Channels and check the channel status
open the target channel for editing and go to Dewarp or Data source settings

Assign Group

Channel membership can be managed via the channel properties dialog box. To quickly assign group to any of
existing channels, select desired channel(s) (use CTRL+click or Shift+click to select multiple items) and click Assign
group button on the upper panel.
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Assign group - o iER

Available groups
TTTl |

PTZ Chanrels (130) Channel group

Ok Cancel

Assign channel group

Pick a group from the existing channel groups' list and click OK to save. If any of the channels already belonged to
some group, it is not a problem: membership in multiple channel groups is allowed.

Replace Camera

In the iSentryMMS versions up to 1.11.0, it was impossible to alter the device model, so a special procedure was
foreseen if the camera needed a replacement.

Now, if you replace the hardware, you can simply change the device model by opening the target device for
editing - either by double-clicking it in the device list, or by using the Edit button on the upper panel. Note that,
when you change the model of an existing device, you will only see model suggestions with the same number of
channels, and not the whole list of available devices.

Device

& Details
Title

& Membership Canon VB-H41 on 192.168.3.142

& Network
Maodel
B Channels
B Canon VB-H41 Select Model
Server
= My Favorite Server
Available models
VE JDEL CHANNELS
-~
(Generic) Custom Config 1
(Generic) JPEG/M-JPEG Compatible 1
(Generic) ONVIF Compatible 1
(Generic) RTSP Compatible 1
(Generics) External Source 1
w
OK Cancel
Related items = I OK Cancel

Change the device model

To quickly open the associated channel settings without closing this dialog box, use the Related items button in the
bottom left corner.
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/ When you change the device model, all the channel settings that are configured via Channel properties
dialog box are discarded. These settings include video stream properties, audio, DI/DO etc.

Channel settings that are preserved are: motion detection, dewarp, data source, user permissions and
recording configuration.

Other

Select one or multiple channels/channel groups and click the Disable button on the upper panel to deactivate target
items. Disabled channel contents will not be requested from actual physical devices, and, as a consequence, will not
be recorded; neither will they be displayed in the iSentryMMS Client application(s).

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the
available items again.

O filtered ¥
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34 Channel Settings

Double-click a channel or use the Edit button on the upper panel to open the channel settings.

; Channels with the same device driver (e.g., ONVIF), can be edited together. You can select multiple channels
by holding CTRL and then open the settings dialog box.

The channel configuration dialog box has several setting categories; these are described in details in this topic. As
you move across the tabs and alter the configuration, the tabs containing unsaved changes will be marked with an
asterisk (¥).

Some of the tabs are present for all channels. Other tabs only appear for special driver types (e.g., Web page, Video
emulation etc.).

Detalils

Here you can change the channel title and assign recording configuration. Available fields:
o Title: user-defined cannel name, as it will appear in iSentryMMS Console and iSentryMMS Client
applications

¢ Main stream recording configuration: choose how the first video stream (usually, higher resolution)
will be recorded

e Main stream storage: destination storage for this stream (may differ from other streams)

e Substream recording configuration: choose how the second video stream (usually, lower resolution)
will be recorded

e Substream storage: destination storage for this stream (may differ from other streams)

¢ Edge stream recording configuration: choose how the edge stream will be recorded, if used
(available for ONVIF Profile G conformant devices and also for offline recordings made by iSentryMMS
Mobile)

e Edge stream storage: destination storage for this stream (may differ from other streams)

¢ Record supplementary streams with substream?: if enabled, the selected auxiliary data streams
will be stored with the substream

e Audio: incoming sound track

e VCA: video analytics metadata

e Motion: motion detector data

e Data: data from data sources (serial text like POS etc.)

e Video lost time: the amount of time in seconds for iSentryMMS to wait after all channel's video steams
disappear and before triggering a Video loss event

¢ Passive mode: Disable recording unless the camera is opened in monitor (Thin client and mobile clients
does not "awake camera')

e Keep Service connection: Write metadata accordingly to the recording profile even while device is in
passive mode

e Passive Mode Differences for ONVIF and Media Devices Drivers:
e Simple Passive Mode (No Viewers)
e ONVIF Driver: Maintains service connection(s) only (HTTP/HTTPS).
Media Devices (RTSP): No connections to the device.
e Improved Passive Mode (No Viewers)

e ONVIF Driver: Maintains service connection(s) (HTTP/HTTPS) and "limited" RTSP
connection(s).
Media Devices (RTSP): Maintains both service connection(s) (HTTP/HTTPS) and
"limited" RTSP connection(s).
e Any Passive Mode (At Least One Viewer)

e ONVIF Driver: Maintains full service and RTSP connection(s) (HTTP/HTTPS).
Media Devices (RTSP): Maintains full service and RTSP connection(s)
(HTTP/HTTPS).

¢ Recording identifier (only displayed if Show object IDs option is enabled in the application settings):
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unique channel identifier that is used as its folder name in the archive

If you enter a custom title for a channel, a special button on the right side will allow you to revert to the device title
with a single click.

*By default, all supplementary data streams are stored with the main stream, and the secondary stream is
recorded is video only. However, if you wish to keep the secondary stream for a longer period (e.g., 7 days for the
main stream and 30 days for the substream), you may wish to keep the data streams with the substream so that
these tracks are available when you play back the archive. Otherwise, the supplementary data will be erased with the
main stream based on the quotas. This setting is also useful when you use different storages for both streams and it
is crucial where the supplementary data goes.

/. Each of the supplementary data streams - audio, MD, metadata, and serial data - can only be recorded once:
either with the main or with the secondary video stream. None of these streams are copied. Thus, for example,
if you keep the substream longer than the main video stream, you may want to record the audio together with
the secondary stream.

T Channel Axis_RTSP = o

Channel

#' Details Main stream recording configuration

%2* Members @ Continuous recording

ng configurtion assigned to the main video stream (includes supplementary strea

ms by default)
& Membership .
Main stream storage
off Permissions B Default Change...
Target storage for the main stream recording
% Motion detector

Substream recording configuration
-

2 :
=0 Video analytics @ Recording by motion Change...
1]) Recording configurtion assigned to the secondary video stream

) Audio

Substream storage

=] Inputs

3 Inp B Default Change...
B Outputs Target storage for the substream recording

Record supplementary streams with substream
Channel configuration

v| Audio stream VCA stream Motion stream v| Data stream
Video overlays If enabled, the selected data stream will be recorded with the substream instead of the main stream
Video lost time
Dewarp :
20
Video timeout interval in seconds, after which the video loss event is triggered v
Related items ~ OK Cancel

Channel details

You can either use the Default storage category for all target streams, or use different storages for different streams.
The latter can be used for manually distributing streams between different directories:

e storage directories are marked with the relevant storage profiles (e.g., Main, Substreams, Edge),
e each channel and even channel's streams are then assigned different storages.

To choose a storage profile that is not Default, select a storage from the Directories list and click the Change button.

Click the Change button to choose the recording configuration: you can pick an existing configuration or create a
new one, or a schedule on the spot from the same dialog box.

/i, Please choose Continuous Recording configuration for edge streams to ensure proper recording.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as
desired, especially if the camera-side detector is in use.
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Note that if you leave motion detection OFF and assign motion-based recording configuration to the target channel,
no data will be recorded.

@ Question - IEES

The channel has no motion detector enabled!

The recording configuration applied uses motion detection events,
but one or more selected channels have motion detector disabled.
Click "Yes' to enable the motion detector. The devices' motion
detectors will be used if this kind of integration is available,
otherwise software high performance mode will be enabled).
Please check on the devices' side to make sure you hawve motion
detection enabled with required sensitivity settings.

Click 'No’ to leave the motion detector disabled and ensure motion
events will not trigger recordings while the motion detectoris
disabled.

Yes Mo Cancel

Automatically enable motion detection
Members

This section allows you to attach user buttons to channels, so that they appear together in the iSentryMMS Client
application. User buttons bound to channels in this way will appear as video overlay controls when the target
channel is placed into a viewport.

If you are editing a channel group, this tab will allow you to put other channels and channel groups into the target
group.

©2024. Intelex Vision Ltd All Rights Reserved.

159



iSentryMMS Expert Administration Guide

B Channel Street View PTZ* - o B
Channel Members
& Details
Selected members Available memebers
1* Members® — - —
TITLE TYPE TITLE
& Membership ® PushMeAndThenlustTouchMe User button w4 User button .
off Permissions* ®% Export all snapshots User button my s User button
|6 User button
% Motion detector
m 7 User button
o Audio m 8 User button
=] Inputs* m 9 User button
[ Outputs* Remaove Add
Related items = Apply OK Cancel

User buttons can be bound to channels via Members tab
Membership

Choose the group(s) you want to contain the target channel as a member: double-click the relevant items or use the
Add/Remove buttons below to select/deselect. You will have both channel groups (internal in iSentryMMS Console)

and visual groups here.

33 Channel Secret Gate on 192.168.3.4% - o IE3
& Details
Selected groups Available groups

% Motion detector
TITLE ID TYPE TITILE m TVPEE

2 Membership PTZ (118) Channel group
of§ Permissions

Channel configuration

Remaove

oK Cancel

Choose channel membership

Permissions

Allow users and user groups to access and administer the target channel. To add a user or user group, simply select
at least one permission, and the user (user group) will be automatically moved to the Selected users list. To clear all
permissions, double-click the user in the left-hand column. You can also use the checkbox next to Permissions in
the central column to toggle between all/none (if not all permissions are selected, the checkbox will be filled with a
black rectangle).
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B Channel Street View PTZ* - O S
i Permissions

& Details

Selected users Permissions Available users
I Members
TITLE TYPE ] PERMISSION TITLE TYPE
& Membership A eva User 4 vl View live video = A anonymous User
offf Permissions* v| Listen live audio L vea User
v| View live VCA metadata L mob User

% Motion detector
View live external data

o Audio v| View live external service da...
3] Inputs* V| Send live audio
B Outputs* v| Export snapshots from live
b v| Control PTZ b
Related items = Apply OK Cancel

Change user privileges
Webpage Configuration

This kind of tab will only appear for Crosslink channels and channels bound to devices with the HTML Source model
(generic model specifically dedicated to static streaming from web), and will affect both live and recording.

B Channel Rain radar - O S
Chanil Web page configuration
& Details
Resolution
rr T
& Membeg 1280x720 -

Video resolution,
& Membership

| Ignore certificate errors
offf Permissions '

Ignore certificate errors

=1 Web page configuration Auto refresh interval
0
# Motion detector
Auto refresh | disabled)
) Audio Frame rate
=] Inputs 20
[® Outputs -
Related items - sply QK Cancel
Web page properties

The following settings may be available here are:

e Ignore certificate errors: if the target webpage has a self-signed certificate, the built-in browser may
be unable to open it; choose this option to prevent certificate-related issues (unsafe but more likely to
operate)

e Auto refresh interval: if the page contents is not dynamic (i.e., does not refresh itself), define a refresh
period in seconds here (0=disabled, for dynamic contents)

Resolution and frame rate settings have been moved to the Video configuration tab.
Video File Configuration

This tab only appears if the underlying device is of the (Emulation) Video File type. Here, you can specify the paths
to the video streams that will act as main and secondary stream.

Click the Browse button to choose the file using Windows Explorer.
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Bt Channel Imported Video - o S

Channel

Video file configuration

& Details

Mainstream file path

l’l M
‘& Members \ i
- C\Users\weraf\Downloads\test1.avi Browse...

Mainstream file path

2. Membership

Mainstream delay

of§ Permissions
40

Mainstream delay (ms}.

B Video file configuration

Related items ~ oK Cancel

Video file properties

For both streams, you can adjust the frame delay: this will affect the speed of the video.

Motion Detector (MD)

Choose between camera-side or software-side motion detectors (MD). The default detector state is disabled,
meaning that no motion information is received or passed for recording for the target channel. If you are using
motion-driven recording profiles, make sure to enable motion detection for the selected channel(s).

/i When selecting camera-side motion detection, make sure to go to device Web interface to enable
and configure motion detector. Settings may vary depending on device manufacturer; also, check with Intelex
Vision Ltd to make sure hardware motion detection is supported for the target device.

Camera-side motion detection is recommended for most cases for two basic reasons:

e computational load is transferred from servers to devices, decreasing server load, and

e on most devices, hardware-side motion detection is performed on raw video stream, which means superior
accuracy compared to software-side detector, as software only gets access to compressed stream.

Software-side motion detector is a preferable choice if:

e legacy devices without MD support are used, or
o there is a necessity to use build heatmaps - in this case, grid-like MD on the software side is helpful.
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33 Channel Secret Gate on 192.168.3.4*% - o IE3
Gl Motion detector
’ Details
Mode

% Motion detector

Software (High Accuracy) v

& Membership
off Permissions

Channel configuration

OK Cancel

Software-side motion detection settings
The motion detector on the software side has two options: high performance and high accuracy:

High Performance mode: this type of analysis is performed for only key frames whose frequency can vary
from several frames per second to one frame every few seconds - this is less sensitive for picture quality, but
greatly affects detector operation. CPU consumption is significantly lower due to this, and it can be
additionally reduced by increasing time interval between two analyzed frames.

High Accuracy mode: this mode performs motion analysis for the whole video stream, so we recommend
selecting this option when you want to achieve best detection results. The lower time interval means higher
precision. Keep in mind that CPU and virtual memory usage is much greater if this mode is selected.

In both modes, the level of sensitivity can be adjusted, as can the time interval setting which defines the
frequency of frame analysis.

Regardless of which mode you select, you can further decrease the amount of server-side calculations by using a
lower-resolution stream (if available). For example, if your main stream is 3MP and your substream is D1, the
motion detection engine will spend much less system resources on D1 analysis than it would spend on a 3MP image.
Note that some cameras deliver lower-resolution streams as cropped high-resolution images (not resized, as it would
be expected) - in such cases, using a substream for MD analysis will produce wrong results and therefore doing

so is not advisable.

=

‘' Most cameras provide second stream as first stream image scaled to fit low resolution; however, some devices
crop the centre of a high-resolution image to fit the small frame, and thus the substream picture appears as if
it were zoomed in. Keep this in mind when you are using substream for live view and especially for software-
side motion detector analysis.

Click the Motion detection exclusions button in order to set up exclusion zones. Note that these settings only
cover the software-side motion detector; in order to configure the exclusions for the camera-side motion detector, go
to the Web interface of the target device.
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2% Motion detection exclusions - o IE8

Motion detection exclusions

Grid size
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Apply 8] 4 Cancel

Set up exclusion zones for the motion detector

First, choose the grid size for the detector: this will define the size of the smallest detection region. Minimum grid
size is 2x2 cells (resulting in four detection areas), and maximum size is 64x64 cells. Then, mark your desired
exclusion area simply by clicking and dragging on the viewport; you can draw several rectangles to form a
complex polygonal area. Exclusion area(s) will be highlighted light green. In order to cancel the selection, simply
draw a rectangle over it.

Settings in the bottom are here to ease the configuration process:

e Maintain aspect ratio: displays original picture proportions, if selected, or stretches the picture to fill the
viewport
e Show motion: shows currently present motion, if selected

In order to test the behavior of the selected grid size, enable the Show motion option, the click Apply and see how
the detector works with your defined grid.

When you have finished, click OK to return to the main channel configuration dialog box.

Video Analytics

iSentryMMS servers have a built-in CNN-based engine for the video analysis (VA) with object classification, zones,
lines, counters, and rules. In this tab, you can enable and configure the detection parameters for the target channel.
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There are several supported neural network engines that do the analytics processing:

e Object detector: generic object detector (people, vehicles, animals) with multiple performance options.
e PPE Detector: personal protective equipment detector (vests, head covers).

Choose one of the engines to be used for object detection on the target channels. (It is not possible to enable multiple
detector engines to run in parallel).

Generic object detector engines use the same neural network. The numbers next to the name designate the size
of the downscaled image that will be fed to the VA engine. The bigger the image, the higher the CPU/GPU load will
be; larger images also mean that smaller objects will be detected better. Model aspect ratio also may affect detection
quality. Overall, it is recommended to test different models and settings for each individual scene.

Please see the dedicated documentation on VA and separately for PPE Detector for more details and
recommendations.

' You can configure VA without enabling it for the target channel. This may be convenient when you have a
limited VA license but still want to pre-configure the detection.

Before enabling VA for the channel, make sure your VA license allows it. Each iSentryMMS installation includes 1
(one) generic VA channel free of charge. Specific engines like PPE Detector require a separate license. You can check
what channels are using VA license by adding the corresponding column in the Channels section. To do this, click

the By grid icon in the upper right corner of iSentryMMS Console and move the Video Analytics column to the list
on the left, then click OK.

T Channel vca test* - o 8%

Channel

Video analytics

& Details

External metadata sources

i Members )
Camera-side metadata

;?; Membership

External metadata
-ﬁ Permissions

Enable to receive metadata from external URLs for further use in live/archive

# Motion detector External service metadata

A al services (FR, LPR, etc)
= Video analytics®
= Software video analytics
) Audio " <
0 v| Enable server-side VA
Turn ON to enable software VA, Video analysis will take place on the server side, will require a license, and use CPU resources
-] Inputs !
Detector
[2 Outputs
Generic Object Detector v || Options...

Channel configuration Detecor

y v| Use low-resolution stream if available
Video overlays

Low-resolution stream will

be used for VA processing

BE Dewarp Configure zones and rules

Related items - Apply OK Cancel

Video analytics tab allows you to enable and set up VA for the target channel
The following sections with settings are available here:

External metadata sources: metadata coming from any source other than iSentryMMS embedded video
analytics. This also includes old generation Open VCA (embedded into older iSentryMMS versions).

e Camera-side metadata: if enabled, metadata received from the device (edge VA) will be displayed in
iSentryMMS Client overlaying the video stream, and will also be used for event triggering.

¢ External metadata: if enabled, server will accept metadata sent by external sources in JSON format for
video overlay, event triggering, and search
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e External service metadata: if enabled, server will accept metadata from integrated services that are
configured as external services, for the purposes of live/playback overlay, search, and event triggering

Software video analytics: here, you can enable and configure server-side VA.

¢ Enable: if selected, the server will perform video analysis for the target video channel, and metadata
overlay will be turned ON on the iSentryMMS Client side (affects all connected iSentryMMS Client
applications)

¢ Use low-resolution stream if available: similarly to motion detector, VA can be performed on the
secondary video stream in order to save server resources. We recommend that you keep this setting ON.

e Detector: choose one of the available detection engines.

e Options: click to set the engine-specific parameters

e Configure zones and rules: click the button to enter overlay setup

¢ Classes: click Change and choose the object classes that you want to be detected in the target video
(deselected classes will be unavailable for rules)

¢ Detection interval*: time (delay) in milliseconds between two successive detections (similar to MD),
default: 200ms

e Object loss timeout: time interval in seconds, after which the object out of sight will be considered lost
(and will be detected as new object if appears again), default: 6 seconds

¢ Scene dynamics**: relative speed of the objects in the scene

¢ Confidence threshold: minimum level of confidence to decide if the object belongs to a class
(detections with lower confidence will be disregarded), default: 70%

¢ Object similarity threshold***: the minimal level of object similarity between two detections to decide
that it is the same object (objects with lower similarity will be detected as new), default: 85%, optimal
range: 50-90%

e Maximum object size: percentage of the image height and width that can be occupied by a single object
at max. Enable this option to eliminate false detections of large non-existent objects.

*This is the minimum time between two detections. If the video stream FPS is low, the actual interval may be longer.

**This setting teaches the VA engine where to look for the same object in the next frame. Slower option means the
object is present in more frames. Faster means the object is present in less frames during its appearance. Choose
slower options for calm scenes with low-speed objects (e.g., people walking), and faster for dynamic scenes (highway
etc.).

***Highly affects the engine ability to track the objects. If the value is too low for the target scene, different objects
may be considered one. Too high (close to 100) causes each detection to produce a new object each time. We
recommend that you start with the default value, and change it slowly when testing. Scenes with many similar
objects (e.g., items on the conveyor belt) require slightly higher similarity and correct object speed (see above).

Engine Options

Click the Options button next to the VA engine drop-down list to open the engine-specific settings. These mostly
refer to GPU usage.

For the generic object detector engine, the following settings are available:

e GPU device*: choose one of the supported graphics cards, or choose Disable to leave VA running on CPU
e Advanced (only change this if you know what you are doing!): per process GPU memory fraction:
amount of video memory in % to be allocated for CUDA; default value 50%

¢ Advanced (only change this if you know what you are doing!): allow GPU memory growth: set this to
Yes this if you prefer the entire video memory chunk to be pre-allocated instead of gradual growth

*Supported GPUs are NVIDIA video cards with capability parameter 6.0 or higher (Pascal, Turing, or Ampere
architecture).

/. In order to enable GPU usage for video analytics, please install NVIDIA CUDA toolkit redistributable
package, which is NOT a part of the iSentryMMS installation. You can download the toolkit from the Intelex
Vision Ltd website (usually available with the latest iSentryMMS version), or request it from Intelex Vision Ltd
representative or via customerservices@intelexvision.com.
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=7, Options

Options

Tensorflow Options

# Tensorflow Options
GPU device

GPU #1: NVIDIA GeForce GT 1030, capability 6.1 v

Advanced: per process GPU memory fraction

-
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Advanced: allow GPU memory growth

no v

Cancel

GPU settings for generic Tensorflow VA engine

If you have multiple video cards, you can assign different cards to different channels. Leave the advanced
settings the same for all channels that use the same graphics card. You can also leave some channels to run on CPU
(for example, the generic 300x300 model is optimized for mobile CPUs and will therefore better perform on CPU,
not GPU).

Create VA Zones and Rules

Click the Configure zones and rules button to bring up the video overlay dialog box. By default, only VA overlays are
displayed, but you can use the Show all checkbox to see if there are other overlays (e.g., data sources) configured for
this channel.

In the top right corner, there are VA markers: counter, counting line, and polygonal zone. Drag and drop the
marker onto the picture to place it, then adjust its size and position.

Zone and Line Properties

Click a zone or a line to see its properties in the rightmost column:

e Type: corresponding element type (line, polygon)
o Title: user-defined item name, e.g., Lobby
¢ Color: choose the element color using the standard palette
e Opacity: color opacity (o=transparent, 100=solid)
Additionally, each zone has some properties that affect event triggering and are individual for each zone:
¢ Object presence time: time in seconds for the object to stay inside the zone before the "object entered or

appeared" event is triggered (default: 1 second)

¢ Object absence time: time in seconds for the object to stay outside the zone for the "object left or
disappeared" event is triggered (default: 1 second)

¢ Object intersection threshold: percentage of the object area to cross the zone border for it to be
considered a crossing (default: 50%, half of the object)

For example, with default settings: if more than half of the object stays inside the zone for longer than one second,
the "object appeared" event is triggered.

/. Please note that markers are just visual elements: you need to add rules and then create E&A rules to
trigger some event chains.
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! Zones are rectangular by default but you can add new nodes by right-clicking on the zone border and
selecting Add.

Rules and Counters

For each zone or line, you can create rules, which can be later used to trigger events in E&A. For example, such
rules can increment counters:
o for reflecting the current number of objects in the zone, use the special Zone counter type,
o for other rules, create new counters and then go to the E&A configurator to add rules that will increment
those counters.
For each counter marker in VA, you will need to map it to a real counter to make it work.
¢ to track the number of people in any zone: create Zone counter under the zone, then drag and drop
a counter marker, and bind it to the zone counter
¢ to count objects appearances for lines or zones: create a new counter (or choose an existing E&A
counter from the list), then drag and drop the counter marker and bind it to the counter

In such a way, you can use the same counters from E&A for multiple channels' VA, for example, to count the total
number of customers coming via different doors.

= Video analytics = O -
Video analytics
| w.n [ Show all Elements T Properties
| <L Lined Type OA Counter
4 Line 4 Crossed by person
Color o o 255
(R Pecple
Opaci {F
4N Zone3 pacity
4 Zone 3 Appeared person Resource 0B P90F3|9[ o |
4 Zone 3 Entered person
4 7one 3 Entered bike
EHP&opIE
[V Maintain aspect ratio ‘l Remove counter
oK | Cancel

Add zones, lines, counters, and rules

For each zone/line rule, you can choose one or multiple object classes to be tracked. You can only choose among
classes that have been enabled for the current channel in the previous dialog box.

Available line rules:

e Crossed AB or Crossed BA: object has crossed the line in the specified direction
e Crossed: object has crossed the line in any direction

Available zone events:

e Entered or appeared: the object appeared in the zone either by crossing its border from outside to inside,
or appeared directly inside (e.g., if the zone order is equal to the frame border, or there is a door inside the
zone)

e Leaved or disappeared: the object departed from the zone either by crossing its border from inside out, or
simply disappeared inside the zone (e.g., there is a door inside the zone)

Available counter types:
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¢ zone counter: reflects the current number of certain objects in the zone
e counter: E&A software counter

Use the buttons below the objects and their properties to create and remove rules. Note that these rules only exist in
VA configuration; in order to set up reactions, go to the Events&Actions section of iSentryMMS Console.

VA Configuration Examples

Workflow example: count the number of people who entered the zone.

Drag and drop a zone marker onto the picture. Stretch the zone and add new nodes to cover the desired area.
Click the New rule button, then select the Entered or leaved event type, and set class to Person on the right.
Drag and drop a counter marker onto the picture.

Click the counter, then click the ... (three dots) button in the properties column on the right and choose a

counter. If there are none, create a new one using the New counter button below the list.

. Save the video analytics settings.

. Go to Events&Actions, create a new event of the VCA event type, choose your VA camera as source, and your
VA zone event from step 2 as VCA rule. (Note that the rules will not be listed if VA is disabled for the target
channel).

7. Create a E&A rule using the event from step 6 and a built-in action Increment counter for the target counter.

S S

[N ]

Zone counters can only reflect the current number of typed objects in the zone, therefore, these cannot be
incremented or decremented.

Example 2: pop up camera if there are 3 people in the zone.

Drag and drop a zone marker onto the picture. Stretch the zone and add new nodes to cover the desired area.
Click the New zone counter button below the zone list. The counter will appear in the same list.

Save the video analytics settings.

Go to Events&Actions, create a new event of the Counter value type. Select the counter you created on step 2
as event source. Set the operator to Equal and value to 3.

5. Create a E&A rule using the event from step 4 and a built-in action Pop up camera on screen. Set the desired
channel as rule target to define, which camera pops up.

Sl

Audio

Here, select the audio source for the target channel. The available options are:

¢ None: the channel will have no audio track

¢ Internal: built-in or line-in camera microphone will be used as the audio source (G.711 only!)

e Attached: a microphone that is physically connected to the server will serve as the audio source (server
must be the one having this channel in its configuration)

e Audio source: select one of the devices from the drop-down list. If the list is empty, make sure
that the server has a microphone connected and that it is visible/working in the Windows
Control Panel.
¢ External: use audio from another channel. Audio will be combined with the target channel video in both
live and playback.

When fetching audio from the device side (internal source), make sure to choose the G.711 codec. Other codecs are
not supported at this point, and selecting them may result in unavailable video stream, too, when both video and
audio are packed into the RTSP stream.

For audio sources that are attached to the server: you can use both line-in microphones, as well as ones connected
via audio board, which supports multiple microphones at once. There are three important requirements here:

o the target channel and the target audio device must belong to the same server

o the attached audio device(s) must be recognized by the operating system

o the list of audio devices is retrieved live, so the target server must be online for you to apply the
configuration

Digital Inputs
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If digital inputs (DI) are supported for the underlying device, the available inputs will be listed here. Mark them in
the list in order to allow event generation from those inputs: events can be later set up in the E&A Configurator
using the Digital input event type. After changing the DI name, click Apply below for the changes to take effect: the
setting will not be saved if you simply switch to another tab.

Note that the tab contents is retrieved in real time from the target device, therefore, it may take several seconds for
the contents to become available. In case the target device is offline/unavailable, or if there is no support for DI for
the selected device model, the list will be empty and a corresponding warning will appear.

B Channel Street View PTZ* L o

Channel

& Details

Edit input details Inputs

3 Members

Title
& Membership v| Front gate

Front gate
offf Permissions Input 2
v| Enabled

% Motion detector
W) Audio
3] Inputs*

[ Outputs Cancel

Related items = Apply OK Cancel

Enable event generation from the camera digital inputs (DI)

Digital Outputs

You can change the state of digital outputs (DO) from the E&A Configurator (target action type: Control digital
output). For the DO to be available in actions, select them here by putting a mark in the corresponding checkboxes.
Optionally, you can also change the DO names. Click the Apply button below the output details to save the changes
before moving to other settings.

For each relay output, you can also specify the desired mode: switch, inverted switch or pulse. This defines the
command that will be sent to the device when DO action is triggered in E&A.

Note that the tab contents is retrieved in real time from the target device, therefore, it may take several seconds for
the contents to become available.If the target device is offline/unavailable, has no DO, or if there is no support for
DO for the selected device model, the list will be empty and a corresponding warning will appear. In case your device
does have DO but they are not supported by software, you can still change their state from iSentryMMS E&A by
using CGI/HTTP commands (action type: Send HTTP request or Run program). The exact command text depends
on the device and can be found in the device documentation.
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Mark relay outputs for further usage in E&A

Video Overlays

Here, you can create channels shortcuts and also choose a data provider to embed some textual data with the
video. The section below explains channel shortcuts; for setup guidelines on the data overlay, please refer to
the Data Sources section of this document. Video analytics visual elements are explained above.

! By default, only channel shortcuts and data source overlays are displayed here. Enable the Show all option
above the video preview to see all visual elements (e.g., video analytics).

Channel shortcuts are interactive video overlay elements intended for instant switching between video channels
in the iSentryMMS Client application's live view mode. In other words, these are visual controls that appear on top
of the video and clicking them will open other (pre-defined) video channels in the same viewport. These "portals"
are configured in iSentryMMS Console and then used in the iSentryMMS Client application.

Video Overlay Shortcuts a.k.a Portals

Starting with version 1.25 it is possible to mark video overlay shortcuts not only as a rectangle but as a free-form
polygon too. Also, it is possible to create video overlay shortcuts for:

¢ Data and video channels

e Maps

e Buttons

e Webpages

e Shared layouts

By clicking the dedicated area inside the channel, in the iSentryMMS Client, you can switch data and video channels,
trigger events assigned to buttons, and switch between saved shared layouts.

Adding portals to channels

To add a new "portal” to the channel, in the iSentryMMS Console go to:
1. Configuration ->channels-> Select a preferred channel and then click the Edit button on top or double-click
the preferred channel

2. Select video overlay and klick Configure video overlays button

” "n: # .
3. Drag the "portal"” icon to the channel layout view and mark the zone you want to use as a shortcut.

To assign existing resources to a shortcut, select your shortcut in the Elements panel, then in the Properties panel,
click on Resources and assign from the available list.

/. N.B. User buttons assigned as video overlay shortcuts do not have any indication and work with a single click.
To check if the button was actually triggered, go to the Alert tab iniSentryMMS Client
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An example of the user Button video overlay in the Viewport

/. Make sure the video from the target channel is available before setting up the channel shortcuts in order to

ensure correct shortcut placement.

The video Overlay window contains three tabs. The first tab is for the channel camera view and all the overlay
markings. The Elements tab allows you to switch between added overlays, and the Properties tab contains options

specific to the chosen overlay.
Shortcut Overlay Properties

Type: type of video overlay

Shape: can be rectangle or polygon

Label: optional text to display with Overlay in iSentryMMS Client viewport
Background color/opacity: shortcut color and its transparency
Foreground color/opacity: shortcut font color

Font/Font Size: face and size of displayed shortcut font

Resource: resource linked to Video Overlay shortcut

Data Overlay Properties

Type: type of video overlay

Line count: how many lines are allowed per video port
Timeout: how long data will be displayed since the last data input
Text color: data Overlay viewport font color

Data Source: data source connected to the selected channel
Data ID: data ID

Counter Overlay Properties

Type: Type of video overlay

Text: Optional text to display with Overlay in iSentryMMS Client viewport
Color: Displayed text color

Opacity: Displayed text opacity

Font/Font Size: Face and size of displayed shortcut font

Resource: resource linked to Video Overlay shortcut

To remove any unneeded Shortcut, Counter or Data Overlay - select it in the video viewport or in Elements

tab and click the Recycle bin button in the panel above the video.
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To save the video overlay settings, click OK to close the dialog box and then click Apply or OK in the Edit channel
dialog box. If you click Cancel to discard changes in the Edit channel dialog box, adjustments in the video overlays
will not be saved.

Shortcuts and Counter Overlays can be duplicated. To do so, select the Overlay you want to duplicate. At the top of
the Elements section, you will find two buttons, one for deleting the overlay and the second for duplicating. Click on
the Duplicate button. This will create a copy of the selected overlay.

B video overlays = -

Video overlays

0]z} @ . vl Show all Elements ] Properties
: 12:42:50 - A Data overlay .Type @ Shortcut
Atlantis (145) Shipe I1Recta.. v
Label

Backgroud color oo 255
Background opacity R

Foreground color []255 25..

ZRZA—0F— ¥ | v . 1 v
| Caranrniind anacihe
|| Maintain aspect ratio Remove shortcut
OK Cancel

Channel shortcut and duplicate buttons are marked with the red ellipses.

Channel Configuration

The Channel Configuration tab allows you to adjust advanced channel settings. Some of these can be changed via
iSentryMMS Console but sometimes software does not cover some of the device settings, so you are also given the
option to go straight to the device Web interface - simply click the Open device in browser button to do this.

For ONVIF channels (if device model is set to (Generic) ONVIF Compatible), there is an option to set up imaging
settings: the corresponding button will appear next to the Channel properties button. Please see below for more
details.
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You can open the target device in browser or go to the software provided settings dialog box

Click Open channel properties to access the additional channel configuration dialog box. The available tabs depend
on the device model and capabilities: for some cameras, only basic configuration options are present, while for
others, advanced settings are accessible. If you see that a camera has certain capabilities that are not configurable
via iSentryMMS Console configuration interface, go to the device's Web interface in order to change that specific
setting.

¢ Video Input tab: set video transport (the available list of options depends on the device type and model;
common types include HTTP, RTSP* and native transport)

¢ Video Adjustment tab: fine-tune picture settings such as brightness and contrast level

¢ Substream tab: enable second (lower resolution) stream; some integrations also support stream settings

¢ Video Configuration tab: choose streaming settings**

e Motion Detection tab: with some devices, the camera-side motion detector must be explicitly enabled
here

e External PTZ tab: adjust external PTZ controller settings; communication port must match the
communication port that the RS232/485 controller is connected to, and baud rate has to match the baud
rate of your PTZ controller/analog PTZ camera

e RTSP tab: appears if RTSP transport type has been chosen; set RTSP port and mode
(TCP/UDP/multicast***) here

*You may have to specify the RTSP port on the corresponding tab if it differs from default (port 554 is default for
most devices). To do this, select the RTSP transport type and then click Apply: as a result, the RTSP tab will become
available. For ONVIF devices, the RTSP port is set automatically.

**Remember, the higher the resolution/bitrate/quality/frame rate you set, the more storage space and bandwidth it
will use when recording. These settings also affect CPU/virtual memory resource consumption for live video and
software-side motion detection.

***Multicast mode availability depends on device integration.

) Note that a valid administrative account login and password for the camera should be provided in Device
settings in order to access and set the device configuration.

Imaging Settings
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For ONVIF device channels, it is possible to adjust the image settings like brightness, saturation etc. To access these
settings, open the channel for editing, choose the Channel configuration tab, then click the Open imaging
properties button.

Adjust the settings, then click Apply. If you like the result, click OK to close the dialog box and exit.

Use the Reset button to revert the latest changes. If you save the changes and close the window, next time you open
it iSentryMMS Console will treat the previous settings as default and will reset to them (and not some other set of
values). To reset the imaging settings to the factory defaults, use the camera Web interface.

|E|‘l Office_I : Imaging properties - O -

Office_| : Imaging properties

11-02-26021 Focus mode AUTO v
Focus default speed
Focus near limit

Focus far limit

: —_—{—
Brightness 59.00

P —_—{— 5
Color saturation 79.00

.=D=.
Contrast 88.00

—_——
Use low resoultion stream Sharpness 81.00

Reset Apply

Use the low resolution stream for image preview to compare the pictures and make sure the applied imaging settings
look good on both streams (e.g., make sure important elements are visible).

Dewarp

Here, you can configure generic dewarp settings or enable dewarp engine for the Panomorph Enables® lens. For
details, please see the subsequent topic on dewarp setup.

Video Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

Here, you can select stream properties for both main and secondary video streams. The options are fetched from
the device so the availability may differ depending on the vendor.

/ The settings are changed on the device side, too, so make sure the target device is not configured in some other
video management software in order to avoid configuration conflict.
Available settings:

e Profile: choose one of the video stream profiles (built-in or pre-configured on the device side)

¢ Encoding, resolution, quality, GOV length*, frame rate, bitrate, bitrate mode: choose one of the
available settings according to your needs

By default, camera-side settings are used (whatever is currently set on the device side). You can override all settings
or only some of them.

' Note that a valid administrative account login and password for the camera should be provided in Device
settings in order to access and set the device configuration.
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*Too long GOV intervals (hence, low i-frame rate) may cause recording and playback issues. Channels
with too low i-frame rate will have a warning (orange color) in the Monitoring section of iSentryMMS Console,

under Channels. To view this column, click the grid icon ﬁ:ﬁn‘-‘ in the upper right corner and move the columns Main
stream GOP size and Substream GOP size to the left, then click OK.

RTSP Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

By default, the default port of 554 is used for obtaining video over RTSP. Here, you can override the default
port, and also choose between unicast and multicast. Also you can send RTSP port as a part of URL and allow to
accept headers in RTSP URLs:

¢ Enable RTSP port in URL: If enabled, the RTSP port will be explicitly included in the DESCRIBE
request

¢ Always use ACCEPT header in RTSP URLs: If enabled, the ACCEPT header will be added to all
DESCRIBE requests

Edge Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

For some devices, iSentryMMS can fetch the recording done on the device side (on camera SD card). This tab
contains some settings related to the edge stream synchronization.
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35 Bulk Edit for Devices and Channels

For easier resource management, it has been made possible to edit certain settings of devices and channels, e.g.,
recording settings and motion detection, for multiple items at once. To do so, simply select more than one device or
channel in the item list using CTRL+click or Shift+click (use CTRL+A to mark all) and then click the Bulk Edit
button on the top panel. Note that the button will not be there unless at least two items are selected.

e Some settings will be grayed out, indicating that these either cannot be changed at all or specifically via
bulk edit
o {Multiple values} text in the setting field indicates that selected items have different options, e.g., have
different recording configurations
e leave such a field untouched if you wish to keep these settings different
¢ change the value of such a field to something specific using the Change button to assign the
same setting to all selected items
¢ TFields containing specific values or empty fields indicate that all selected items have the same setting
(often default); change the value to assign the setting to all items at once

Edit Multiple Devices

Select at least two devices in the list and click Bulk Edit on the top panel to bring up the corresponding dialog box.
Some settings will be grayed out, indicating that these settings either cannot be changed at all or specifically via bulk
edit.

=  New device - | Bulk edit Assign group 2w channels Tl X 2 selected

TELLE SCOUCD DI EC /h ACE] LINCTOR ¥t

B4 Bulk edit
Bulk edit
& Details
Title
& Network
Model
Server
= My Server Change...
Server
OK Cancel
Recently added, 1 Recant ated LIPS Devicas, 11

Edit multiple devices using bulk edit
For devices, you will be able to modify the following settings:
e Details tab:
e Server: the server where the devices belong

e Network tab:
e Port: HTTP port to connect to the device (for IP devices)
e Secure connection: use HTTPS
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e Username and password: user credentials to log in with

When done, click OK to save and close the dialog box: the settings will be applied to all the selected devices.
Edit Multiple Channels

Select at least two channels in the list and click Bulk Edit on the top panel to bring up the corresponding dialog box.
Some settings will be grayed out, indicating that they either cannot be changed at all or specifically via bulk edit: for
instance, it is impossible to change the title field this way, as each channel normally has its own name, which
therefore should be edited for each channel individually.

&= Create channel group | Bulk edit | Assign main stream recording configuration |~ Assign group Disable Create replication 2 selected
B4 Bulk edit - B
=
O | Bulk edit
) :
# Details Main stream recording configuration i
1
# Motion detector {Multiple values} Change...
) ' ~
=
= Main stream storage
=
=) B Default Change...
E||
) Substream recording configuration
= {Multiple values} Change...
i fig
E||
Substream storage
=] ?
B Default Change...
(=0
i ge G
oK Cancel

Edit multiple channels using bulk edit
For channels, the following settings can be changed via bulk edit:

e Details tab:
e Organization*: the organization the channel belongs to
¢ Main stream recording configuration: default recording setting for the main stream
¢ Main stream storage: main stream recording destination

¢ Substream recording configuration: default recording setting for the secondary stream, if
available

¢ Substream storage: secondary stream recording destination
e Edge** recording configuration: set Continuous Recording here for proper operation
o Edge** storage: recording destination for the footage fetched from the device

¢ Video lost time: timeout for streams absence, after which the video stream is considered lost
and the corresponding event is raised in the E&A engine

e Motion detector tab:

e Mode***: choose between camera-side or software-side (high performance or high accuracy
software modes available) motion detection

*iSentryMMS Federation edition only
**Only for channels coming from ONVIF devices
***You will find more details on the motion detection modes in the Channel Configuration topic

When done, click OK to save and close the dialog box: the settings will be applied to all the selected channels.
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36 Recording Profiles, Schedules, and Configurations

This section describes how to create and configure recording entities: recording profiles, schedules, and
configuration.

To access the recording configuration dialog boxes in iSentryMMS Console, select the Configuration section and
then choose Recording in the menu on the left.

There are three types of resources in the Recording tab:

o profile: choose what data streams are recorded and in what mode (continuous/alert triggered)
e schedule: set a recording timetable based on profiles
e configuration: a profile- or schedule-based recording configuration that is assigned to channels

These entities are not related to storages
The buttons on the upper panel allow to create, edit and remove recording resources.
/. Recording resources cannot be deleted if they are is use at the time, i.e., if a recording profile has

been assigned to a recording configuration or a schedule, or if any of the recording resources have been
assigned to a channel.

Create Recording Profiles

Recording profiles allow you to choose which data streams are recorded and how. Profiles are not assigned directly
to channels; instead, they are used as components for recording schedules and recording configurations. You can
think of a recording profile as the currently running server recording job for a channel: one profile is active at a time
and profiles can change based on a schedule/event within the recording configuration assigned to the channel.

) Recording profiles do not include settings like pre-recording interval: this setting is defined separately for each
channel and, consequently, is defined in the recording configuration settings. This approach optimizes server
memory management as the server knows exactly which channels need the pre-recording buffer.

To add a new recording profile, click the down arrow button next to + New recording configuration and select +
New recording profile. The profile creation dialog box will appear.
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¥ Recording profie VideoAudioContinuous@ 15FPS* - o I E8
o LI 3
& Details P
Title

VideoAudioContinuous@15FFS

ecording profile as seen by others
Continuous recording

»| Video stream

uous video stream recording

| Limit frame rate

15

Maamum frame per second rate to video stream recording (default 1s 10)
I Audio stream
Maotion stream
s rotlion detedtion Infermaticn. recarding
Data stream
VCA stream

Alert recording

o stream recording

Limit frame rate

Ok Cancel

Recording profile properties

This dialog box has two sections: one for continuous and one event-driven recording. Note that you can only select
one mode at any time time for video and audio streams: if continuous recording is selected, alert-based recording
options will be grayed out.

You can use the existing built-in recording profiles as the basis when creating your own recording profiles. Also, the
most popular scenarios (motion-based, continuous, no recording) are covered by the built-in profiles so you only
need to create custom profiles.

To configure motion-based recording, enable Video stream in the Alert recording section and enable the
Detected motion triggers alert setting. If you wish to record still frames at a low rate while there is no motion
taking place, keep the Video stream option in the Continuous recording section enabled and set your desired frame
rate, e.g., 1FPS; then set either a high FPS or unlimited FPS in the Alert recording section. In case you only wish to
record while motion is taking place, deselect Video stream in the Continuous recording section.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as
desired, especially if the camera-side detector is in use.

Setting Description Default
Value
Title User-defined recording profile name [empty]
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Video stream Select to enable continuous video recording Disabled
(continuous)

Limit frame rate (for Set a frame rate restriction for recorded video; note that for compressed video |10 FPS
continuous video streams (e.g., H.264) actual frame rate may differ due to compression

recording) algorithms

Audio stream Select to enable continuous audio recording Disabled
(continuous)

Data stream Select to enable data recording from the associated the data source Disabled
VCA stream Select to enable continuous video analytics event recording Disabled
Video stream (alert) Select to enable alert-driven video recording; video will only be recorded after | Disabled

alert generation, for the time period defined in the Post-recording interval

Limit frame rate (for Set frame rate restriction for recorded video; note that for compressed video 10 FPS
alert video recording) | streams (e.g., H.264) actual frame rate may differ due to compression
algorithms

Audio stream (alert) Select to enable alert-driven audio recording; the video will only be recorded Disabled
after the alert generation, during the time period defined in the Post-
recording interval

Post-recording interval | The time interval during which alert-driven recording will be conducted after | 10

alert generation seconds
Detected motion Motion will act as a trigger for recording; enable this setting to set up motion- | Disabled
triggers alert based recording

When done, click OK to save the recording profile: it will appear in the item list of the Recording section. The profile
is now ready to be used for further configuration.

Create Recording Schedules

Recording schedules are sets of recording profiles that define what recording profiles are used depending on the
day and time of the week. In other words, a schedule defines how the profiles are switched over time basis. Alike
recording profiles, schedules need a recording configuration on top of them to serve as a proxy in order to be
assigned to channels.

To add a new recording schedule, click the down arrow button next to + New recording configuration and select +
New recording schedule. A schedule creation dialog box will appear, allowing you to enter a name of your choice for
the new schedule and add the profiles to define the recording timetable.

@ Recording schedule Shop_Weekends_and_Nights = B
Recording schedule

& Details
Title

Shop_\Neekends_and_nghts|

Recording profile as seen by others

User-defined title for the recording schedule
To create a new schedule:

1. Enter its title

2. Choose a calendar (optional) or just use a weekly schedule

3. Define the points in time when the profiles will change (using either grid or list view)
4. Save the schedule

Here are detailed explanations of what the schedule elements do and how they are configured.
Schedule Visualization

The schedule configurator has two modes: list view and grid (graphical) view. The graphical mode is used by
default; you can switch between the two views by clicking the toggle button in the upper right corner.
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List Mode

In this view, each line represents a point in time when a specific profile is activated.

@ Recording schedule Weekends Only* & g
Recordlng -
& Details
Title
Weekends Only
Recerding profile as seen by others
Scheduled profiles
a TIME i PROFILE
Maonday 12:00 AM Mo recording
Saturday 12:00 AM Continuous recarding
[rome—
i Add i | Edit Remove
OK Cancel

Recording schedule in the list view

Click the Add button below to insert a new profile with a defined start time. To change an existing item in the list,
double-click it or use the Edit button.

scheduled profie - IE3

Schedule item setup

Day Time
sunday v | [ 2:00:00 AM

Recording profile

E: Continuous recording (22) Change...

Description

OK Cancel

Add profile to the recording schedule

Note that you only have to define the start time for each profile: the end time is determined by the next profile start
time. For example, if you require continuous recording during weekdays and motion-driven recording during
weekends, your continuous recording profile should be scheduled to start on Monday at 12 a.m. and the motion-
driven one to start on Saturday at 12 a.m.

Click OK to save and add the profile to the schedule. Multiple profiles will be automatically sorted based on their
start time.
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Use the Edit and Remove buttons below to manage added profiles. When done, click OK to save; the newly created
schedule will be added to the item list in the Recording section.

Grid Mode

Graphical schedule view is more convenient for complex timetables, where many different recording profiles or
profile combinations are used.

® Recording schedule Custom recording schedule - O
Recording schedule

& Details

Title
Custom recording schedule

Recording profile as seen by others

Schedule editor

Recording profiles | Q| |

09:00 12:0

TITLE
No profile
@ No recording

& Continuous recording

R H

@ Recording by motion

By motion + still frames

% By VCA events and motion

OK Cancel

Weekly recording schedule in the grid view

Simply select the desired profile in the list on the left, then mark the target period on the grid view. Repeat with
all desired profiles.

' As you create new profiles, they are automatically assigned different colors and appear in the profile list.

Tt is not necessary to fill the whole timetable. You can leave some of the grid empty (white): empty time
periods will be analogous to the No recording profile and nothing will be recorded during that time.

Schedule Calendars

The core of a regular recording schedule is the week. In the simplest approach, you define how the profiles are
switched on a weekly basis by coloring the week grid, and your iSentryMMS server will cycle through the week
accordingly.

A more detailed approach takes into account the whole year. This covers non-standard weeks, when some of the
weekdays should follow the recording pattern of the weekends (e.g., state holidays) or vice versa. For this, you can
build a custom calendar with exceptions.

User defined calendar
B Latvian_holidays Change...
'l_l-:-.er defined calendar .

A schedule using a custom calendar (optional)

How to decide if you need a calendar?
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e If you only need a typical weekly schedule throughout the year, use the weekly schedule.
e If you have a need for custom daily schedules, use a custom calendar.

e If you need to change the day type sometimes and "change Saturday into Thursday", use a custom
calendar.

When you only use the regular 7-day week without a calendar, ignore the "Custom days" section.
Add Custom Calendars

User-defined calendars provide an option to define a yearly basis for the recording. While the weekly basis is
simpler, having a year long calendar allows configuring special dates (e.g., holidays).

Each calendar assumes the same weekly schedule as its base, and then you can add exceptions by explicitly
assigning the recording pattern to specific dates. You can choose that pattern from the weekly schedule (7 different
days) or from the custom days (5 additional daily patterns), which you can pre-define.

You can add as many calendars as you like, use them in various recording configurations, and change them by
adding/removing items at any point. When you change the day type for the current day (e.g., today is Saturday and
you add a calendar entry that forces Thursday on this date), the new recording profiles are enforced immediately
after you save the configuration.

User defined calendars

User defined calendars f ]E]
none
B Latvian_holidays User defined calendar
= MNew user defined calendar Ok Cancel

The list of custom calendars

To add a new calendar, open the recording schedule creation dialog box, and click Change... next to the User-
defined calendar option. You will see the list of existing calendars (empty by default). Click the + New user-defined
calendar button to open the dialog window.

In the list of calendars, you can also edit the list (remove unnecessary items by clicking the Recycle Bin button) and
open existing calendars for editing (by selecting the target calendar and then clicking the Pencil button). To

' If you run multiple installations in locations that use the same calendar, you don't have to create it again for
every installation. Simply create the calendar, save the iSentryMMS configuration database file, and
then import the calendar from it.
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B User defined calendar Latvian_holidays* - B
User defined calendar

& Details DATE DAY

B;a Doy 6/22/2023 Day 3
6/23/2023 Sunday
6/24/2023 Sunday

11/18/2023 Sunday

&= Add Edit Remove

Apply OK Cancel

A custom calendar with four exceptions

Enter the calendar name and switch to the Days tab. It is empty by default (which means the calendar solely
operates on the normal week basis). To create exceptions:

1. Click the + Add button.

2. Choose the date.

3. Assign the day for that date.

4. Click OK to add the special day.

Repeat this process until you have entered all the desired custom calendar days. Click OK to save and close the
dialog box: the calendar will appear in the calendar list, allowing you to assign it to your recording schedule.

Schedule exclusion

DATE LIAY

6,/22/2023 Day 3
Date

6,/23,2023 Sunday
6/24/2023 v 9

6/24/2023  Sunday o=

11/18/2023 Sunday Day £ 'Date’ field must be unique l
Sunday v
Source day which schedule will be used on specified date

4+ Add Edit |
Ok Cancel

Each date must be only present once in the calendar

In the list of days, click any entry and then click the Pencil icon to open it for editing.

Custom Days

Apart from the weekdays and weekends, you can define up to five additional alternative days and use them in your

custom calendars. This feature is convenient when there are days when no daily recording pattern can be applied,
e.g., early release pre-holiday days or other days with a special schedule.
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ClISTOMA

1
i

Defined custom days with the recording pattern different from both weekdays and weekends

Custom days do not participate in the regular weekly schedule (without a calendar). You can assign any custom day
to a particular date in your user-defined calendars.

Create Recording Configurations

Recording configurations are global recording arrangements that can be assigned to channels in the recording
setup. Each recording configuration can be based on a single recording profile or a pre-defined recording schedule.
Configurations are used as a proxy between profiles and channels, defining individual quotas and pre-recording
buffers; such approach is a saver of the server memory.

To add a new configuration, click the down arrow button next to + New recording configuration.

@ Recording configuration Weekends* - o I EER
Recording configuration Details
# Details
Title

Weekends
Controlled by
@ Weekends Only (120) Change...

ofile or schedule
Prerecording interval

10

al to kesp recording before alert was signalled in seconds {default is
Amount guota (GB)
0
num amount of data (o e kept In stored archive

Duration guota (days)

= i

=

Recording configuration dialog box
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The corresponding dialog box will appear, allowing you to enter configuration properties.

Setting Description Default
Value

Title User-defined recording configuration name [empty]

Controlled | Choose an existing recording profile or schedule for current configuration or create a [none]

by new one from the sub-dialog

Pre- Set pre-recording interval for alert-driven recording, if applicable; note that a large pre- | 10 seconds

recording | recording interval will increase virtual memory usage. Maximum value is 60 seconds

interval

Amount Storage quota in GB: the maximum amount of space that can be taken up by recordings | o

quota on each storage, if the maximum size is reached, the oldest footage will deleted; set 0 to | (unlimited)
disable any limitations

Duration | Duration quota in days: the maximum number of days that recordings are kept in 0

quota the archive on each storage; after this, recordings will be erased; set o to disable any (unlimited)
limitations

Before setting recording limitations, make sure there is sufficient space in the server storage for all cameras. The
quotas may be ignored if actual storage size is insufficient, and this will result in shorter footage durations.

Note that the maximum pre-recording time is 60 seconds. Larger values will be ignored by server core. Also,
actual pre-recording buffer may be smaller if the server detects that it is not required (see below). The actual
buffer size in seconds will be displayed in the Monitoring section, under Streams. It may differ from your pre-
recording setting in the recording configuration. iSentryMMS server applies smart logic here and traces situations
when larger buffer is not necessary, or even preventing the system from normal operation. Thus:

e if the currently used recording profile does not involve any pre-recording (e.g., Continuous recording, or
event-driven with no defined E&A events), the buffer size will be reduced to o - this is absolutely normal,
once you add any recording-triggering events, iSentryMMS will automatically increase the buffer size

o if there is not enough memory for all channels (the server is overloaded), the server will reduce pre-
recording buffers; channels with largest frame cache size will have their buffers reduces first pf all

e upon server startup, the buffer size is increased gradually for smoother start

If your pre-recording buffer size requires more memory than there available, you will see channels with top buffer
size (in MB) appear marked red and with an * (asterisk) in the Monitoring section, under Streams. Also, the Audit
section of iSentryMMS Console will contain events from the corresponding server stating that there is Not enough
memory to process frames. If this happens regularly, review your server hardware using Intelex Vision Ltd provided
hardware calculator and add more RAM to your server, or decrease the pre-recording interval duration wherever

possible.

' Note that quotas do not give priority to channels that are assigned configuration. For example, if you set
duration quota to 10 days, it merely means that maximum allowed storage duration will be 10 days for a
channel with given configuration; this will not cut down recording for other channels.

When you have finished, click OK to save and exit. The recording configuration will be added to the item list and will
become available in channel recording configuration.
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37 Assign Recording Configurations

Recording configurations can be assigned to channels and channel groups to define how data streams are recorded.
There are several ways to assign a recording configuration:

¢ when using device autodiscovery: via Found channels tab (automatically discovered channels are assigned
the Continuous recording configuration by default)

¢ when creating multiple devices: from multiple channel creation dialog box, Channel settings tab
(manually added devices are set not to be recorded by default)

¢ after adding a single device manually: via Channels section, Edit channel dialog box, Details tab (manually
added devices are set not to be recorded by default)

o for existing channels, per channel: via Edit channel dialog box, Details tab

e for existing multiple channels: via Channels section, using Assign recording configuration button on the
upper panel

Topic body below explains how to assign configurations via main iSentryMMS Console window (latter option). All
the rest alternatives are similar: you are offered configuration selection list at once from corresponding setup
window.

Enable Recording

Configuration

4= Create channel group Edit Assign group Assign recording configuration ® 4 selected
= Servers — N
TITLE ID DEVICE
& Users 2 (Generic) ONVIF Compatible ... {106) (Generic) ONVIF Compatible .. 192.168.3.33
B9 Devices 33 Asoni CAME13 on 192.168.3.... (104) Asoni CAMG13 on 192.168.3... 192.168.347
32 Asoni CAM613 on 192.168.3.... {105) Asoni CAMB613 on 192.168.3... 192.168.3.47
22 Channels
34 Grundig GCI-G1536F on 192.... (114) Grundig GCI-G1536F on 192... 192.168.3.214
0 R % Grundig GC1-K0622D on 192... (113) Grundig GCI-K0622D on 192... 192.168.3.215
Ed Layout templates 22 Grundig GCI-K1627D on 192.... (116) Grundig GCI-K1627D on 192.... 192.168.3.216
32 Vivotek FD8154 on 192.168.... (115) Vivotek FD8154 on 192.168... 192.168.3.212
2 Vivotek IP7131 on 192.168.3.... (112) Vivotek IP7131 on 192.168.3... 192.168.3.211
First Floor (122)
Configuration z >
Recently added, 1 Recently updated, 5 Groups, 1 Channels, 8

T8 Monitoring

Select the channels that are subject to recording configuration changes

In iSentryMMS Console, choose Configuration section and select Channels from the menu on the left. Select one or
multiple channels and/or channel groups (use CTRL+click or Shift+click to select several items at once) and then
click the Assign recording configuration button on the upper panel. The list of available configurations will appear.
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Select recording configuration

Available recording configurations

m

@ Mo recording {31) Recording configuration

@ Continuous recording (22) Recording configuration

@ rmotion (117) Recording configuration

@ Weekends (121) Recording configuration
&= Mew recording configuration OK

Choose a recording configuration for the channels selected

Cancel

Note that you can only directly assign configurations, not profiles or schedules. Configurations are based on
profiles or schedules (sets of profiles); please refer to the Configure Recording Profiles section of this document for

details.

Click the + New recording configuration button below to create additional configurations from existing

profiles/schedules at this point.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as

desired, especially if the camera-side detector is in use.
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@ Recording configuration Weekends*

- o EH
Recording configuration Details
# Datails

Title

Weekends

Controlled by

@ Weekends Only (120)

‘rofile or schedule

Change...

Prerecording interval
10
nterval to keep recording before alert was signalled in seconds (default is 1

Amount guota (GB)

0

axirnum amount of datz to be kept in stored arn
Duration guota (days)
M

imber of days to keep stored in archive foot

Add new recording configuration

Press OK to save and go back to the channel list: newly created recording configuration will be automatically
assigned to channels previously selected.

Disable Recording

To disable recording for any channel(s), choose the No recording configuration, which is present in the list by

default. If you have deleted it, simply create a new recording profile without any streams selected for recording and
then create a recording configuration for this profile.
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38 Add Users and User Groups

User management is accessible via the Users component of the Configuration section. By default, the system already
features a built-in global Administrator account and built-in Administrators group.

' The built-in Administrator user account and built-in Administrators group are root users with access to
absolutely all the available resources. As a result, resources choice is unavailable for the Administrators group,
and it is also impossible to add Administrator user to any other group.

Any users added as members to the built-in Administrators group will have the same full authority as root
users.

@ Configuration > Users

Configuration

Edit Assign group ® 1 zelected

-
= Servers

TITLE D LOGIN MAME ENAB

A Users X Built-in Administrator account {1) admin yes

B¢ Devices &4 Buili-in Administrators group (3)
3% Channels
@ Recording

B Layout templates

Configuration

BA Monitoring

pdated. 0 | | Groups,1 | | Users.1
Configuration -> Users
Add Users
Click the + New user button on the upper panel to bring up the configuration dialog box.
Details

Enter user login information here.
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L User jdoe*

User
& Details
& Membership

== Resources

User login name

jdoe

v| Active

User's full name

John T. Doe

Email address

jdoe@domain.com

v| Set password

OK

Enter user details

The table below details the available settings.

Cancel

Setting Description Default
Value

User login Alphanumeric user name for login, no spaces allowed empty

name

Active Allow the user to log in via iSentryMMS Console and iSentryMMS Client: any users who | Enabled
have been disabled will not be able to use software

User full User full name empty

name

Email User email address used for notifications empty

address

Phone Phone number in international format (with country code) for 2FA empty

number

Set/new Enable to enter a password and re-enter it to make sure no typos were made; empty

password mandatory when creating a new user

Password User will not be prompted to change his password once in a while; enable this to ensure | Disabled

never expires | a permanent password for this user account (this setting can be overridden by the User | (not
must change password.. setting in the same dialog box); otherwise, password will selected)
expire after the number of days specified in the server security policy

User must User will be prompted to change his password upon his next logon attempt; enable this | Disabled

change if you want to force user change the password even if his password is set to never expire | (not

password at selected)

next logon

User cannot | Enable this to prevent the user from changing his password; this option is not available | Disabled

change if user password is not permanent or if you have selected to force user change their (not

password password at next logon using the settings above selected)

PTZ priority* | 0 = lowest, 10 = highest 5

PTZ priority | The amount of time for the PTZ controls to be locked after each user's action 108
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timeout

Override Maximum number of simultaneous connections allowed from this user account; the Disabled
default limit | setting has priority over server-defined limitations; o=unlimited (not

of selected)
simultaneous

connections

Set account | If enabled, the user account will be automatically deactivated on the specified date at Disabled
expiration the specified time (not
time selected)

*See below to learn more about how PTZ priorities work.

=
[]

in for the changes to take effect.

I

the Active setting to enable/disable users and temporarily block access for those.
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PTZ Priorities

PTZ priority is used to for:

e manual control of PTZ cameras (speed domes),

e automated PTZ control (tours and presets),

e control of interactive video channels (CrossLink devices allowing users to control remote Web and
Desktop applications).

PTZ related user actions include manual PTZ control (mouse clicks) and the calling of PTZ presets and
tours. CrossLink control involves manual interaction (mouse clicks).

) PTZ tours always have zero (the lowest) priority, no matter who initiates it, so that any user can interrupt it.

After each user action, the control is locked onto the user with a higher priority for the amount of time specified as
PTZ priority timeout (10 seconds by default). PTZ priority is used to decide who gains access first: user with a lower
priority is blocked for N seconds to allow a higher-priority user to use PTZ. If two users with the same PTZ priority
have an access conflict, they will be both granted PTZ access simultaneously.

If two or more users try controlling the same device at the same time:
¢ if both users have the same PTZ priority, the timeout will be ignored and each user's action will
immediately take effect

o if user A has a higher priority, his first action will take control from user B with a lower priority and
lock the control for the specified timeout, preventing everyone with a priority lower than A's from
controlling the device; once the time is out, any user can try gaining the control again

Thus, the PTZ priority timeout is only taken into account when taking over control, and does not matter when the
users have equal priorities.

Default PTZ priority for all users, including those built-in and imported, is equal to 5 (five, medium priority). You
can assign any user a higher PTZ priority (six to ten) or a lower one (four to zero) by editing individual user
properties.

For PTZ preset actions in E&A, you will be asked to specify the PTZ priority when creating the action. For PTZ
tour actions, the priority is always 0, allowing any user to interrupt the preset execution.
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Membership

Choose which groups you want the selected user to be a member of. Every user can participate in one or multiple
groups, depending on the system structure.

X User John Doe*

f Details

Selected groups Available groups
2 Membership =
== Resources 2% Local admins (127) User group &% Built-in Administrators ... (3} User group
ML Operators (125) User group
L Admins (126} User group
Remove Add

QK Cancel

Add the groups you want the selected user to be a member of

Manipulate the groups by double-clicking a group or using the Add/Remove buttons below. Use the Search field in
the upper-right-hand corner to filter the groups available.

Resources

Each user can be granted permissions for server and channel/channel group administration. Select resources by
adding at least one permission; remove them by clearing permissions using the Clear button below, or simply by
double-clicking them in the Selected resources list.

L User John Doe* - o IER
User S
Resources _
f Details
Selected resources Available resources
& Membership — v
TTLE D TYPE TTLE
== Resources = Central Server {101) Server Administer B Asoni CAMB13.. (102) Device
¥ Asoni CAMG13.. (105) Channel +| ReceiveData B (Generic) ONVL., {103} Device
¥ (Generic) ONVL. (106] Channel v AccessArchive 23 Asoni CAME13.. (104) Channel
o Vivotek IP7131.. (112) Channel v Navigate B Vivotek IP7131. (107) Device
v ControlDigitalOutput B Grundig GCI-K..  {108) Device
Clear
DK Cance|

Add resources for the selected user

Click OK when you have finished to return to Users; the newly created account will be added to the item list. Use the
buttons on the upper panel to edit user details at any time, to quickly assign groups and remove specified users (hold
CTRL of Shift to select multiple items at once).

If there are a large number of user accounts, the Search field in the upper-right-hand corner and the content filters
in the bottom panel can help you quickly find the accounts you are looking for.

Add User Groups
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When the number of users is large, it may be more convenient to create multiple user groups and then distribute
resources between user groups, rather than between individual users. One user can be a member of several groups.

Click the down arrow near the + Create new user button and select New user group from the drop-down list to
bring up the configuration dialog box.

& User group Remote Operators® - oI EB
o s
& Details
Title

e
w Members Remote Operators

2 Membership

= Resources

oK Cancel
New user group
In the Details tab, enter group name.
2 User group Remoate Operators® - o IENR
f Details
Selected members Available memebers
2 Members
TITLE D TYRE D TYPE
2. Membership L John Doe (124) User L Built-in Administrator a.. (1) User
&= Resources 2 Operators (125) User group M Built-in Administrators ... (3) User group
AL Admins (126} User group
&L Local admins (127) User group
Remove Add
oK Cancel

Choose group members
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In the Members tab, choose which users and/or user groups will become members of the target group: manipulate
items by double-clicking them or using the Add/Remove buttons below.

&8 User group Remote Operators® - oI E8
f Details
Selected groups Available groups

I Members |

."_-. Membership 24 Built-in Administrators ... (3} User group &8 Operators (125} User group
= Qecources 2 Admins (126) User group
M Local admins (127) User group
Remove Add
OK Cancel

Choose group membership

In the Membership tab, select the group(s) you want to include the current group as a member: manipulate items by
double-clicking them or use Add/Remove buttons below.

Finally, you can grant resources permissions using the Resources tab in a similar way to adding a single user. Select
resources by adding at least one permission; remove them by clearing the permissions using the Clear button below,
or simply by double-clicking them in the Selected resources list.

Click OK when you have finished to return to Users; the newly created group will be added to the item list. Use the
buttons on the upper panel to edit the group details at any time. If there are a large number of user accounts, the
Search field in the upper-right-hand corner and the contents filters in the bottom panel can help you to quickly find
the accounts you are looking for.

Time-based Access

Starting with version 1.26, you can limit user access options based on the schedules. To do so, go to:

1. Configuration -> Users -> your particular user

2. Inside the User pop-up window select Time-based access ->Change button

3. Pick up the existing Schedule from the list or create a new Schedule by pressing the +New Schedule button
4. confirm your choice with the OK/Apply buttons.

After that, user access will be limited by the applied Schedule.

/. N.B. If user belongs to multiple groups and user access is enabled at least in one group - user will have access!

You can learn how to create a new Schedule here.
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39 Active Directory and LDAP User Import

iSentryMMS allows you to import users and user groups from the existing Active Directory/LDAP service database.
The only thing that is left to do is to specify permissions for the imported users and/or user groups (referred to as
AD users further in this topic).

Please keep in mind that in multi-server systems - using iSentryMMS Federation - all recording servers must belong
to the domain for the AD/LDAP imported users to be able to access their resources - streams and the recorded video
archive. If some of the servers are out of the domain, external users will be unable to connect to them (this happens
automatically, in background) and there will be errors instead of the video streams.

Active Directory and LDAP user import is available in the following iSentryMMS versions:

¢ iSentryMMS Federation - fully supported for all versions
e iSentryMMS Expert v.1.4.1 - 10 users
e iSentryMMS Expert v.1.5.0 and newer - fully supported

) AD/LDAP imported user accounts can be used to log into iSentryMMS Console, iSentryMMS Client, and Web
client for iSentryMM Streaming Server. These user accounts cannot be used in iSentryMMS Mobile
applications at this point.

Note that it is not necessary for you to be logged into Windows under the same AD account; rather, once AD
accounts are imported as external users into iSentryMMS, you can use any valid AD account credentials to log
into iSentryMMS Console or iSentryMMS Client. Also, note that you are always required to enter the password
for the AD account, even if you are logged under the same user account in your current Windows session.

i

« If you are using AD/LDAP user accounts for the Web login, we strongly recommend that you turn on HTTPS
for enhanced safety. Plain HTTP will work, too, but is not recommended for security reasons.

For you to be able to log into a iSentryMMS server with an AD user account, you must be able to log into the
target server computer with the same AD account. If you are unable to do so, contact your Windows
administrator and let him check the effective policies.

=,
=
-

[

In order to use your imported AD account with iSentryMMS, type in your full domain name and user name, and
then specify the password. Please see the description below on how to add your AD users into iSentryMMS.

Login - -

Server

localhost

IP address or host name of the serder

Username

ad.mydomain.comihimmelske.danser

Password

0K Cancel
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AD user login example
Add Active Directory and LDAP Users

In iSentryMMS Console, open the Configuration section and choose Users from the menu on the left; then, click the
little arrow next tot the +New user button and choose New external user group from the drop-down list.

Configuration P g -
& Mew user j Edit Assign group ® 1 selected
B Failover dusters =L Nawisergrap i - P
| Tl iE O EMABLED Eb
& Users * t yes
B4 Devices A& Built-in Administrators group

Configuration
4 Events & Actions
B Monitoring
N Audit
Groups, 1 External groups Users, 1
Create new external user group from the Users menu section

On the Details tab, click the Change button next to the empty External group field in order to load the available AD
group list in a separate dialog box.

48 External user group * -
External user group Details
# Details

External group

% Members

© | Change..

2. Membership

== Resources

Apply OK Cancel

New external user group

iSentryMMS will automatically fetch all user groups available via your Windows AD service. Pick a group from the
list of available AD user groups and confirm your choice either with a double-click or using the OK button below.
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Available external groups

Administrators
Hyper-V Administrators
Schema Admins
Enterprise Admins
Domain Admins
DnsAdmins

Local WKS Admin users
DHCP Administrators
Local WKS Admin PCs
sysadmin

Jira-administrators

& 4 Cancel

Available AD groups

The selected user group will appear in External group field in the Details tab. Switch to the Members tab to view the
imported user list.

On the Membership tab, you can choose an internal user group to contain the newly imported external user group
(nested grouping). All user permissions inherited from the higher level group will be applied to the members of the
imported external user group and will be displayed as grayed out in the Resources tab.

48 External user group * - o I IE3
& Details
Selected groups Available groups

I Members

2. Membership 28 Built-in Administrators group User group

== Resources

Add

Apply CK Cancel

You can make the external user group a part of some other internal user group
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If you have decided to make no nested groups or wish to add more permissions specifically to the AD user group, go
to the Resources tab to manage the user permissions.

48 External user group *

External user group
& Details

% Members

& Membership

== Resources

Selected resources

=22 Hall

Video wall

Permissions

v| Administer

v Wiew

Clear

Available resources
Global Server net...

= Global Server
&

W4 Axis 215 PTZ on 1.

B4 Vivotek IPB16A o..

- o EE

Server
Network
Device

Device

Apply OK Cancel

Manage user permissions on the Resources tab

Select resources by adding at least one permission; remove them by clearing the permissions using the Clear button
below, or simply by double-clicking them in the Selected resources list.

Click OK when you have finished to return back to Users; the newly created external user group as well as all users
contained in that AD group will be added to the item list. Use the buttons on the upper panel to edit the group
details at any time. If there are a large number of user accounts, the Search field in the upper-right-hand corner and
the contents filters in the bottom panel can help you to quickly find the accounts you are looking for.

Edit External Users Or User Groups

After adding the external user group, you can edit the group properties as well as individual external users. In order
to do this, select the target user/user group in the list and click the Edit button on the upper panel, or, alternatively,
simply double-click the desired item to bring up the configuration dialog box.

Editing an external user group will be pretty much the same as adding a new one; individual external user settings
will have some differences comparing to the regular, built-in user settings.
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X user ad\vera = B

User

& Details
User login name

& Membership

Account name to fog into the system. Case-sensitive
== Resources =

v Active

User's full name

Email address

Organisation

PTZ priority

=1
— | W
<

oK Cancel

Edit imported user

On the Details tab, the only settings available for editing will be user account status (enabled by default) and PTZ
priority (which will be 5, by default). All the other properties will be grayed out as they cannot be changed via
iSentryMMS and should be changed via Active Directory instead.

) If two or more users try using PTZ control of a device at the same time, PTZ priority is used to decide who
gains access first: user with a lower priority is blocked for ten seconds to allow a higher-priority user to use
PTZ. If two users with the same PTZ priority have an access conflict, they will be both granted PTZ access
simultaneously.

Default PTZ priority for all users, including those built-in and imported, is equal to five (medium priority).
You can assign any user a higher PTZ priority (six to ten) or a lower one (four to zero) by editing individual
user properties.

On the Membership tab, you can choose an internal user group to contain the AD user as a member. All user
permissions inherited from the group will be applied to the target AD user and will be displayed as grayed out in the
Resources tab. You can assign additional user-specific permissions on the Resources tab.
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40 Permissions and Membership

You can handle the user and user group access permissions for channels, devices, servers and other resources via
the User and User group configuration dialog box -> Resources tab, or via resource settings -> Permissions tab.
Administrative permissions are handled in the Edit User/User group dialog box, under the Administration
profile tab. Most of the events that are raised as a permission is used are logged in the Audit log and are available in
the Audit section of iSentryMMS Console.

=

' Please note that some of the permissions may not be applicable to your software license edition.

/. IniSentryMMS version 1.6.0, major changes were made to permission management. As a result,
configuration imported from an XML file (from first generation iSentryMMS) will not contain any user
permissions: you will need to review and set all user permissions after importing the
configuration.

Access Permissions

All the available resources are listed in the column on the right; click any item to load the permission list in the
central column. Then, mark all the permissions you wish to grant; resources having at lest one permission enabled
will be automatically moved to the left column.

All permissions also affect all corresponding requests over API connections.

A User eva* - o B3
User Resources
# Details
Selected resources Permissions Available resources
'K!" Membrship TITLE T¥PE PERMISSION INHER
= Resources T UDP IPN1202HD on 192.168.3.36 Channel | View live video 2 = Global Server Server .
O Administration profile v| Listen live audio B rec3 Channel
View live VCA metadata T rec2 Channel
| View live external data T Vivotek FEB174V on 19.. Channel
View live external service data T vea test Channel
| Send live audio ™ Zavio D6330 on 192.16.. Channel
v| Export snapshots from live ™ remotel Channel
| Control PTZ ™ Vivotek FD8154-F2 on .. Channel
| Use PTZ presets T Dahua IPC-HF3300 on .. Channel
S = T Infinity CQD-2000EX 3.. Channel
Clear = rs Channel "
OK Cancel

Permission management example

To remove all permissions for some resource, simply double-click it in the Selected resources list on the left.

s Itis not possible to select multiple resources for the permission management. You are welcome to use
resource grouping (e.g., channel groups) for easier and faster permission management.

When permissions are inherited from some group(s), a corresponding mark will appear in the central column next
to the permission type.

The following types of permissions are available (each one can be defined separately):

e Server

e Playback: allows users to access recorded video, audio, VCA metadata and external data from
the specified server for those recordings that do not have corresponding channels in the server
configuration (i.e., orphan archive tracks)

e Export: allows users to export video clips and snapshots from such recordings
e Channel
e Live: access live video, audio, VCA metadata, external service data, external data (from Data
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Sources), send audio OUT and export snapshots from the live view mode

o PTZ: general PTZ control, preset and tour usage, preset and tour management OR
interactive control of CrossLink devices

e Playback: access to recorded video, audio, VCA metadata, external service data, external data
(from Data Sources), snapshot and video clip export from all playback modes, view and manage
bookmarks

¢ Restricted playback: same permission set with a time limitation**
¢ Uncategorized: back up and delete archive, protect archive from deletion, remove protection

¢ Push external metadata: if this user is used for an external service connection, make sure to
add this permission for the server to accept the external service metadata (e.g., analytics
bounding boxes)

e Trigger channel external event: if this permission is enabled, the target user account can be
used to trigger individual channel's external events

e External Service Group
e View live data: see the live data coming from the external services in the target group
¢ External service search: browse recorded external service data
e Layout
e View: see and use the layout in iSentryMMS Client
e Manage: delete or replace existing layouts via iSentryMMS Client
e Layout Group
e View: see and use layouts from the target group in iSentryMMS Client
e Manage: add new shared layouts from iSentryMMS Client and delete existing layouts
e Visual Group
e View: see visual group contents in iSentryMMS Client*
e Map
¢ View: see and use the map in iSentryMMS Client
e Webpage
e View: see and use the webpage in iSentryMMS Client
¢ Software Counter
e Access archived VCA metadata: see the counter in Reports in iSentryMMS Client
¢ Video Wall
¢ View: see and use the video wall in iSentryMMS Client
e Manage: change video wall contents via iSentryMMS Client
¢ User Button
¢ View: see and use the target user button to viewports in iSentryMMS Client and in iSentryMMS
Mobile applications

Starting from the software version 1.15.0, it is possible to grant individual rights for software counters. However, if
the Access archived VCA metadata permission has been given for the whole server, the target user or user group
will have access to all counters on that server, regardless of the individual counter permissions.

) *A visual group will only be displayed in iSentryMMS Client if the user has permissions to see at least one
visual group element.

**The permission sets under time-limited Restricted video playback and full Video playback are essentially
the same. The difference is that restricted access only allows users to access the last N minutes/hours/days of
the archive. Therefore, the two sets are mutually exclusive. The restricted interval is defined individually
for each server in the server storage settings.

When you have finished, click OK to save and exit.

Administrative Permissions

Administrative permissions for the resources, servers and connections can be managed via Administration profile
tab in the user management dialog box.
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' Giving a user at least one permission from the Console section will allow this user to log into the target
server via iSentryMMS Console. The corresponding resources will be available for configuration and all the
rest of the contents will be hidden.

The following types of permissions are available for per-user/per-user group configuration:

¢ Client
e Login via Monitor: connect to the target server via iSentryMMS Client application

¢ Login via Monitor without entering login reason: if unchecked, the user will be prompted to
enter a justification (comment) before logging in

e Login via HTTP: connect to the target server via Web client and from external services,
including LPR and FR

e Login via Mobile: connect to the target server from iSentryMMS Mobile and OS X app
¢ Console

e Manage folders, servers, users, permissions, networks, external services: enables the
user to access the configuration of the corresponding server contents

e Manage devices, device channels, visual groups, layouts, layout templates, video
walls, maps, data sources, user buttons, shared channels: enables the user to edit
existing and create new (if applicable) resources of the given type

e Manage recording: create and edit recording profiles, schedules and configurations

e Manage Event & Action rules: create, remove and edit events, actions and all the related
resources in the Events & Actions section, including mail servers, conditions etc., regardless
of permissions for the source items

e Access audit log and monitoring section: view all the information in the server Audit and in
the Monitoring sections

e Manage auto backup: access scheduled backup configuration

e Start wizard: allows users to run the quick setup wizard via iSentryMMS Console for step-by-
step configuration

¢ Remote upgrade: access the remote upgrade section of iSentryMMS Console, set up and do
the remote upgrade procedure

¢ Import configuration: load configuration from XML (from the old product version) and
import existing iSentryMMS database

Starting from version 1.13.0, there is an additional user permission under Administration profile: log into Monitor
application without entering login reason. If this permission is granted, users will log into the iSentryMMS Client
application as usual; if not, an additional prompt will pop up, asking them to enter a justification for logging into the
server.

Membership

Users can be grouped logically to make permissions management easier. Groups can overlap, meaning that a single
user can belong to multiple groups at once, and some groups can be nested - i.e., one group can contain one or more
other groups. In addition to own permissions, each user inherits permissions from all the groups he is currently in.

To manage user membership from the user configuration dialog box, double-click any user. This will open the
properties window, where you can switch to Membership tab. Here you can pick which group - or groups - this
user will be a member of.
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& User John Doe* - o IE3
& Details
Selected groups Available groups

2. Membership — e
TITLE ID TYPE TITLE ID TYPE

== Resources & Operators (125) User group & Built-in Administrators ... (3) User group
2 Local admins (127) User group 2 Admins (126) User group
Remove Add
OK Cancel

User membership

Double-click on groups or use the Add/Remove buttons below to move groups between columns. When you have
finished, click OK to save changes and exit.

Alternatively, you can select one or multiple users from the users list, then click the Assign group button on the
upper panel: a list of available groups will appear, allowing you to select one of the existing groups. After this, click
OK to add selected users to the target group.

Configuration T
’ = Newuser |- Edit Assign group [i] X 2 selected
= servers
TITLE I LOGIM MAME EMAIL
& Users & Built-in Administrator account (1) admin
B4 Devices ‘. John Doe (124) johndoe johndoe@em...
&L Admins (126)
33 Channels
&4 Built-in Administrators group {3}
Recordini
g g 2 Local admins {127)
Ed Layout templates A\ Operators {125}
Configuration
28 Monitoring
Recently updated, 1 Groups, 4 Users, 2

Select multiple users and assign them to a group

We strongly recommend grouping users and resources as it makes the permission management process much
easier. Individual user permissions can be combined with permissions inherited from multiple groups at once.

Permission Sets and Dependencies

Permission management in iSentryMMS is flexible and allows each individual user permission to be enabled
separately, thus giving the iSentryMMS administrator full control over the system. Sometimes, in order to give
enough user rights for specific use case, several different permissions should be granted. This section covers some
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examples and gives you an idea of what permissions may be related, as well as explains some peculiarities about the
permission management in iSentryMMS.

General

Administration profile permissions to manage maps, visual groups, live podcasts etc. include access to all channels
from the Edit dialog of these entities. For example, a user is granted permission to manage maps but does not have
any per-channel permissions: when creating a map, he will be able to put channel markers on it and associate these
markers with any channels on the server. At the same time, he will have no access to the channel management
whatsoever.

Allow a User to Add New Devices

In order to enable a user to add new cameras or devices of other types, it is necessary to grant the following
permissions from the Administration profile:

e Manage devices

e Manage device channels

This is necessary as devices and channels are related entities in iSentryMMS and a single Manage devices
permission is not enough as new channels are created automatically alongside with the newly added devices.

The Manage devices permission itself allows the user to change device settings (e.g., IP address, group membership)
and create new device groups.

Access Data from Third Party Services

To see the data from external services (e.g., LPR/FR recognitions, third-party integrations via HTTP API) in the live
view notification panel or search the past records, the following permission sets are required:
e Live:
e View live external service data (per-channel permission under View live video permission
group)
e View live external service data (permission for the external service group)
e Archive:
e External service search (per-channel permission under Video playback permission group)
e External service search (permission for the external service group)

This allows to cover the case when one channel belongs to several different external service groups.
Archive Backup

Archive backup permissions have the following logic:

e Make archive backups permission from the Administration profile allows Archive Backup Wizard login

e Backup archive per-server permission from the Video playback permission group grants access to the
orphaned archive tracks (recordings that exist on the server but do not have any existing channels in the
system configuration associated with them)

e Backup archive per-channel permission under Video playback permission group grants access to the
footage of the target channel via Archive Backup Wizard
Snapshot Export

For a user to be able to save multichannel snapshots from the Archive playback mode, the Export snapshots from
playback permission must be granted for all channels present in the layout.
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41 Anonymous User

Anonymous user is a built-in user account, which has been designed for unauthorized access to video streams via
HTTP API - a very basic example of iSentryMMS API usage.

Briefly, here is the procedure that enables you to get video via link:

1. Enable Anonymous user

2. Grant them permission(s) to view live channel(s)

3. Enable resource IDs in the iSentryMMS Console settings

4. Look up server IP and port, and channel ID to form the link

The procedure is described in more details below.
The anonymous user is disabled by default and does not have any permissions. In order to allow HTTP access:

¢ enable the anonymous user: double-click him in the user list, mark him as active, then save;
¢ add the View live video permission for this user in the properties of the target channel(s).

B Channel 3rd Floor Corridor* - o B
et Permissions
& Details
Selected users Permissions Available users
5* Members : T
TITLE TYPE PERMISSION TITLE TYPE
& Membership & anonymous User v View live video = A eva User

offf Permissions Listen live audio

View live VCA metadata
% Motion detector v

) Audio Clear

Apply OK Cancel

Add permission for the anonymous user to receive live view data

Now you can use a short link to receive live video feed over HTTP from your configured channels without
authorization.

[ N L= | B o]

mainStream x ik

+ i) | 192.168.1.83:8080/ publicLive/184/mainStream c L Search ff E ‘ ﬁ Q =

e

Live stream received with anonymous URL
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The link can be embedded, for example, into your own webpage to provide 'Live Cam' functionality.
0 HTTP link is built as follows:
IP:PORT/publicLive/<channel_id>/mainStream

where
e JPis server IP address or hostname,
e PORTis server HTTP port (8080 by default),

e <channel _id> is internal channel identifier, which can be looked up in iSentryMMS Console when
IDs are enabled in the application settings.

Example: 192.168.1.83:8080/publicLive/184/mainStream
o)

/& This functionality requires that Streaming Server is enabled (HTTP port is not set to zero in the target server
settings).

In order to see the channel identifiers in iSentryMMS Console, go to the application settings via main menu button
in the upper-right-hand corner and choose Settings. In the dialog box, enable the Show object IDs option and save.

# Settings

Z O
Settings

& General
Language

English v

| iShow features restricted by Iicenseg

v Show object IDs

o 0 T TR e T
controls visibilty of ject 1D

0K Cancel

Enable object identifiers in iSentryMMS Console

/, Starting with iSentryMMS Console version 1.25, you can also use all the available permissions for the
Anonymous user.

To add custom permissions to Built-in Anonymous user:

1. Go to Configuration -> Users -> Anonymous and double-click on it or click the Edit button.
2. Select Resources from the left menu and use the Permissions tab as with any other user.

Read more on how to manage Permissions.
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42 Streaming Server Configuration

The iSentryMM Streaming Server allows quick and easy access to your cameras via web browser and/or native
mobile applications.

iSentryMM Streaming Server is a part of iSentryMMS software integrated into the iSentryMMS core. It is designed
for video streaming to multiple web-browsing platforms such as Mozilla Firefox and Google Chrome. Some major
iSentryMM Streaming Server features are: video stream live view, archive playback, Pan-Tilt-Zoom control. The
iSentryMM Streaming Server optimises video streaming for web or mobile clients, to a degree dependent on
connection speed and device viewing capabilities.

i} iSentryMMS 1.27 Update: The Server Watchdog now automatically monitors the Streaming Server,
enhancing system stability and reliability. This integration ensures uninterrupted streaming and improved
performance, with no additional settings required.

A If you are using AD/LDAP user accounts for the Web client login, we strongly recommend that you turn
on HTTPS for enhanced security.

3

At this point, the recommended browsers (100% supported) for clients are Google Chrome and Mozilla
Firefox (under any operating system).

T

iSentryMM Streaming Server Configuration

iSentryMM Streaming Server configuration on the iSentryMMS Console side is simple and only consists of setting
up the HTTP port for streaming connections. To access the iSentryMM Streaming Server setup in iSentryMMS
Console, go to the Configuration section and then click Servers in the menu on the left; double-click the target
server to bring up the configuration dialog box, and switch to the Connections tab.

= server Showroom*® s o
Server
& Details® ~
VMS port
& Membership 60554

offf Permissions
HTTP port

8089
‘ Watchdog HTTP part, enter0 to disable

= Connections®

Enable client-server connection encryption
B Storage

0O Security policy
| Enable HTTPS

|_I!| Audit policy Specify ports for HTTPS connedtions
HTTPS port
9099

Digital certificate
## SelfSignedSelfGenerated Change...

OK Cancel

HTTP and HTTPS port settings under server connections

You only need to define a HTTP port for iSentryMM Streaming Server; the default port is 8080. On top of that, you
can secure your connection and use a HTTPS port for the same purpose. Secure HTTP will require a valid digital
certificate, either a self-generated (generate on the fly, will require trust confirmation everywhere) or issued by
authority (paid, bound to your domain).
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/*, Please make sure that your chosen HTTP port:

e is opened on the target server firewall;
e is properly configured for port forwarding on all intermediate network equipment, if necessary;
¢ isnot being used by any other application or service on the target server.

If you are using HTTPS with your own CA certificate (bound to your domain name), remember these
important guidelines for the mobile app setup:
¢ when connecting via local network, use server IP address

e when connecting over internet (4G etc.), use the hostname instead of IP (main domain must be the same
as in the certificate)

o if port forwarding is used (local HTTPS port is different from external), enter the port number as the
"Internet port" in the server connection configuration

-,
=
-

If you are using your own CA certificates, create a .pem file with your certificate chain as described here:
https://www.digicert.com/ssl-support/pem-ssl-creation.htm

[

This is necessary for the certificate to be recognized correctly by all HTTP clients - Web browsers and
iSentryMMS mobile applications. If you simply apply your CA certificate in iSentryMMS Console, there is a
chance it is not recognized because some applications require the entire certificate chain.

Then, apply the .pem file as the certificate together with your key when the importing certificate into
iSentryMMS Console.

Once you are done with the setup, click OK to save and close the dialog box.

Your iSentryMM Streaming Server will now be set up and accessible via local - and, if used, external - IP address.
You can immediately check if the connection is working: just open your browser and type: <local IP>:<HTTP port>;
for example, server configuration for the snapshot above will require 192.168.1.83:8089.

User Permissions for iSentryMM Streaming Server

If you are going to create a non-administrative user account for iSentryMM Streaming Server access (designated or
combined with other permissions sets), the following user permissions should be granted in the user properties
dialog box:

o for Web browser and API login: under Administration profile > Client permissions > Login via HTTP
(includes HTTPS)

e for the iSentryMMS Mobile access: Login via Mobile

o to allow editing HTTP connection properties: Console permissions >Manage servers (this will
automatically enable iSentryMMS Console login, and also grant access to other server settings)

In the Resources tab, select channels and features you wish to grant access to. There are separate permissions for
live and archive access, PTZ, audio, and bookmarks.

L User eva* - O S

Weer Administration profile

& Details*

User permissions

;?r_ Membership 1 —
(] PERMISSION

= Resources 3 Console permissions
0 Administration profile® 4 [EiChent permissions
Login via Manitor
v| Login via HTTP

v| Login via Mohile

Log into Monitor application without entering login reason

QK Cancel
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User permissions for iSentryMMS Mobile and Web browser login
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43 Streaming Server User Interface

iSentryMM Streaming Server provides HTTP connections for Web browsers and native iSentryMMS Mobile
applications, OS X Thin Client (similar in functionality to iSentryMMS Mobile), as well as services that use
iSentryMMS HTTP API, which includes Intelex Vision Ltd own external services (License Plate Recognition, Face
Recognition modules) and third-party integrations. While the Web browser client functionality is very basic,
iSentryMMS Mobile applications support many useful features, such as two-way audio, push notifications, mobile
edge recording, streaming from device camera to the iSentryMMS server and many more.

Authertication Required “-?-I

9 A usemame and password are bring requested by hbpa 182 1681 B3B0EY. The sibe says
“CMSSystem”
ke

Usar Pz

Pazownrd: sssddssdesas

[ oc ][ smce |

Authentication required

When configured, iSentryMM Streaming Server is accessible via browser from the server itself and from computers
on the local network, and, if system is not isolated, from the Internet. This is the simplest way to make sure your
iSentryMM Streaming Server is running and reachable. To access the iSentryMM Streaming Server, open your
browser and type:

<Server IP>:<HTTP port>

then press Enter. Your browser will connect to iSentryMM Streaming Server, and user authentication will be
requested: enter your user name and password to proceed.

) Starting with iSentryMMS version 1.14.0, you can also use your AD/LDAP user accounts for the Web
browser login. The user name should be entered in the following format:

domain.name\user.name

The field is case-insensitive, meaning that you can use either user.name or User.Name notation.

After logging in, you will see iSentryMM Streaming Server Web browser user interface:

¢ left menu: channel list and setup tabs
¢ main window: live streaming/playback area
¢ upper-right-hand corner: layout templates and layouts

¢ upper-left-hand corner: the iSentryMM Streaming Server logo; click the logo to extend viewing area by
minimizing the menu on the left

Access Permissions

The channel and feature availability depends on the user permissions; the built-in administrator has access to all
resources. For the Web browser connections, only HTTP connection, live, archive and PTZ access permissions are
applicable, as other functionality (e.g., audio) is not present.

In order to allow a user to connect to iSentryMM Streaming Server, go to Configuration section of iSentryMMS
Console, choose Users, then select the user or user group for editing and open the Administration profile tab:

¢ add the Login via HTTP permission to allow Web browser and/or HTTP API connections

e add the Login via Mobile permission to allow connections from mobile apps and OS X client

To allow channel access, add per-channel or per-channel group privileges in the Permissions tab:

o View live Video: enables live view

e Listen live audio: enables incoming audio (from the camera)
e Send live audio: send audio to camera (talk back)

e Control PTZ: pan, tilt and zoom controls

e Use PTZ presets: access to existing PTZ presets
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e Use PTZ tours: access to existing PTZ tours

e Video playback: enables access to recorded video data
e Audio playback: access to the recorded audio data

Additional permissions for the iSentryMMS Mobile applications:

o for User Buttons: the View permission allows you to see and use the user button

& User Johnny English*

User
’ Details
_..!,._ Membership

== Resources

Selected resources

TITLE I TYPE

33 Axis 215 PTZ o..  (118) Channel

Administer

| ReceiveData

AccessArchive
Mavigate

ControlDigitalOutput

Clear

Available resources

..1 UDP IPX3302..
a4 Vivotek IPB16..
a3 Vivotek PZ71...
a5 (Generic) ONV...
25 Grundig GCI-...
|38 Samsung SNP...

32 UDP IPX3302...

OK

- o El

TYPE

) Device

) Channel
) Channel
) Channel
) Channel

) Channel

Channel

Cancel

Set user permissions in order to see channels in iSentryMM Streaming Server

Channel, channel group and user button permissions can also be changed in the Channels section, by double-
clicking the corresponding channel or channel group in the list and then selecting the Permissions tab.
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Web Interface: Configuration

The menu on the left has two tabs: devices, which shows which channels are available, and setup, which contains
streaming settings. Click on the titles to switch between them.

Devices Setup

B Axis 215 PTZ on 192.168.3.4

i« Vivotek IP816A on 192.168.3.12
¢ Vivotek PZ7131 on 192.168.3.19
B¢ (Generic) ONVIF Compatible on 1¢
B Grundig GCI-H0522V on 192.168.:
¢ Samsung SNP-3120V on 192.168.:
i« UDP IPX3302HD on 192.168.3.53

Devices

The video sources are loaded in a single list. To start streaming from a particular device, select layout template from
the menu in the upper-right-hand corner, then click your desired viewport so that it is highlighted blue, and then
click a device from the list.

Devices

Show PT/Z control
Always

When selected
Never

Stream options
Main
Secondary

Auto
Setup

The Setup tab allows you to choose PTZ control behavior and configure stream options:

e PTZ controls:

e Always: if the camera supports Pan-Tilt-Zoom, virtual PTZ sphere will be always shown as
overlay control

¢ When selected: if the camera has PTZ capabilities, the virtual PTZ sphere will be shown when
the corresponding stream is selected

e Never: do not show PTZ controls at all, meaning that PTZ functionality will be disabled
e Stream options:
e Main: only the first (main) stream, [usually] of a larger resolution will be used for all devices

e Secondary: only the secondary stream (substream), [usually] of a smaller resolution will be
used for all devices

e Auto: the most appropriate stream will be selected automatically based on viewport size
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Web Interface: Streams

The Web browser client allows you to view live video and to play back recorded video from the available channels.
For live view mode, PTZ controls are available.

Live

To start live-streaming, select a layout template from the upper-right-hand menu (1x1, 1x2, 2x1 or 2x2), then click
your desired viewport so that a blue frame selection appears around it, and then choose the target stream from the
Devices list on the left. To replace the existing live stream, either select it and choose a device 'on top' of it, or click
the X button in the upper-right-hand corner of the viewport to close it and then assign a new stream to this
viewport.

Notice that some images may appear with horizontal or vertical black stripes at the sides: this happens because
image aspect ratio is maintained instead of it being stretched to fill the viewport. When the picture size is smaller
than the target viewport, there will be a black background on either sides.

192168312 _

PanTilt, 1920x1080 mpd

Live view with overlay PTZ controls
Each live view item contains the following information and controls:

e upper-left-hand corner: stream name (static info)

e upper-right-hand corner: archive playback (if applicable), presets button (click to load preset list), X
button (press to close the live stream and free the viewport)

e bottom-right-hand corner: PTZ mode (if applicable), stream resolution, stream codec
(MP4/JPEG/WEBM) (static info) and zoom mode ON (static info)

e centre: stream picture, virtual PTZ sphere (overlay control) (if applicable)

To pan and tilt the PTZ-capable cameras, use overlay PTZ controls: left-click and hold in the desired direction. By
default, pan/tilt mode is enabled for PTZ cameras: notice the PanTilt 1abel in the bottom-right-hand corner of live
view.

In order to zoom IN and OUT: first, scroll your mouse wheel DOWN to enable zoom mode - in the bottom-right-
hand corner, a Zoom label will appear. In this mode, virtual PTZ sphere works for zoom only: click and drag UP
(upper hemisphere) to zoom IN, and DOWN (lower hemisphere) to zoom OUT. To release zoom mode and go back
to the pan-tilt sphere, simply scroll your mouse wheel UP until the Zoom label disappears.

For some cameras, you may notice that the further you drag the cursor from the sphere centre, the faster the camera
goes: in this way, PTZ speed is controlled; however, for other cameras, only the constant speed is supported either
by software or device itself, and the pan/tilt speed will remain constant no matter what position your mouse cursor
isin.
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Archive Playback

If recording is enabled for the target channel, the stream overlay controls will include an archive playback button in
the upper-right-hand corner. Press the button to begin playback: the target stream will be displayed in single
channel mode. To switch back to live view, press the 'eye' button in the upper-right-hand corner; this will restore
your previous layout.

-Th| [-10m | |-1m | | -10s @ +10s | | +Im | [+10m | | +1h

Mon Feb 15 2016 10:42-16 GMT+0200

Archive playback view
Playback view contains the following information and controls:

e upper-left-hand corner: stream name (static info)

e upper-right-hand corner: 'eye’ icon to go back to live view, X button (press to close the live stream and free
the viewport)

¢ bottom-right-hand corner: timestamp (current time and server time zone shift)
e centre: stream picture
e centre bottom: playback controls

Overlay controls allow you to start/pause playback and jump back/forward by ten seconds, one minute, ten
minutes or an hour.
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Web Interface: Layouts

Layout templates allow you to choose viewport layout: 1x1, 2x1, 1x2 and 2x2 are currently available options.

Default layout templates

Click on any thumbnail at any time to immediately load the corresponding layout template on the screen. If there
are any active streams, they will be discarded. If the target layout template has been already used in the same
browser and cookies have not been cleared, previously used channels will be loaded; if not, an empty template will
be displayed.

If you wish to save the layout currently being displayed, click on the 'portrait’ button.

Layouts menu button

The layouts menu will appear, allowing you to save your layout under a user-defined name: enter the layout name
and click the Save button. Note that, at this point, only Latin characters [A-Za-z] and Arabic digits [0-9] are
supported for layout names; special symbols or characters from non-Latin alphabets are not allowed.

Current: 2 2

Default

StreetView

Layouts menu

From here, you can also load the previously saved layouts simply by clicking them; if your layout list is longer than
the menu window, use the mouse wheel to scroll down.

The layouts are saved in your browser cookies, so:

e iSentryMM Streaming Server layouts cannot be transferred to other browsers, user accounts or computers
¢ layouts are removed when browser cookie data are cleared
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44  Mobile Application for Streaming Server

iSentryMMS Mobile app for iSentryMMS servers provides mobile client functionality for smartphones, tablets, and
phablets. Its feature range is much wider than that of the Web browser client.
You can install the iSentryMMS Mobile application from Play Store (for Android users) or iTunes (for iOS users).
Supported OS:

e Android 10 and higher

e i0S 12 and higher

Starting with the iSentryMMS Mobile app version 1.19.x you need to have the iSentryMMS version 1.23 or higher.

Thin client for macOS has almost identical functionality. It can be downloaded from https://www.intelexvision.com.
Just as iSentryMMS Client, the mobile and macOS clients are free of charge and do not require any additional
license to run. Using these, you can connect to any of your iSentryMMS servers, provided that iSentryMM Streaming
Server functionality is enabled in their settings, as described earlier.

Below, you will find guidelines on your iSentryMMS Mobile configuration and usage.

Getting Started

Install iSentryMMS Mobile from the corresponding app store, or by following a link from our website
https://www.intelexvision.com.

Interface Overview

iSentryMMS Mobile user interface is mostly intuitive, you can interact with the app by tapping or long-tapping the
interface elements, and also by swiping.

In the top-left corner, you will find the application menu. It contains:

e Add server: an option to add a new server connection.

e Share servers: an option to share your existing server setup by sending the recipient server settings XML
file.

e Record camera: a possibility to record offline in-app video for further upload to any server.
e Settings: general application settings.
e Details about the app version.

Add server

Share servers

Settings

Close application

About

Initial application menu (horizontal layout)

After you connect to any server, the application menu will be replaced by the server menu containing server-
specific resources and actions:
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e View - columns x rows: channel arrangement for live view.

e FEvents: push notifications from the server.

e Bookmarks: channel bookmarks from all available servers.

e User buttons: any buttons for the current server.

e Stream camera: camera streaming option (device >> server).
e log out option.

View - 3x2
Events
Bookmarks
User buttons

Stream camera

Log out

Main server menu (horizontal layout)

The server menu also has a submenu 'three-dots (...)' button next to the server name. Apart from the Log out
option, it allows you to edit the connection settings (e.g., change the user account) without returning to the server
list. The "three-dots (...)' button is also present in other places within the app, and it offers extra options or actions.

Finally, wherever it is impossible to place the submenu button, a "hidden' drop-down menu is available. Long tap
any channel in the multichannel view to see the available quick actions.

) When running in the foreground, the app will prevent your phone from going to sleep, so the display will not
be switched off automatically. Keep this in mind and do not forget to exit the app or lock the device/turn the
display OFF when you do not need the app anymore.

When you first start iSentryMMS Mobile, you will have a demo server connection present by default: feel free to use
it for a tryout. You can start adding your own server connections at once but we recommend that you first review the
app settings and adjust them to fit your needs.

Settings

Tap the 'hamburger' menu button in the top-left corner to bring up the main app menu, then tap Settings. The
parameters here define global app behavior (for all servers); they are preserved as you upgrade the app but are
discarded if you uninstall it.

The settings are logically grouped for your convenience. Tap a category to access the settings:

¢ General
e Language: set application interface language here (matches device locale by default)

e Date format: set the date presentation format you want the application to use, e.g.,
YYYY/MM/DD

e Time format: set the time presentation format you want the application to use, e.g., HH:MM:SS
(24h)
e Timezone: choose between your mobile client or connected server time zone

e Timeline zoom: Pinch zoom (zoom timeline with two fingers)/Smart zoom (timeline zoom
depends on the scrolling speed)
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e Streaming
¢ Quality preference

e Auto: the most appropriate stream will be selected automatically based on the
connection

e Main: only the first (main) stream, [usually] of a larger resolution will be used for all
devices

e Secondary: only the secondary stream (substream), [usually] of a smaller resolution
will be used for all devices

e Display video statistics
e ON/OFF: defines if the video stream properties (FPS, bitrate) are shown for both
incoming and outgoing streams
¢ Decoder configuration: choose how the incoming streams will be decoded

e Hardware and software: software decoders will be used if required (warning: software
decoding is battery intensive!)

e Hardware only: hardware decoding modules available on your phone will be used
automatically (recommended for battery saving)

e Per codec configuration: choose decoding settings individually for each of the expected
codecs
¢ Icons: descriptive elements overlaying the video

e Show battery intensive decoder icon: the icon will appear in case a software decoder is
in use

¢ Device camera: settings related to your phone's camera; the first time you open this section, you will be
prompted to run camera detection

e Camera choice and preferences for the reverse streaming (device >> server) for both live and
offline recording modes

¢ Off: choose this if you do not plan to stream the device's video to the server
e Camera 1: main mobile device camera (normally, back camera)

e Camera 2: secondary camera (normally, front camera with less megapixels)
Resolution/FPS/bitrate/codec preference, microphone ON/OFF

e Preview: camera preview with the settings defined above

e Detect cameras: allow the app to retrieve your phone's camera configuration (detection may
take some time, making the app unresponsive - expected behavior)

e Stream device GPS location with video to server: when ON, the video streamed from the device
camera will be overlayed with GPS coordinates and the device marker will be displayed on the
geo maps if configured

e Offline video: settings for offline video recording (for further upload)

e Store offline video: choose whether you want to store the recorded files in the app
directory on the internal storage or on the external storage (SD card)

¢ Offline video storage limit: restrict the space available for recordings to 100, 200, or
500 MB, 1, 2, 5, 10 or 20 GB, or unlimited

e When no space left: the app can either overwrite the oldest file(s) or stop recording
new files

e Default video upload server: choose a server every time you upload the video or set
one of the configured servers to be the default destination

e Device configuration: network and other settings related to your phone (but not directly to its
cameras)

o Allow app/widgets to use: choose the preferred network type for the app and for the app
widgets separately

e WiFi only: the app will only connect to the server(s) if it is connected to a wireless
network (including servers available via VPN)

e WiFi and mobile data: the app will use both wireless networks and enabled data
services (3G/4G)

e Auto close timeout: interval in minutes
e Auto close application: Off, always after timeout, After user inactivity timeout
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e Widgets: all settings related to the app widgets (application extensions)

e Widget update interval: automatically load a new frame every 30 seconds, every 1, 2, 5, 10, or 15
minutes

e Allow widgets to use: WiFi only, or both WiFi and 3G/4G
e Panic server: choose the default server for streaming (panic buttons are widget-like buttons that

can be placed on the home screen; tapping the button will start streaming live video to the pre-
defined server (device must be registered on the server)

e Set up panic button: suggests to create panic button

/. When enabling a camera and turning ON sound, you may be asked to confirm permissions for the app to
access your phone's camera(s) and microphone. Select YES to grant access to these components if you wish to
be able to stream video and audio from your phone to the server and clients connected to it.

Settings

General

Streaming

Device camera

Device configuration

Widgets

Application Settings menu (horizontal layout)

To exit, tap the Arrow icon in the upper left corner, or use your device's Back button (software or hardware) or
gesture.

Add a New Server

Tap the "plus" button in the bottom right corner to create a new server connection. Alternatively, you can also tap
the main app menu in the top-right corner, and then select Add server. The following parameters should be filled in:
e Host: server IP or domain name from your iSentryMMS configuration
e Port: HTTP or HTTPS port to use (must match the one configured on the server side), 8080 by default

e Username and password: user account credentials to connect to the iSentryMMS server (corresponding
permission to connect via mobile must be granted)

e Server name: user-defined connection title (the value from the Host field will be used automatically if you
leave this field empty)
Additional options:
e Use HTTPS: use HTTPS over TLS instead of plain HTTP (the target server must have HTTPS enabled and
configured)

e Enable event notifications: turn ON push notifications from the iSentryMMS servers (notifications should
be pre-configured via Events & Actions using the Send event to client action)

o Trust all certificates from this session: accept all digital certificates provided by the target server (required
in case you are using a self-signed certificate on the server side)

e Set as startup server: turn this ON if you wish the app to connect to the target server upon startup: when
started, the app will load the server list and try to connect to the selected server automatically

e OAuth 2.0: Allows to enable OAuth with external authentication providers.
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€&  Addserver

Host

Port
8080

Username

Password

Server name (optional)

Add server

Use HTTPS

Enable event notifications

Trust all certificates from this session

Set as startup server

OAuth 2.0

Adding server menu options (horizontal layout)

When you are ready, tap Save to save the settings and exit the dialog box, or tap the "<-" Back to discard the changes
and simply go back to the main menu.

To edit the settings for an existing server connection, tap the 'three-dots (...)' menu on the right side next to the
server name, and then tap the Edit button that will appear in the drop-down menu. Use the Delete menu option to
remove any existing entry.

OAuth 2.0

If you want to use OAuth2.0 as an authentication method, you need to set an authentication

provider and Oauth user in the iSentryMMS Console and then enable this option in the iSentryMMS Mobile.
Make sure you are logged into your mobile device with the same user credentials as the user added via
iSentryMMS Console.

If your iSentryMMS Console is set properly, by setting OAuth 2.0 as an authentication method in the
iSentryMMS Mobile, you will see the notification with available providers at the next logon. Pick one you are going
to use and follow the instructions. Depending on your OAuth provider - you may be asked to input a security code or
verify your identity by the methods intended by your mobile device account security options.

Live View
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Tap your pre-configured server in the list to establish a connection. If you are using HTTPS with a self-signed
certificate, you will have to confirm that you trust the server certificate.

When you connect to a server, the live view mode is loaded by default. If you have already connected to the selected
server previously, the most recent live view layout will appear. Each channel's name will be displayed in the top-left
corner of the picture, together with video stream properties - codec, bit rate, frame rate, and resolution; stream
statistics can be turned OFF via app settings (see above).

Tap any camera live view video to switch to the single channel view. Tap the "<-" Back button in the upper-left
corner to return back to the channel list. In both multi- and single-channel views, you can swipe up and down to
switch between channels. In the single-channel view, they will appear one by one. In the multi-channel view, the
new portion of channels will be shown.

You can change the multi-channel layout by tapping the server menu in the upper left corner > View > choose the
desired layout (1x1, 2x1, 2x2, and 3x2 options are available).

Emulations 1*

FR Emulation #2 i 3 B POS Emulation Channel - y Weather

H264 | 19.5 KiB/s | 16 | 16 | 1280x720 b A" MJPEG |0 bytes/s |0 0]0x0
Ry 1= i i

Front Parking - 1“1‘ | 3 REITH LPR West Reith Street
2688x1520 e H264 | 1.1 MiB/s | 24 | 24 | 1920x1080 H265 | 331.7 KiB/s | 21| 19| 1920x1536 |

4

Swipe left/right (while holding the device horizontally) or up/down (for vertical mode) to scroll the channels.

Multi-channel live view (horizontal layout)

You can pinch the picture to zoom IN/OUT (digital zoom). A tiny picture-in-picture preview will appear in the
upper left corner of the viewport. Tap it to reset the DPTZ to the 1:1 zoom level. You can navigate around
the zoomed-in image by dragging two fingers over the display.

< Front Parking 2023

H265 | 82.3 KiB/s | 20 | 20 | 2688x1520

Single-channel live view (horizontal layout)
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Tap any channel to replace the currently displayed layout with a single-channel view with extra controls.
The available controls are:

e Bottom-left corner:

e Camera icon: take a snapshot. Tap to save the currently displayed frame onto your device. To
find your Snapshot on the Android device - go to the Photos app -> Library -> Pictures folder,
and on the i0S device you will be able to find the snapshot in the Photos app, in the most recent
photos.

e Speaker icon: audio IN (from the camera). Tap once to enable incoming audio (the icon will
turn blue), and tap once again to stop. The icon will only appear if the target channel has sound
enabled.

e Microphone icon: audio OUT (talk to the remote camera). Tap once to start sending audio
back to the camera (the icon will turn blue), and tap once again to stop. Note: you do not need
to tap and hold the mic icon, like in the regular iSentryMMS Client application, simply tap once
to enable audio streaming. This icon will only appear if the related functionality is available.

e Bottom-right corner - three-dots (...) menu:

e Show PTZ controls: toggle PTZ controls (for PTZ-capable cameras). While having overlay PTZ
controls ON:

o tap/long tap inside the sphere to pan and tilt (the closer you tap to the sphere edge,
the faster the PTZ speed will be).
e tap/long tap the ends of the zoom bar to zoom IN/OUT.

e PTZ presets: tap to see the list of available PTZ presets; tap any to make the camera go to the
specified preset.

e PTZ tours: tap to see the list of available preset tours; tap any to start the tour; tap Stop PTZ
Tour to terminate any currently executed tour.

e (Cast to device: tap to cast the current channel to one of the available Chromecast devices.

e Create bookmark: Create the bookmark and add the title and the description.

e Maintain aspect ratio: toggle aspect ratio (original/stretch to fit); the setting is applied to all
the channels.

< FrontParking 2

H265 | 168.9 KiB/s | 19 | 19 | 2688x1520 === = e = Show PTZ controls .

PTZ presets

PTZ tours

Cast to device...
Create bookmark...

Maintain aspect ratio .

Single channel options menu (horizontal layout)

Tap the picture again to switch to the full screen (remove extra controls). You can still swipe up/down (or
left/right for the landscape screen orientation) to switch between channels.

! PTZ Tours button will only appear if the target camera has at least one tour configured. PTZ tours can be
created and managed via the iSentryMMS Client application.

While in this mode, you can swipe left or right to load the previous or next channel in the list. Long tap on the free
space (where there is no stream) or on the stream itself (when PTZ controls are OFF) to bring up the list of all the
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available channels. Swipe down and up to browse the list, and tap any channel to display it.

Server Menu

You can find the server controls in both, the upper-left corner "hamburger" menu and the upper-right corner -
three-dots (...) menu. The Left and right menu offers different controls over the server. The left menu offers:

e View - columns x rows: tap to open layout selection. The layouts currently available are: 1x1, 2x1, 2x2,
3x2. If a larger layout has been selected, existing channels will be mapped automatically and all the extra
slots will appear blank. To add more channels, tap the "Cameras" button and pick one; all the slots will
become marked with blue frames, tap any of them to place the new video channel there.

e FEvents: push notifications from the target server (configurable via Event & Action section in iSentryMMS
Console).

e Bookmarks: channel bookmarks from all the available servers.

e User buttons: tap a user button to trigger the action assigned to it (see below for details).

e Stream camera: send the video stream from your phone's camera back to the iSentryMMS server.
e Log out option.

You can manage Channel order and create and manage Channel sets by selecting the three-dots (...) menu from the
top right corner:

e Modify channel set: By marking items in the checkbox list, you can select which Channels to display for
the current configuration. To Save or delete your configuration - navigate to the three-dots (...) menu
inside the Modify channel set and Save or Delete channel set.

o Delete channel set: Delete the current channel set configuration.

e Reset channel order: resets order in which channels are represented in the multi-channel view to default
order.

e Select another channel set: Allows to switch between pre-configured channel sets.
e Open single channel: Allows to select and open a particular channel from the channel list.

e Maintain aspect ratio: (on/off) allows to enable/disable default aspect ratio for all the channels in the
multi-channel view.

= All channels 1

= I Modify channel set...
CBC (Ganz) GANZ GenStar Series on 192.168.3.47 EmulationVideoChannel

MJPEG | 15.0 KiB,fs.l\0\64_0x480 \ H264 | 537.4 KiB/s | 24 | 24 | 128(
i ) = Delete channel set...

Reset channel order

Select another channel set...
EasterEggSim

H2e4| 4.1 MiB/s (0|11 1520105 By an single channel...

Maintain aspect ratio .

Multi-channel server view (Horizontal layout)

Stream Camera

It is possible to send the video captured by your phone's main or front camera back to the iSentryMMS server for
further live view on other connected clients and also for server-side recording. To do so, you need to add your mobile
device to the iSentryMMS configuration and then confirm it in your app.

First, go to your server configuration via iSentryMMS Console, go to the Configuration section and choose Devices
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from the menu on the left. On the upper panel, click the + New device button in order to create a new device; enter
your desired name and set the Model to (Generics) - External Source, then save. Note the value appearing in the
Code field: you will need to enter it into your app.

Next, go to your app -> server list -> tap Settings in the top-left hamburger menu, find the Device camera in the list,
and choose your video preferences; the contents of each item may vary depending on your mobile device
capabilities:

¢ Device Camera:

e Camera -> Configure camera: select which camera to use (primary/secondary), set Codec,
Resolution, Bitrate, FPS, and microphone.
Detect cameras: Use this if no cameras are shown in the camera menu item.
GPS: Stream device location with video to server (on/off).
Store offline video: You can pick from the list where to save offline video.
Offline video storage limit: pick from the list how much memory you want to allow for online
video.
When no space left: You can decide to overwrite the oldest video or just stop the recording.
Default video upload server: Select to which server to upload the recorded offline videos.

After the camera is set for the streaming - you can start streaming to the server by selecting Server from the Server
list, then go to the top-left "hamburger" menu and select Stream camera. You will see the video stream preview and
the round button in the bottom-middle part of your device screen. Tap this button and the video will be streamed to
the server. The button will change its appearance to the red dot "recording” button. To stop streaming tap on this
button.

H264 | 339180 | 29| 29 | 1920x1080
T

Streaming Camera view (horizontal layout)

) For Android 6.0 and newer, you may need to go to your mobile device's system permissions and explicitly
allow iSentryMMS Mobile to use the camera in case you were not asked for this permission or if you have
chosen to deny access to these components.

You can now manage this stream as a usual channel in iSentryMMS Console meaning that you can record both video
and audio from it, analyze it for motion, etc. To remove this entity, simply delete the device via iSentryMMS
Console.

) If you re-install the application on your mobile device or update it to the next major release version, you will
need to go to the iSentryMMS Console and add your mobile device anew, basically, following the algorithm of

adding a new device, or go to the device settings and click Reset near the Code field to generate a new code,
then enter the new code in your app.

Panic Button

Once you have registered your phone on the server, you can set up a panic button on your mobile device. This

©2024. Intelex Vision Ltd All Rights Reserved.
227



iSentryMMS Expert Administration Guide

button is placed on your home screen and, when tapped, initiates live streaming to the pre-defined server
immediately - you do not need to open the app and search for the server. To set up this panic button, go to the

mobile application settings and:
o define the panic server where the stream should be sent in the Application main menu -> Settings ->
Widgets ->PanicServer.
e create a panic button and place it on the home screen.

/. N.B. Each time iSentryMMS Mobile is updated, make sure your streaming camera is still connected to the
server. If not, go to the iSentryMMS Console and add your device anew.

To create a Panic button on your Android device:
¢ tap and hold on your device home screen, on the free space until the widget dialog appears.
o find iSentryMMS Mobile widgets in the widget list and expand the menu.
¢ tap and hold the iSentryMMS Mobile panic button, then place it on your home screen.

To create a Panic button on the i0OS 12 and newer device:

1) Open your Shortcuts app (https://support.apple.com/en-us/HT208309). You will see the list of existing shortcuts
and an option to add a new one. Tap the Create Shortcut button.

Fp S 1517 -y 1597

My Shortcuts New Shortcut @

& Add Action
What?
Ot b Create Shortcut
] & s
10S Shortcut app, step 1

2) Tap Add action, or just locate the app in the Search for Apps and Actions field by entering the mobile app name
until it appears in the list. Tap the app icon. You will see the list of actions available for that app: for our mobile

application, there will be the Panic Button item.
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i0S step 2, adding an action
3) Tap the Panic Button item. + and ... icons (Add New and Details) will appear.

Mo A A5t e 15-48 -
———— e Cance Mext
" New Shortcut @
a Panic Button D o
Panic Button

10S step 3, adding the Panic button

4) Tap the three dots (...) Details icon in the upper-right corner to change the panic button icon appearance and
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name. Tap the Add to Home Screen option to add the shortcut to the home screen. If you don’t add it to the home
screen, the shortcut will only be available from the Shortcuts app or from the Today View. Tap Done to exit the
shortcut properties. The button will appear in the list as the newly added shortcut.

o SR [ - 2
£ Back Hew Shortcut Dane
Details Done
o >

B heyPanic L] Just say ~Hey Sirl, MyPankc” to rin thie shorcut

Add 1o Home SCreon

Show in Wicget O
Show in Share Sheat
Impart Queestions
agiwlelrlt]lyluliloln
Shortcuts Help T e Tl T B TEE B DR BN

i0S step 4, button appearance and placement

5) Tap Done again to finish adding the shortcut. The newly created shortcut will appear in the list in the Shortcuts
app and will become available in your Today View (the section that appears when you swipe to the left edge of the
screen).

6) Exit the Shortcuts app. Your Panic Button will appear on the home screen: tap it to start transmitting video to the

W
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Added Panic button on the 10S screen

Archive Playback

To switch to the playback mode, tap the Live/Archive switch on the top-right corner in the single channel view. You
can navigate through the archive playback. In the top-middle of the screen, tap on arrows around the date to move
in the steps of the whole day.

In the bottom-middle of the screen, there are standard playback symbols to play or jump to the beginning or the end
of the recording, navigate by minutes, or tap on the timeline and provide year, month, date, and time if you know the
exact moment you are looking for. The default value for the time step interval is 1 minute. You also can change this
interval by holding +1M and -1M for a short time. The list with available time intervals will appear (5 sec, 10 sec, 1
min, 10 min, and 1 hour). Tap on your preferred time step interval to use it with a single tap.

You can adjust the playback speed by tapping the circle with the number and _x_ symbol in the right-bottom corner
near the three-dots (...) menu.

In the right part of the screen, there is Main stream/substream indicator. You can tap on it to switch between

streams.

€ StreetView < 2023/09/21 > ARcHIVE C @

H264 | 1.3 MiB/s | 42 | 29| 1920x1080

i

T

F
2
E

Main stream

Initial view for the archive playback mode (horizontal layout)

You can find additional controls for the navigation inside the three-dots (...) menu in the right-bottom corner of the
screen.

Jump to time: allows to pick up the exact date and time for the playback.

Jump to channel events: allows to pick the event directly from the channel event list if any exist.

Jump to channel bookmarks: allows to navigate directly to the bookmark if any exist.

Previous and Next controls: allows to set icons around the Play button to move by frame, bookmark, or
Motion event.

Create bookmark: provide an option to add a bookmark with a Title and its description.

Maintain aspect ratio: (on/off) allows to maintain proportions of the video or stretch it to the proportions
of the screen.
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& StreetView < 2023/09/20 » ARcHIVE (@
H264|2.2 MiB/s | 0| 0] 1920x1080
Jump to time...
Jump to channel events
Jump to channel bookmarks
Previous and Next controls...

14:2§ 14:28:02 Create bookmark...

Maintain aspect ratio .
N

Archive playback menu options (horizontal layout)
Widgets

Widgets are information elements that can be placed on the home screen on Android devices and in the Today view
on iOS devices. Individual channels that require frequent monitoring can be placed as iSentryMMS Mobile widgets
with moderate or low (from twice per minute down to four times per hour) refresh rate so that you do not have to
open the whole app each time you need to check the channel. For channels accessible via the Internet, this means
you can monitor them even if you are in a remote location on 3G or 4G: relatively low frame refresh frequency does
not use much bandwidth. You can also limit widgets to use WiFi connection only.

The general steps to add and use a widget are the following:

¢ add as many widgets as you need, one widget per channel,

e go to iSentryMMS Mobile app settings and set widget update and network usage preferences (for details,
see the Settings section above),

e assign channels to widgets.
To add a widget on an Android device:

e tap on a blank space on the home screen and hold for a couple of seconds until the menus appear,

e tap the Widgets menu at the bottom of the screen, locate the iSentryMMS Mobile widget, and then drag it
to the desired place. Widget of default size (2x2 cells) will appear with a Slot not configured message
inside:

e drag the orange borders to adjust the widget size, then tap outside the widget to exit the
adjustment mode (you can change the widget position and size at any time later by long-tapping
the widget and then moving it)

e tap the widget once: iSentryMMS Mobile application will open, allowing you to choose the
channel,

e then, in the iSentryMMS Mobile app:
e go to the app settings before connecting to the server and choose how frequently the widgets will
be refreshed, and also their network usage preference (see the Settings section above for details),

e connect to a server of your choice, choose Camera to widget from the main menu, then tap a
channel to choose it (all channels will be highlighted with blue frames, swipe left or right to load
more channels to choose from), and then choose a widget slot from the list by tapping it, too (the
slot may be empty or already contain a channel),

e go back to your home screen: the assigned channel should now be present in the widget, with the channel
name in the top left corner, slot number in the bottom left corner, and last refresh time in the bottom right
corner.

To replace the channel, follow steps 3-4 above; to remove the widget, simply tap and hold it until the menus appear,
and then drag and drop it onto the Recycle bin icon. Tapping a widget will result in opening the corresponding app,
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as described above.
To add a widget on an iOS device:

e swipe down over the Home screen, Lock screen, or Notification Center to bring the Today view screen,
scroll to the bottom to reach for the Edit menu, tap Edit,

o locate the iSentryMMS Mobile app and tap the (+) sign to the left of it: the app will be added to the list
above,

e tap Done when you have finished; the widget will appear under Widgets, allowing you to add and resize
the slots - tap any slot to open the iSentryMMS Mobile app,

e then, in the iSentryMMS Mobile app:

e go to the app settings before connecting to the server and choose how frequently the widgets will
be refreshed, and also their network usage preference (see the Settings section above for details),

e connect to a server of your choice, choose Camera to widget from the main menu, then tap a
channel to choose it (all channels will be highlighted with blue frames, swipe left or right to load
more channels to choose from), and then choose a widget slot from the list by tapping it, too (the
slot may be empty or already contain a channel),

e go back to your Today view: the assigned channel should now be present in the widget, with the channel
name in the top left corner, slot number in the bottom left corner, and last refresh time in the bottom right
corner.

You can drag widgets to rearrange them in the Today view; tapping a widget will open the associated app. To remove
a widget, go back to the widget list in the Today view, as described above, and tap the (-) sign next to the
iSentryMMS Mobile name, then tap the Remove button. If you remove the widget and then add it anew, it will retain
its view (slots).

User Buttons

User buttons are software buttons, controls used in iSentryMMS Client and iSentryMMS Mobile for manual event
triggering: upon clicking or tapping a user button, the action associated with it is triggered. The action, the user
button itself, and the rule that makes the user button work are all pre-configured via iSentryMMS Console; see
corresponding sections of the server management manual for details.

If you are connected to a server that has configured user buttons and your user account has permissions to use them,
the buttons will be available in the app. To access them, tap the main menu and choose the User buttons. Then,
choose the button you want to use and tap it: the associated action will be triggered and you will receive a
confirmation at the bottom of the screen.

Events

iSentryMMS Mobile app allows you to receive push notifications from the iSentryMMS server once they have been
set up via iSentryMMS Console Event & Action management.

In order to do this, create an action of the Send event to client type via iSentryMMS Console and enable the Display
event in mobile application option, then attach this action to your desired event in the Rules section. When creating
the rule, do not forget to set the target channel for it: the notifications will appear for that particular channel and
their availability can be controlled via channel access permissions. It is possible to limit the reception of the
notifications to certain user profile or user group. You will find more details on how this is done in the Events &
Actions section, under Actions.

Triggered notifications will immediately appear on the mobile device(s) that have iSentryMMS Mobile app installed
with the target iSentryMMS server configured (connected user account must have permissions for the target
channel). The app itself may be not running: events will pop up as regular text message notifications. If the target
mobile device is offline, the notifications will arrive shortly after it re-connects to a network that provides the
required server connection.

Offline Camera

iSentryMMS Mobile app provides an option to make offline recordings and then upload them to the preferred
server. The video can be recorded from the device camera in the app and stored as long as required until the server
connection is available.
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To enable this, you first need to:

e set up the target server connection in the app
e choose your camera preferences

e register your smart device on the iSentryMMS server as External Model as you would do for live streaming
from the device camera

¢ enable Edge Recording for the newly created channel

You only have to do this once for each device (unless you re-install the app). From then on, you will be able to record
as many video clips as you wish, and then upload them to the target server.

If you do not have paired your device with the server yet, go to your iSentryMMS server configuration via
iSentryMMS Console, go to the Configuration section and choose Devices from the menu on the left. On the upper
panel, click the + New device button in order to create a new device; enter your desired name and set the Model to
(Generics) - External Source, then save. Note the value appearing in the Code field: you will need to enter it into

your app.
Next, go to your app -> server list -> Settings -> Device camera in the list and choose your video preferences; the
contents of each item may vary depending on your mobile device capabilities:

e Camera: back/front (primary/secondary)

e Codec: H.264/H.265 (depends on device capabilities)

e Resolution: [the actual list depends on the mobile device's capabilities]

e FPS: from 10 up to the maximum allowed by the device

e Camera Microphone: disable/enable sound

To start offline recording - go to the Channel list, tap on the top-left corner "hamburger" menu, and select the
Record camera.

Rotate your device the way you want to hold it during the process and tap the Start recording button: it will turn red
indicating that the recording is happening. Tap it again to stop: a new file will appear in the list and the camera
preview will return to live.

H264 | 486867 |30 | 30 | 1920x1080

X Close - S Archive

i __dbe

Recording camera (horizontal view)

In the right-bottom corner of the screen - tap the Archive button. You will find the list of the offline recordings. To
replay the recording - tap on the recording you want to replay. The video file(s) will be uploaded to the selected
iSentryMMS server and stored as an edge stream for your device's channel. Do not worry if the upload is
interrupted due to network issues: the upload will resume as soon as the connection to the target server is available
again.

GPS Tracking

Starting from the iSentryMMS Mobile version 1.7 and iSentryMMS version 1.8.0, it is possible to send the GPS
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coordinates of the smart device to the iSentryMMS server. The coordinates are then displayed on the top of the Live
and Recorded video, and they are also used to trace the device on Geo maps.

(]

[llive [> Playback 3I5FSequence [@]SmartSearch [\ Alerts Library  EEH Video Wall Data Sources [ols Reports [ E-VA/LPR (Y = Connection (1 servers)  file

Pl = Oberving » droid cam

ROISIEESE N So

2 nesa manp sors 27mos

GPS coordinates displayed on the top of the video stream in the iSentryMMS Client
Setup:

¢ enable GPS data in your app settings

e register your device on the server as described above in the Stream Camera/Offline Camera sections so
that it exists in the server device/channel configuration

e create a geo map on the server via iSentryMMS Console

e place a camera marker on the map, set your smart device as the target Channel, and enable Track
location in the Properties tab
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@ Geo map AndroidCamGPS* -
Gep map

& Details
" R =8 PrpT = m| Properties
2. Membership o
-ﬁ Permissions
Channel B android cam (28;|| Change...
Q Marking® ) lcon - Change..
Icon color —
b lcon outline
Icon size 100%
Verr
Title color —
Title size 100%
» Title outline
. skaty e
Radius 1000
Rotate icon v
Show sector W
et Sector color —_
anevel,
Use indicator color
Indicator P none Change...
b Coordinate 24.355666023183858, 57.011464447....
Track location v
e T R e ( )
|© OpenstresthMap corl |
Apply OK Cancel

Example of the Geo maps configuration from iSentryMMS Console

Now, if you move and stream video from your phone to the iSentryMMS server, the marker on the map will move as

well, displaying your location. GPS coordinates will be shown on top of the live video stream and also when it is
played back. Note that for the offline recorded stream (clips recorded and then uploaded to the server) the
coordinates will not be displayed.
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45 RTSP Streaming Server

RTSP Streaming Server
Sometimes, you must provide a live stream from the camera to the third-party software or a remote system without
giving access to the iSentryMMS itself.

It is possible with the iSentryMMS RTSP streaming server. This chapter will guide you through enabling the
streaming server and setting streaming for the specific channel inside the client.

You will need to:

1. Enable RTSP streaming inside iSentryMMS.
2. Add permission for the remote user to access this stream.
3. Provide the correctly formed streaming link to the client.

Enabling the RTSP Streaming Server

The first step is to allow iSentryMMS to stream video over RTSP. To do so, go to:
1. iSentryMMS -> Configuration -> Servers

2. Select the server you want to stream from and double-click it, or locate the Edit button at the top of the
Server subsection and click it - this must bring the selected Server settings pop-up window.

3. In the left subsection of that pop-up window, locate and click the Connections tab, scroll to the bottom of the
right subsection, and find an input field named the RTSP port at the very bottom of the subsection.

The default value for the RTSP port input field is 0, which means streaming is disabled. To enable streaming, you
need to provide the port number.
The ports that the iSentryMMS may already occupy, so you should avoid them:

e 8080 - standard HTTP port,

e 8082/83 or 8090/92 - may be occupied by external analytics,

e 554 - standard RTSP port may be occupied by the for other purposes

The recommended port is 8554. Since the iSentryMMS does not use this port, this must help avoid conflicts.

@ Configuration > Servers anin . C BB

= Server Global Server

Configuration 2 .
g 4 o Server Connections
’ Details Enable multicast mode
& Networks = Glof M Membership Client-server connection encryption

) none i
[ External services off Permissions

B Failover dusters ':1 Connections > HTTP port HTTP port

L Users & Watchdog 8080 8080

B4 Devices B storage Enable HTTPS

for HTTPS connections
B Channels B

SNMP port
@ Recording B Two-factor authentication 5
@ Maps A Authentication providers 5

SNMP communi
[ Layout templates M Audit policy kl

Configuration [Er External audit

% Events & Actions §> External databases

M Bookmark policy

a’ Monitoring

|’ Audit oK

Cancel

Example of the recommended RTSP port settings.
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After providing the port, confirm your selection with the Apply and OK buttons. After that, your RTSP Streaming
Server is enabled.

/i If the streaming server does not start after port is enabled, for some configurations it may be necessary to
restart your iSentryMMS server after adding the port.

Providing Permissions to the Remote User

The server is already streaming, but you must grant permission to access the stream. To do so, go to:
1. Configuration -> Users, pick a user you want to provide access to the RTSP stream and double click it or
locate the Edit button on top of the Users subsection and click it.

2. Inside the new pop-up window, select Administration profile. Find the Login via RTSP checkbox under the
Client permissions section and mark it.

@ Configuration > Users adin & C
L User Sasha
Configuration
et Administration profile
= Servers
& Details o1
& Networks User permissions

B Membership
L]

[ External services

& Resources Manage G5M modems Built-in Administrators group (3) !
B Failover dusters qummistration proﬁle> ' Manage MQTT clients Built-in Administrators group (3)
v Manage quick access items Built-in Administrators group (3)
<D Time-hased access

B¢ Devices Manage schedules Built-in Administrators group (3)
v/ Manage Modbus clients Built-in Administrators group (3)
™1 Channels

4 (m] Client permissions
@ Recording

Login via Monitor Built-in Administrators group (3)
@ Maps ! Login via HTTP Built-in Administrators group (3)
=] Layout templates ! Login via Mobile Built-in Administrators group (3)
vl Login via RTSP

Configuration Do not display OSD watermark
% Events & Actions v Do not use two-factor authentication Built-in Administrators group (3)

» Log into Monitor application without entering login reason Built-in Administrators group (3)
I Monitoring

(] * P
[y Audic :

OK Cancel

Adding User permissions.

Now, you can access the RTSP stream by providing the login and password to the client software you want to use to
watch that stream. More details on Users can be found in the corresponding manual section.

Forming Streaming Link

The way you form the link to the stream will depend on the client you use to watch the stream, but for any
configuration, you will need to know:

1. Streaming server IP address
2. Port, you assigned for the RTSP streaming
3. Channel ID you want to stream (You can find it under Configuration -> Channels, ID column)
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@ Configuration > Channels admin &, C _

Comiaon | | =k Create channel group Edit B&
1 Users = T
Assign main stream recording configuration |~ Assign group Disable
B4 Devices
Create replication Show video X 1 selected
TITLE @ DEVICE
@ Recording = Hiki2 (134) @4 Hiki2 (133) i
Q Maps T HikiEntrance HikiEntrance (129)
e o 7 T HikiEntrance 1 (160) WM HikiEntrance 1 (159)
Configuration B 1-Pro_deyes 1 (174) @4 |-Pro_deyes (173) %
4 Events & Actions < el e 7 e rei £o E _
m- Monitoring | | Channels, 9 |
I_I_I_|'Audit Enabled, 9 -i
Structured view : 9 filtered ¥

Finding Channel's ID.

/. If you do not see the ID column inside the Channels, find the "hamburger" menu at the top-left side of the

iSentryMMS Console, find the Settings, and mark the Show object's IDs checkbox.
Link template:

e rtsp://user:password@Server_IP:RTSP_port/channel_ID/live/stream_type (main or substream)
Link examples:

e rtsp://@127.0.0.1:8554/130/live/main
e rtsp://user:password@127.0.0.1:8554/130/live/main
e rtsp://user:password@127.0.0.1:8554/130/live/substream
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& Open Media — >

¥ File e Disc = Network 2} capture Device

Metwork Protocol

[] show mare options

Play |« Cancel

The Streaming link example inside the VLC player.

If you want to share the stream outside your local network, you must set port forwarding for the port you like to use
for streaming. Please consult your network administrator for such cases.
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46 Cloud Connector Settings

(BETA Version)

Overview

Introduction

Welcome to the iSentryMMS Expert Cloud connector beta program! We are excited to introduce a new feature for a
secure and simple way to share your server connection with the remote iSentryMMS Client or iSentryMMS Console.

Cloud connector is a service that allows you to connect to remote iSentryMMS without configuring port forwarding
on either side. The cloud service is available for iSentryMMS Console and iSentryMMS Client applications that
connect to iSentryMMS servers. Other applications and iSentryMMS Federation systems are not supported at this
point.

/. PLEASE, CONSIDER THAT YOU ARE USING BETA VERSION OF THIS FEATURE. WE CAN'T
GUARANTEE IT'S STABILITY. ALTHOUGH WE ARE HAPPY TO RECEIVE YOUR FEEDBACK THROUGH
OUR SUPPORT ENGINEERS, SOME ISSUES MAY BE RESOLVED ONLY WITH THE NEXT RELEASES.

This service is available thanks to the rendezvous server provided by the cloud server. The cloud server helps you to
establish a connection to remote iSentryMMS Expert servers behind NAT without opening/forwarding ports on the
router(s). The traffic exchange then goes directly between the VMS client and the VMS server and does not go
through the cloud connector server.

Use case example: iSentryMMS Expert is part of a complex and secure network, and it is too complicated or even
impossible to permanently open certain ports on the router and the firewall. Cloud connector uses random ports to
establish the connection utilizing UPnP technology.

Configuration steps:

1. Register your iSentryMMS Expert in the cloud
2. Add server connection on the remote client (iSentryMMS Client or iSentryMMS Console)
3. Unregister the server when you no longer wish to access it remotely

Installation and Setup

Pre-requisites

Before you begin, ensure your system meets the following requirements:

e VMS software: Preinstalled iSentryMMS Expert 1.28

¢ Operating System: Windows 10 or later.

e Hardware: A modern CPU (Intel i5 or equivalent), 8GB of RAM, and sufficient storage space.
e Network: A stable internet connection is needed.

Server registration

After installing or upgrading the software version, open iSentryMMS Console and then open the Cloud connector
dialog box from the main application menu (top right corner button).

In the Local server tab:
1. Click the Register server button
2. Choose authentication mode (Google account/Microsoft account/Apple ID)*

3. Sign in using the chosen method
4. Wait until iSentryMMS Console registers your server in the cloud

*Your account data will not be stored on the cloud servers. The selected sign-in method will only be used to verify
your identity and to group servers under the same account.
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® cloud connecto o

== Lioud co ECU -

Cloud connector

=% Local server

. 2T —
2 Connection = Registering server -

© sStatus

Cloud URY e
Registering L3404
https://co

Cloud url (to

Cancel

Server is Now

u
q
g

OK Cancel

Registering the Cloud server

2. Select your authentication provider and switch to your browser.

¢ M 23 accounts.google.com/signin/cauth/id?authuser=2&part=AJiBhAPgHehdesm2:x3PNQLuyuw NGKAWI4sYgjRrjmVAS

G sign in with Google

By continuing, Google will share your name, email address, language preference,

Sign in to VMS Registration aml profle picture with YMS Registeation Pertal See VM ogitiation Partafs
Privacy Pelicy and Terms of Service.
Portal

You can manage Sign in with Google in your Google Account

e sashastests@gmail.com

Cancel I Continue ]

English (United States) = Help  Privacy  Terms

Signing in with the VMS registration portal

3. Select your user and continue with the registration. If the registration is successful, you will see a
confirmation message in the browser. Return to the iSentryMMS Expert Console to finish the registration.

(nl @ localhost49912/2state=k2000K-a228Un8KpNG_XXa8PXATETKR-g

VMS registration portal

Successful authorization. Please return to the app.

VMS registration portal successful authorization message example
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4. It is worth saving the Client token for later. You can reuse it to connect any iSentryMMS Client to the

iSentryMMS Expert via a cloud connector.

B cloud connecto
B Cloud conn

Cloud connector (beta version)
=% Local server

B Connection
Unregister server

O Status
Client token
ey)hbGaOulUzlTNilsinR5cCl6lkpXVCI9.ey) DG ZENvbmiSIY 3RvclVyaSIEimh0dHBzO8vY29ubmVjdC52bXNyZWdpc3RyYXRpb25w ~
b3J0YWwuY29t0JUwMDEVIiwiQ2xpZ W50QVBIS2V5 oY TM5ZmQyYTMtNzgwZSOONTUOLWESN]MEMTVIYjdmMDNRYTMOlwiQ2xp
ZW30U2VjemV052V5ljoiZjASMZ2MZNmQtMDNKMCO0ODIyLThmNDUtMWNmMmQzM2 FjY zMyliwivVGIrZWsOYW 1 ljoiRGVmMYXVs
dClsim5iZileMTODc3NTQzOCwiZXhwljoxNzUwMzExNDM4LClpYXQIOJE3MTg3NzU0OMzh9.6-4X4-53DP1--
7RA8RSERANS A |G Didkd

Server is registered in cloud.

O Information

Your server has been registered in the cloud

Your server has been registered in cloud. You can un-register your
server inforation from the cloud any time.

OK Cancel

Successful server registration example
5. You have two additional tabs with connection options and status. In the connection tab, you can switch how

the server uses ports. By default, software will attempt to pierce the tunnel. If the connection is unsuccessful,
you can switch to uPnP, which may solve the situation.
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= Cloud connector L oo

Cloud connector (beta version)

=% Local server

Use UPnP
= Connection Automatically map ports using UPnp
O Status Public VMS port
60554

Public VMS port

oK Cancel

2 Cloud connector

Cloud connector (beta version)

2% Local server
Cloud status: available

2 Connection
External port: 60554

O Status
Server status:

Router status:

Timestamp: 6/19/2024 8:38:21 AM

oK Cancel

Examples of the Connection and the Status tabs

/i IN.B. We constantly enhance our cloud infrastructure. This means that the connection may not be stable in
some cases, and the only solution is to wait until the development works are finished.

Connect with the iSentryMMS Console to the Remote Server
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When you start iSentryMMS Console, switch to the advanced mode using the button in the bottom left corner before
logging in. Then, click the Connections button next to the server name to open the connection list. Here, you can
pre-configure server connections (address+name) for both usual and cloud servers.

To add a new cloud server connection, click the down arrow next to the + Connection button and choose Cloud
connection.

Login =
Server earel)
’g 192.168.1.83(192.169.1.83) ‘ Connections

Connections ’ [E]
IP address or host name of the server
Username Title
‘ . = 192.168.1.80 .
admin e
Username = 192.168.1.242
Password = |ocalhost 5
[
Password OK ! Cancel
Y : = ""f‘*, ® ., - .3
Switch to simple mode ‘ Connect ‘ Cancel 3 e *( - 1

Advanced mode, Cloud connection.

Paste the token from the cloud registration inside the Add cloud server - token pop-up window.

4 Add cloud server - token = -

Paste an access token

An access token is generated by the logon service when a user logs on to the
system and the credentials provided by the user are authenticated against the
authentication database. The authentication database contains credential
information required to construct the initial token for the logon session,
including its user id, primary group id, all other groups it is part of, and other
information,

Cancel
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Cloud connector, Adding token.

After the connection is established, log in to the remote server using the remote server user for the user name and
password.

That's it. You are connected to the remote server via iSentryMMS Console.
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47  Video sharing via Cloud

(BETA Version)

Overview

Introduction

Welcome to the iSentryMMS Expert video-sharing beta program! We are excited to introduce a new feature for
instant video sharing to any device with the browser and internet access!

/. PLEASE, CONSIDER THAT YOU ARE USING BETA VERSION OF THIS FEATURE. WE CAN'T
GUARANTEE IT'S STABILITY. ALTHOUGH WE ARE HAPPY TO RECEIVE YOUR FEEDBACK THROUGH
OUR SUPPORT ENGINEERS, SOME ISSUES MAY BE RESOLVED ONLY WITH THE NEXT RELEASES.

Key features

This feature allows you to share videos via links directly from the iSentryMMS Client application and automatically
email them or copy and share links manually.

Key functionalities:

Video clips are marked in the iSentryMMS Client application and shared with target emails
Email and 2FA verification are available as security options

Sharing duration can be limited by time

Shared video is accessible in any browser via provided link

In the software version 1.28, the video-sharing feature is available in a BETA with the following nuances:

e For iSentryMMS Expert only

e Link sharing and video streaming are available via the cloud (the iSentryMMS Expert must be registered
in the cloud)

e Video only (no audio)

We also keep in mind your security so that the links can be protected by email (passcode) and verification code
(2FA).

Installation and Setup

Pre-requisites

Before you begin, ensure your system meets the following requirements:

e VMS software: Preinstalled iSentryMMS Expert 1.28

¢ Operating System: Windows 10 or later.

e Hardware: A modern CPU (Intel i5 or equivalent), 8GB of RAM, and sufficient storage space.
e Network: A stable internet connection is needed.

Connecting to the Cloud

Before starting video sharing, you must register the server in the cloud. To do so, go to:

1. Configuration -> Server -> Your server -> Video sharing service -> Configure Cloud connector -> Register
server
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B corver Home Sarve
Series Video sharing service (beta version)
& Details
Mode
S Membership

Cloud >

off Permissions

: Configure cloud cunnect\un_D
= Connections

Require email
‘ s fe iate:a Wl i
- - =}

a Stor sttt b i
Configuration

Cloud connector (beta version)

oy
=% Local server

. & Two

2 Connection

X Autl adister serve g
[ External services os — 2 =00 =
tatus
N Aud i
= L Sign in
iU & Bxte Server is not registered in cloud.
sers . 3 Sign in with Google
A Boo
B4 Devices ='m Sign in with Microsoft
- 5O NTP
G Channels ‘ Sign in with Apple
®: i ¥ rPusl
ecording

@ Maps

Ed Layout template

Cancel

™ Layouts

oo

% Evenis & Action
OK Cancel

5 Monitoring g

Registering with the Cloud connector

2. Select your authentication provider and switch to your browser.

¢ M %3 accounts.google.com/signin/oauth/id?authuser AJiBhAl ek Uyuw GkAW4sYgjRrjm VA

G Sign in with Google

By continuing, Google will share your nal email address, language preference,

Slgn in to VMS Reg istration and profile picture with VMS Registration Portal. See YMS Registration Portal's
Privacy Policy and Terms of Service.
Portal

You can manage Sign in with Google in your Google Account

e sashastests@gmail.com

Cancel I Continue |

English (United States) = Help  Privacy  Terms

Signing in with the VMS registration portal

3. Select your user and continue with the registration. If the registration is successful, you will see a
confirmation message in the browser. Return to the iSentryMMS Expert Console to finish the registration.
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XATETKR-g

VMS registration portal

Successful authorization. Please return to the app.

VMS registration portal successful authorization message example

4. It is worth saving the Client token for later. You can reuse it to connect any iSentryMMS Client to the
iSentryMMS Expert via a cloud connector.

£ Cloud co

Cloud connector (beta version)
=% Local server
B Connection

© Status

Unregister server

Client token

ey)hbGaOulUzl 1 NilsinR5cClelkpXWCI9.ey)DbGS1 ZENvbmi5NY 3RvclVyaSlielmhOdHBzOi8vY29ubmVidC52bXNyZWdpc3RyYXRpb25w A
b3J0YWwu'Y29tQjUwMDEVIwiIQ2xpZW50QVBIS2V51joiYTMSZmQyYTMtNzgwZSOONTUDLWESN]MtMTVIYjdmMDNRYTMOlwiQ2xp
ZW50U2Vjem V052V 5ljoiZJASM2ZM2ZNmQtMDNKMCO0ODIyLThmNDUtMWNmMmQzM 2 FY zMyliwiVGIrZW5OYW 1 joiRGVmYXVs
dClsim5iZilEMTcxOD3NTQzOCwiZXhwljoxNzUwMzExNDMALCIpYXQIOjE3MTg3NzUOMzh9.6-4X4-53DP1--

L F-nr?IP\.I‘?'."RQQR%I’:QG-:U‘;rnn 18- Pidhi

Server is registered in cloud.

O nformation

= D-

Your server has been registered in the cloud

Your server has been registered in cloud. You can un-register your
server inforation from the cloud any time.

oK Cancel

Successful server registration example

5. You have two additional tabs with connection options and status. In the connection tab, you can switch how
the server uses ports. By default, software will attempt to pierce the tunnel. If the connection is unsuccessful,
you can switch to uPnP, which may solve the situation.
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= Cloud connector

= =
Cloud connector (beta version)
% Local server
Use UPnP
= Connection Automatically map ports using UPnp
© Status Public VMS port
60554
Public VMS port
oK Cancel

2 Cloud connector

Cloud connector (beta version)

2% Local server
Cloud status: available

2 Connection
External port: 60554

O Status
Server status:

Router status:

Timestamp: 6/19/2024 8:38:21 AM

oK Cancel

Examples of the Connection and the Status tabs

/i IN.B. We constantly enhance our cloud infrastructure. This means that the connection may not be stable in
some cases, and the only solution is to wait until the development works are finished.

Video Sharing Service Confguration
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After the iSentryMMS Expert is connected to the cloud, you are ready to share video using the default settings. You
may also want to configure security settings or specific technical options.

Security settings

Select the Cloud at the top of the pop-up window from the Mode drop-down menu. Next to the Mode selector, you
have two checkboxes:

¢ Require email: Forces iSentryMMS Client users to provide an email when sharing video.

¢ Require email validation: Sends validation code to the email provided in the iSentryMMS Client
sharing options.

= <erver Home Server®

Server Video sharing service (beta version)

& Details

,.! ’
&5 Membership Cloud ]
of§ Permissions Disabled

Cloud

2 Connections

Require email

B storage | Require email validation

& Security policy

Using email and validation for the secure connection

If security is not a priority, you can uncheck the Require email and Require email validation checkboxes. This will
allow the iSentryMMS Client operator to ask the user directly for an email when sharing a video.

/. IN.B. You can ask for the email in the iSentryMMS Client even if the Require email checkbox is unchecked, but
you cannot ask the user to validate the email with the validation code.

At the bottom of the video-sharing service pop-up window, you can find an email server field and two blocks where
you can edit notification messages that will be sent via the email provided in iSentryMMS Client.

¢ Email server: This is a necessary field. You need a preconfigured Mail server. Consult the administration
guide for details.
¢ Code notification message block: Configures the notification message sent to the user with the
validation code.
¢ Subject: The email subject (by default, will have a session ID)
¢ Body: The email body. Field {CODE} adds to the message the code itself. You can extend
content with any additional information.
e Link notification message block: Configures the email message without validation code.
¢ Subject: The email subject (by default, will have static info)
e Body: The email body. Field {LINK} adds to the message the video sharing link. You can extend
content with any additional information.
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Server Video sharing service (beta version)
, Details ~
. Membership = Gmail Change..,

of§ Permissions
ode notification message

2 Connections

Subject
& Watchdog {SESSION_ID)

S t emplate for the code notification messages
B storage

Body
¥ Security policy {CODE}

B Two-factor authentication

A Authentication providers

N Audit policy Nk notification message

&> External databases Subject

Notification
A Bookmark policy : - -
Subject text template for the link notification messages

5 NTP Server Body

{LINK}
q Push notifications =

[ Video sharing service (beta ...

Apply OK Cancel

Notification messages configuration
Other Settings

You can also set limits for the Clip duration, Sharing time, Session and Code expiration, and Code generation
interval.

¢ Maximum clip duration: Allows the length of the shared video to be limited.
¢ Maximum sharing time: How long will the video-sharing link be accessible after sharing it.
¢ Session expiration time: How long the user stays authorized to use the link.

¢ Code expiration time: How quickly the user needs to provide the Validation code after the link is
shared. The default value is 5 minutes. The link will become inaccessible if the user does not input the
Validation code within the provided time period.

¢ Code generation interval: How fast you can generate new Validation code for the user. By default, the
frequency is limited to once per 10 seconds.
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E Server Home Server - O x
Server Video sharing service (beta version)
f Details . B .
Maximum clip duration
L Membership 00:01:00 9

The maximum d
off§ Permissions
Maximum sharing time

2 Connections 02d 00:00

The maximum amount of ti

& Watchdog

Session expiration time
B storage
00d 02:00:00

The maximum ama

& Security policy

. Code expiration time
& Two-factor authentication

00:05:00
X Authentication providers The amount of time during which tf
W Audit policy Code generation initerval
00:00:10 B

B> External databases

-

OK Cancel

That's it. Your server is configured, and you can start sharing videos from the iSentryMMS Client. For further
details, consult the iSentryMMS Client user guide.
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48 Event and Action Overview

Event and action (E&A) management is a component of iSentryMMS, which provides additional opportunities for
handling surveillance system work under certain conditions. The main task is to assign flexible device/server
reactions on a user-defined basis. These scenarios may work within a single server, as well as in distributed systems
with iSentryMMS Federation where events originating from one server can trigger actions on one or more different
servers.

Events are entities that arise when something happens in the system - namely, when system or system component
states changes, for instance, a video stream has been lost, a recording or disk error has appeared etc. These changes
can be set up to trigger certain actions so that system administrators and/or users are notified and can react to
them in a timely fashion. Additionally, there are also extra controlling entities that allow a flexible and advanced
setup of event-action rules: conditions, delay times and schedules.

Using event & action management, you can specify your desired outcome for your video surveillance system’s
operation and determine how software reacts to any event caught on any server and how it turns them into an
automated process. Send emails, activate DI/DO, interact with any other software or just bring the attention of the
operator to the device that requires their immediate action. The functionality can be used not just for a single event,
but on a set of sequenced events to get rid of false alarms and improve the efficiency of the surveillance system.

Possible E&A scenarios may be:

¢ sending alerts through the server based on camera digital input events;

e starting or stopping video recording based on motion in specific regions during specific hours;
e switching to some camera PTZ preset if the door sensors go off at night;

o directing the camera to a specific PTZ preset if another camera registers the same movement;
e etc, etc.

Event & action management offers the following functionalities:

e event & action configurator rules

e standard (default) events (available for all servers)
e standard (default) actions (available for all servers)
e custom events of certain types (configurable)

e custom actions of certain types (configurable)

e global events (server-to-server data transmission)
e delay timers (postpone actions)

e special conditions (combine several events)

e schedules (timetables)

e mail server configuration

Each of these components is described in details in the corresponding sections of this document.
Setup in Brief

Actual setup of E&A depends greatly on your system configuration, E&A usage scenarios, required automation level
and other things. However, we recommend that, regardless of system scale and architecture, you stick to the
following order of E&A configuration steps for optimum results:

1. Preliminary actions

a. Create a plan of your E&A scenarios on paper or in any diagramming/smart draw software - this will
ensure you always have a basis to check against

b. Set up the your iSentryMMS system so that you have all the servers, devices, channels, users, external
system connections, and optional elements pre-created

c. Pre-configure all the necessary hardware equipment (e.g., camera IO wires, external physical alarms,
buttons) and connect it

d. Pre-configure all third-party programs/scripts/executable files, if necessary
2. Extra setup in iSentryMMS Console

a. Create User Buttons, if you are going to use them for manual action triggering

b. Create Maps, Layouts, PTZ Presets if necessary
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3. E&A Management setup per server

. Add mail servers if you are going to use e-mail notifications

. Add custom events

. Add conditions, if needed

. Add custom actions

Create rules using all elements; add extra events/rules, if required
Add timers, schedules and conditions to the rules

. Check your rule map against your initial plan from 1.1

. Test your rules

5o w0 T
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49

Rules

All rules defined via Event & Action Configurator are listed in the Rules section. Click the Change button near
server name to select a different server from the list: for each server, only relevant rules are displayed. You can
perform the following actions from the Rules section without opening the E&A Configurator:

view the complete list of existing rules, per server, and their properties

disable a specific rule or a set of rules by using the Disable button on the upper panel
enable a specific rule or a set of rules by using the Enable button on the upper panel
test a specific rule (the rule must be enabled)

In order to add, remove and modify the rules, choose the target server and click the Open Configurator button on
the top panel.
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50 Add Rules

All existing and added entities of E&A can be combined to create rules (rule map) for each server, which will define
server behavior if events are triggered. This section will guide you through related features, explain the meaning and
purpose of used items and provide usage examples.

The rule map is created via the Event & Action Configurator: to open it, go to the Events & Actions section in
iSentryMMS Console and then click Rules in the menu on the left, then select the target server for which you wish to
add the E&A setup, and then click the Open configurator button on the upper panel. To change the target server,
click the Change button next to the server name and then pick one from the available server list.

Server | == Global Server (101) Change... Open configurator

The Event & Action Configurator will open in a new window; by default, no rules are defined.

Events and actions configurator - o IEEl

Events and actions configurator

Server | = Global Server (101)

Events Q Rules Q Actions Q
4 I westRd 2 o . 4 M wWestrd1 = [l
Video lost Generate alert substream
Video restored 4 B3 WestRd 2
4 E}ALARM Generate alert
Global event Generate alert substream
4 gGlobaISErver 4 f]ALARM
Recording error Send global event
Disk excluding N, (0] 2 v
4 FEvent g g B <4 Action

Cancel

Event & Action Configurator

You can pre-create all events, actions, conditions and schedules beforehand using the relevant menu sections in
iSentryMMS Console, or create necessary items as you go from the configurator. Delay timers can only be created as
you go for the specified rule and are not saved as independent entities.

Add and Edit Events

Choose the target item from the Events list and then click the + Event button below: configuration dialog box will
then open with the target device pre-selected. Here you can add alerts from device digital inputs, VCA notifications
and other types of events; see the detailed description of how to create events in the Add Events section.

Events are arranged by sources. Typical event sources are: channels, channel groups, servers, user buttons, video
walls, external services.

=

' Built-in (default) types of events - lost/restored video, recording errors etc. - cannot be edited. This is also the
case for all built-in actions.

Add and Edit Actions

Choose a target item from the Actions list and then click the + Action button below: the configuration dialog box will
then open with the target device pre-selected. Here you can add different reactions any type of event:

e ftrigger device digital output
e write to OS Application log
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activate target device's PTZ preset

activate main/secondary stream recording profile
send an email notification

run a third-party program

etc.

See the detailed description of how to create and configure actions in the Add Actions section.

Manage Rules

To start combining events, actions and additional controls, simply follow this scheme:

=

find your desired event in the Events list - use search filter on the top panel, if required
use the < and > arrows or double-click events to add/remove them to/from the Rules list

click free space of the target rule in the Rules list (use CTRL or Shift to select multiple ones) - the selected
rows will then become highlighted green

find your desired action in the Actions list - use search filter on top, if required

use the < and > arrows or double-click actions to add/remove them to/from the Rules list, and the +
button to add more than one action for a single event

select desired actions and add auxiliary controls by clicking buttons on the bottom panel (see description
below for details)

‘' Useful tips:

e double-click a device (highlighted grey) to add all its events to the rule map

e to add an action to an existing rule, use the + button instead of the < button: the original event will
be duplicated and new action will be added to the copy

e use the + button between Rules and Actions lists to add multiple actions of the same type to the
selected rule(s)

e to clear the Rules list, select all rules using Shift or CTRL+A, then press < button on the left to
remove all events

e use the Expand/Collapse list button on top of each column to hide all contents and only display
node titles

The rule header displays the event source and event itself; below, related actions are listed, each with its own set
of special controls. Actions of the same type are listed under the same rule header; for all other cases, the events are
duplicated, resulting in a separate rule. One condition, one schedule and one delay timer can be attached to each

action.

A I’. Platform 3/4 == Main Gate Opened

(1) Gate Open >> Set condition

1) Working Hours

4 3 Platform 3/4 >> Main Gate Opened

¥} ALARM >> Send global event

4 I3 Platform 3/4 >> Main Gate Opened

o WestRd 1 >> > Activate PTZ preset > Gate

) Working Hours 3 00:00:10 extend

Example of a rule set for the same event source

Once the rule map has been created, click the OK button in the bottom right corner to save and exit. Note that
simply closing the Event & Action Configurator is analogous to clicking Cancel: no changes will be saved.

Conditions, Schedules and Delay Timers
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For each event/action pair that is added to the rule map, additional options can be defined in the form
of conditions, delays periods and schedules. Select one or multiple target events from the Rules list and then click
desired control item in the bottom panel.

(1) Condition ) Schedule ¥ Delay timer Clear

To remove auxiliary controls from a rule, select it in the Rules list and click the Clear button on the bottom panel.
Note that all defined conditions, timers and schedules will be removed from the target rule, and it is not possible to
de-attach them one by one.

Delay Timers
To add a pause timer for specific actions, select one or more of the mapped rules (use CTRL+click or Shift+click to

mark multiple items) subject to delay, and then click the Delay Timer button on the bottom panel of the central part
of the Event & Action Configurator.

Set pause timer - o IES

Caption

Time delay
oofiE00

Pause mode

Create a separate action

=w action will be created even if there i= an identical action queued

® bxtend a postponed action

action ve created if there is an identical action queued

0k Cancel

Delay timer properties
Set the delay period for the target timer. Time can be adjusted in the following ways:

e click hours/minutes/seconds and then use the UP and DOWN arrows on the right, or

e click hours/minutes/seconds and use the mouse scroll, while still holding mouse cursor over the relevant
timestamp section, or

¢ enter the time manually using the keyboard numpad.
Next, choose the pause mode:

e Create a separate action: new actions of the same type will be created regardless of the acting delay
timer, and queued in the same way as the original delayed action

¢ Extend a postponed action: new events of the same type will restart the timer, postponing the
resulting action for the specified amount of time
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When you have finished, click OK to save and exit the dialog box. The newly created delay timer will be assigned to
the pre-selected actions.

=

‘¢ Extending an action allows you to postpone the action execution repeatedly if more events of the same type
arrive within the chosen time period. For example, if incoming events are of a Recording Error type, there
may come too much of them at once e.g. in case of a major storage issue, causing a lot of triggered actions of
the same type, while only a single action may be desirable.

Say, if required action is Write to application log, setting a delay timer to 5 minutes + extended action will
postpone the email sending for 5 minutes every time a new recording error appears; when, at a certain point,
more than 5 minutes have passed without new incoming events, a single log entry will be eventually

created. The separate action option, on the contrary, will force logging for every single triggered event.

To remove a delay timer from rule configuration, click the timer to highlight it within the rule, and then click the
Clear button in the bottom panel. Note that, if there are schedules and/or conditions attached to the same rule, they
will be removed as well.

Schedules

Schedules are used when you wish a rule to be active based on a pre-defined itinerary. You can create any number of
custom schedules via the Conditions section in the iSentryMMS Console and then use them for rule control:
see Create Schedules section in this document for a detailed explanation of this.

Select one or multiple target events from the Rules list and then click Schedule button in the bottom panel.
Conditions

Conditions are supplementary variables that can allow or prevent action execution. The decision is taken based on
the condition state: if the condition is ON, the planned action will be executed; if the condition is OFF, the action
will not be performed regardless of the frequency of the triggered event. The condition state can be changed as a
result of some other event, so ad additional rule should be added to perform this task; alternatively, you can
manually set and unset conditions at your will. Thus, conditions allow the activation and deactivation of rules
without requiring them to be entirely deleted.

To assign a condition to the rule, choose one or multiple target events from the Rules list and click the Condition
button on the bottom panel, then either select target condition from the list or create a new one.

Please read the Conditions topic of this document if this feature is new to you: it contains detailed description and
usage examples.

Source and Target Channels

Some actions participating in the rule creation need a related channel to be specified so that these rules can be
properly executed. For such actions, the source/target channel is specified when you create a rule involving such an
action: corresponding additional buttons appear on the bottom panel or the rule map section, next to conditions,
schedules and delay timers. Each action allows exactly one related channel; if you need, for instance, two snapshots
to be sent via email, just add two actions of the same type and specify different source channels.
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Rules Q,

) 4 M Alarm button that sends emails to Cmdr Spock =5 User button clickes B

>

&= mailserver > > Send a picture
I8 :nopshot source Il Bridge

= mailserver >> Send a picture

& snapshot source Ty Engineering

(1) Condition €D Schedule Reset

|
Delay timer | @ Snapshot source

Use the Snapshot Source button to attach different snapshots to several actions of the same type

When you combine such actions with events that already are related to some channel (e.g., Video Lost, Motion, VCA,
DI), that channel is selected automatically for the resulting action. For the rest of events, the channel is not set by
default and you need to use the target/source channel buttons on the panel below the rules. Also, you can set a
different channel instead of the one selected automatically by using the same buttons.

Attaching Snapshots

The Send Email action allows you to attach a snapshot from one channel and deliver it together with the email to the
recipient. The snapshot can be taken either from the main stream or from the secondary stream (substream), if
available. At the action creation time, you just enable the snapshot from either main or secondary stream, and then
you will have an option to specify the source channel when creating the rule that involves such an action.

When creating the Send Email action, you can choose to attach a snapshot by selecting the necessary stream option
(main/sub) from the drop-down list. The channel itself is not specified at this step as it is not known beforehand, to
which channel this action will be applied in future - this makes the action universal, applicable to any target channel.

Events and actions configurator - o Y

Events and actions configurator

Server |2 My Server

Events vea Q Rules Q Actions send Q

4 Bl entrance 4 [Pl Entrance >> Entrance VCA event Counter Change: Outgoing Cars 4 T mailserver
&

Entrance VCA event Counter Change: Outgoaing Cars I8 mailserver > > Send emall about VCA Send email about VCA

1) Weekends (@ snapshot source Iel Entrance hi

Entrance VCA event Send email about alarm

5

() Condition €9) Schedule Reset

= 5
Event Edit event Delay timer | [ Snapshot source | £ Action Edit action
R |

OK Cancel

Specify a snapshot source for the target rule
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The source channel is specified when you attach the Send Email action to an event, i.e., create a rule in the Event &
Action Configurator:

e if the event in the rule has some channel as a source (e.g., motion, VCA, DI), this channel is set
automatically as a snapshot source

o for events having sources other than channels (e.g., user buttons, server events), you can specify the source
channel by using the Snapshot source button on the panel below the rule map

¢ you can modify the source channel by using the same button, and also disable snapshot attachment by
selecting none as the source

Email sending rules can accept any extra modifiers just like any other rules - delay timers, conditions and schedules,
each of them once.

Adding Target Channels to Rules

There are other actions, apart from Send Email with a Snapshot, that are related to channels and may use them as
action targets. These are, namely, Create Bookmark and Send Event to Client.

Rules Q

4 % ON and OFF == User button clicked
= My Server »> Recording activated
§ target channel T Bridge
= My Server > > Recarding deactivated
¥ 00:05:00 extend <@ target channel I Bridge
4 % ON and OFF >> User button clicked
'Tj Bridge =>> Bridge REC ON
'Tj Bridge => Bridge REC OFF
Y 00:05:00 extend

(1) Condition ¥ Schedule Reset

¥ Delay timer & Target channel

Recording changes are logged in the notification area of the target channel

The Create Bookmark action requires a channel to add the bookmark to. To add bookmarks to multiple channels
simultaneously, add several actions of the Create Bookmark type and specify different target channels for each.

The Send Event to Client action only needs a target channel to be specified in case the action has the Display event
in notification panel option enabled: as a result, the pre-defined message will appear in the notification area of the
specified channel (overlay area in live view, the same place where the stream errors appear - see iSentryMMS Client
user manual for more information). Similarly to bookmarks, you can add more than one action of the same type and
add different channels as targets in order to display the message in the notification areas of these channels.

Examples

Here are a few examples of the Event & Action Configurator usage. You will find more examples in each of the
related topics.
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Export Snapshots From All Channels

Task: upon a user button click, save a snapshot from every existing channel on one server.
Preliminary setup:

e create a user button with your desired name
e create an action: export snapshot to a specified location

$ Action Export snapshot® - o
Action
AR =
# Details Stream
Main stream v

Enable subtitles
Enable or disable subtitles on the snapshot

® Export to local

Local path Insert field -

KA\Snapshot\{ACTION_PARAMETER_TITLE}_{EVENT_TIME}jpg

OK Cancel

Export snapshot to a specified location using text macros for the file name

Note that the action itself does not contain any fields for the channel to serve as the snapshot source. Thus, the
action is universal and can be used repeatedly for many rules; the target channel for the snapshot is then to be
specified for each rule in the E&A Configurator.

Use the text macros in the file name and/or path: this is necessary for each snapshot to have a unique name.
Otherwise, the snapshots in the same directory will overwrite each other. {ACTION_PARAMETER_TITLE} here is
the best option here to differentiate between channels because the originating event (user button clicked) and the
action target (server) are the same for all rules. For example, here are two different applications for the same
macros:

K:\Snapshot\{ACTION_PARAMETER_TITLE} {EVENT TIME}.jpg - each file name contains channel name
(snapshot source specified at the rule creation step) and a timestamp

K:\Snapshot\{ACTION_PARAMETER_TITLE\{EVENT _TIME}jpg - directories with channel names are created,
and all snapshots from the same source are put into the same folder and have timestamps as their names
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Rules Q,

4 @- Export all snapshots == User button dlicked
= My Server >> Export snapshot
< I8} snopshot source T Coffee Bar <
= My Server => Export snapshot
I8} snapshot source T\ Garages Il

= My Server >> Export snapshot

I8 snapshot source ITy Street View PTZ
(1) Condition 4) Schedule S8 Delay timer Reset

B Snapshot source

Each rule has its own snapshot source
Rules:

o add the user button click event once, click it so that it is selected (highlighted green)

¢ add the export snapshot action multiple times for all channels using + button (the rule will be copied
automatically)

o define the snapshot source (=channel) for each rule using the button in the bottom

As a result, when the user button is clicked in the iSentryMMS Client or in the iSentryMMS Mobile application,
snapshots from all available (those having video) channels will be saved into the specified location.

Email Notification on Video Loss

Task: send an email notification when the video stream from certain channel(s) is not available for more than five
minutes.
Preliminary setup:

¢ in the channel settings, set the video loss timeout to 300s (five minutes) for each target channel (select
multiple channels and use the Bulk Edit button on the upper panel to modify several channels at once)

e configure a mail server with your desired parameters
e create an action: send email to the responsible person using the pre-configured SMTP server

o the Video lost event from each of the target devices triggers the Send email action
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i 32 Camera A >> Video lost

o= omail >> Send email to admin

i 2 CameraB >> Video lost

o= omail >> Send email to admin

i 32 Camera C >> Video lost

o= omail >> Send email to admin

Email Notification on Video Loss

Note that you do not need to create the Video lost event as it is already exists by default for each channel.
Pop Up Channel on Video Analytics Event

Let's see how to pop up video channels if built-in video analytics (VA) trigger a line cross event. Such rules let you
efficiently load operators' monitors, so that they only see relevant video instead of tons of static channels.

Task: if video analytics on Channel X detect a person crossing a line, pop up Channel A on all operators' screens.
Preliminary setup:

e Channel A: enable VA, add a crossing line, add a line event of the Crossed type with the Person class
enabled

Rule for Channel A:

e VCA rule with the Line crossed parameter triggers the Pop up on screen action

If you want to limit the popup to a specific video wall display, simply create an additional action of the Popup object
type. In the action properties, you will be able to specify the video wall display and even viewport index as the
channel destination.

Global Handling of Recording Errors

This example will cover a use case with a global event, showing how multiple servers within a single system can be
involved in a more sophisticated chain of events and actions.

Task: if there are recording errors on Server A, log this event locally and also add corresponding entry to Windows
Application log on the central server. The Recording error event is there by default and so there is no need to create
it.

Preliminary setup:

e Server A: Write to A Application log action
e Central Server: Write to CS Application log action
e Global event Recording Error on Server A

Rules for Server A:

e Recording error event triggers local Write to A Application log action
e Recording error event triggers Send global event action for the Recording Error on Server A event

Central Server rules:

e Recording Error on Server A global event triggers its own Write to CS Application log action
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m

4 E Server A >> Recording error

= Server A > > Write to A application log

4 ESEWHA == Recording error
o} Recording Error on Server A > > Send global event

Rules for the Server A
Server A generates a global alert and sends it to all servers in the system.

m

A ﬂ' Recording Error on Server A => Global event
= Central Server >> Write to C5 application log

Rules for the Central Server

The Central Server is subscribed to the global alert and therefore reacts with the assigned action.
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51 Default Events

Events are entities that appear when something happens in the surveillance system - namely, when the system or
system component state changes. These changes can be set up to trigger certain actions so that system
administrators and/or users can react to them in a timely fashion.

For each iSentryMMS server, there are a set of default events, which behave in an identical way on all servers and
cannot be altered or deleted. These are:

¢ Central Server Connected: the connection with central server has been restored; event is available for
non-central servers

¢ Central Server Disconnected: the connection with central server marked as unavailable because the
timeout defined in the server settings has been reached; event is available for non-central servers

¢ Disk Excluding: one of the storage locations has been marked as unusable and has been excluded from
the recording configuration; event is available for every server

¢ Failover Activating: a recording server has failed and has been automatically replaced by a failover
node

¢ Fallback Activating: main storage has failed, server has automatically switched to fallback storage;
event is available for each server

¢ Global Event: global (system-wide) event from one of the servers has been fired; event is available for
all defined global events and on all servers with iSentryMMS Federation

e Motion: motion has been detected; event is available for each channel

e Motion Started: some motion has been detected (single motion event has occurred); event is available
for each channel

e Motion Stopped: no more motion is being detected; event is available for each channel

¢ Recording Error: problem encountered while recording video data to the storage; event is available for
each server and for each channel

¢ Recording Recovered: server has recovered from the recording error; available for each channel
e User Button Clicked: user button was pressed; event is available for all created user buttons

e Video Lost: no video stream available for this specific channel for the defined amount of time, which is
set in the channel settings; event is available for each channel

¢ Video Restored: video stream connection re-established; event is available for each channel
¢ External Event: for each channel, three custom events are available (see details below)

Events Actions > Events Builtn Administrator account & C _ —

Events & Actions

== New event ® 1 sclected
S, Rules —
" Events % Central server connected CentralServerConnected
’ Kt ; Central server disconnected CentralServerDisconnected
; Disk excluding Disk excluding
€} Global events
# Global event Global event
1) Conditions
o % Recording error Recording error
) Schedules % User button dicked Button pressed
= Mail servers % Video lost Video lost
% Video restored Video restored

Configuration
% Fvents & Actions

T@ Monftoring

Default events

Default events are available in the Event & Action Configurator and can be used in the same way as user-defined
events, except for they cannot be edited. Events are arranged by sources. Typical event sources are: channels,
channel groups, servers, user buttons, video walls, external services.
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External Channel Events

External (custom) channel events are reserved for the cases when you need iSentryMMS to react to an event that
originates in any third-party system, which is not connected to iSentryMMS. Each of these three available events is
triggered via HTTP API by sending a HTTP request; the channel events exist by default, meaning that all you have
to do is to build the URLSs and then use them externally. There is also an option to add up non-channel external
events with a configurable ID (see External events below).

Custom events use the following URL tags:

/event/<resource_id>/externali/activate
/event/<resource_id>/external2/activate
/event/<resource_id>/external3/activate

where <resource_id> is the channel ID. You can look up the channel ID in iSentryMMS Console, in the resource
table of the Channels tab, provided that your iSentryMMS Console settings have object IDs enabled. If they are not,
enable Object IDs via main menu > Settings > General tab.

Configuration

° =% Create channel group Edit Assign main stream recording configuration |~ Assign group
B4 Devices “ — — T ——
B Channels = My Camera {115) W4 My Camera (114) = Glo (101)

Channel ID is equal to 115 for My Camera

Use the iSentryMMS server IP and HTTP port to build the full URLs. For the default HTTP port setting and IP equal
10 10.10.10.1, the URLSs will look as follows for a channel with its ID equal to 115:

http://10.10.10.1:8080/event/115/externali/activate
http://10.10.10.1:8080/event/115/externalz/activate
http://10.10.10.1:8080/event/115/external3/activate

The authentication type should be digest, and the method must be GET, for example:

curl -v --digest -u admin:password http://192.168.1.83:8080/event/1257/externali/activate

4 I (Generic) ONVIF Compatible on 192.168.3.114 (2002) U Motion II >> Unset condition Generate alert substream
Custom event #2 4+ B (Generic) ) ONVIF Compatible on 192.168.3.114 >> External event 1 Pop-up on screen

e = (Generic) ONVIF Compatible on 192.1683.114 > > Pop-up on screen Pop-up playback on screen

External event 2 4 B (Generic) ONVIF Compatible on 192.168.3.236 >> Motion 4 B (Generic) ONVIF Compatible on 192.168.3.236 (1993)
An event rule using an external channel event
In iSentryMMS Federation systems:

o use the IP and port of the server, where the target channel is configured

¢ if the main recording server has switched to failover, use the IP and port of the failover node (channel ID
remains the same)

) When triggering the event over the Internet, make sure that the HTTP port of the target iSentryMMS server is
reachable (open on the firewall(s) and forwarded, if required).

©2024. Intelex Vision Ltd All Rights Reserved.

268


http://192.168.1.83:8080/event/1257/external1/activate

iSentryMMS Expert Administration Guide

52 Add Events

Events are entities that appear when something happens in the system - namely, when system or system component
state changes. These changes can be set up to trigger certain actions so that system administrators and/or users can
react to them in a timely fashion.

In addition to the the default set of events, certain types of events can be added manually and customized. Continue
reading to learn about event types and their settings.

To access event management in iSentryMMS Console, select the Events & Actions section and then select Events
from the menu on the left.

To create an event, click + New event button on the upper panel; event configuration dialog box will open. It is also
possible to add events as you go, from the Event & Action Configurator. Fill in the settings, then click OK to save
and close the dialog box. The newly created event will appear in the item list under Events and will be available for
setup in the Event & Action Configurator.

Once you have created an event, it is impossible to change its type, only its source and properties.

Below, you will find explanations about every available event type.

/. Before creating events from camera DI, VCA source, GSM modem, or external service, make sure to:

e add the resource (channel, modem, etc.) to the server configuration;
e enable alert generation in channel settings via iSentryMMS Console for device digital inputs (DI);

e enable and set up rules via camera Web interface for edge VCA and set up rules via channel settings
for software-side Open VCA;

e set up the External Service event generation logic for external services (license plate recognition,
face recognition etc.)

Without this preparation, you will be unable to create the events.

Event -
Details % Select event type

L oo Q]
Event type

Access control even .
1 Available event types

Title + [l Channel related (2)

Access control even| » [l External events (2)

Event name

4 - Variables and counters {4)

Source
Channel variable value
none Certain value reached by Open VCA counter (server-side VCA only)
ource access control
Counter value
Code Camera-side VCA or software counter hit a certain value

Data source

Text match from

Variable value

Any value mapping from data sources
4+ [ other (4)

OPC Client event

Event received from external OPC server

OK Cancel

oK Cancel

Choose event type
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Prior to software version 1.17.0, events and actions were simply listed alphabetically. Starting with v.1.17.0, events
and action are additionally grouped for your convenience. Start typing a keyword to quickly find a specific event.

Access Control Events

Events in this group originate from connected access control systems.
Access Control Event

This type of event is triggered by the status code coming from the access control integration, whenever the status
code is not related to any door (making it impossible to use Door event). The codes are vendor-specific and will vary
depending on the access control suite type.

o Title: user-defined event name, as it will appear in the E&A Configurator

e Source: access control server that will send the status changes

e Code: vendor-specific event code

; Event Keri Access control event®

Event

& Details*
Event type

Access control event v

Select event type from list of available event types

Title

Keri Access control event

Source

= Keri Change...

Code

IN&: Input line activated

ontrol cade

OK Cancel

Access control event

For successful event generation, the target access control system must be connected and running.
Door Event

This type of event is used to set up iSentryMMS server reactions based on door status changes, which are received
from the integrated third-party access control software.
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% Event Back door OPENZlong*® LB
Event
& Details*
Event type
Door event v
Select event type from ava e

Title

Back door OPENZlong

Event name

Source

B Access Door 1 Change...
source door

Code

Door Open Too Long Alarm Change...

Access control code

QK Cancel

Door event
Settings:

¢ Title: user-defined event title
e Source: a door from the access control module (choose from list)
e Code: received status or error code from the access control module (choose from list)

ol -

Avallakle necets contral cadas
103 Rester Contsct - Forced Open (Held Open 4 Masked)
108 Reader Contact - Held Open (Forced Open iz Mazked)
107 Feader Contact - Node Unidcked
108 Reader Mode Chage - Lockdaiwn
109 Epatar Mode Champe - Linlocked
110 Reacer Mode Change - Lockad
111 Reader Mode Chenge - Fadlity Code
12 Rescer Mode Change - Card Only
113 Resger Mode Change - PEN Only
114 Reader Mode Change - Card and FIN

115 Reader Mode Chanpge - Card ar PIN

| oK Cancel

Door codes fetched from the access control module

The list of codes will differ depending on the access control type. For details about each code, please refer to your
access control software documentation.

Channel Related Events

Events in this category have channels as sources.
Before creating such events - from camera DI or VCA source - make sure to:

e enable alert generation in channel settings via iSentryMMS Console for device digital inputs (DI)
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e enable and set up rules via camera Web interface for edge VCA, or set up server-side analytics rules
Without these settings, the target channel will not have corresponding DI or VCA items available in the event
settings (the item list will be empty).

Auxiliary Device Event

This type of event is similar to VCA Event and designates some event that happens on the device side, with the
difference that the auxiliary device event comes from a non-video device. Auxiliary device events may come from
alarm control panels, various sensors, audio detectors etc. These events are received directly via device integration
(not via OPC/MQTT/...) and are not directly reported as DI/DO events either.

If your device falls into this category but the auxiliary event list is empty, try the VCA event type.

4 Event Satel Auxilary device event Partition #2: arm by user* - o

Event

& Details*

Event type

Auxiliary device event Change...

Select event type from list of possible event types
Title

Satel Auxiliary device event Partition #2: arm by user

Event name
Source

= Satel Change...
Event source

Device event

Partition #2: arm by user

Device event

Reload

Apply oK Cancel

Auxiliary device event settings
Available settings:

¢ Title: user-defined event name that will appear in the E&A Configurator
e Source: source device (e.g. Satel alarm control panel)
¢ Device event: event type on the device side

Digital Input

This event is triggered when a device's DI (digital input) state is changed. Before creating the event, make sure you
have enabled DI event generation in the device channel's properties.

The following settings are available for Digital Input event:

e Title: user-defined event name

¢ Source: choose the device from which the DI event originates; event generation must be enabled in
the channel settings

¢ Digital Input: select one of the DIs of the target device to serve as event trigger; the number of inputs
depends on the total available and configured inputs

¢ Digital Input Mode: the binary input state to trigger alert; must conform with the DI state set up in
the channel settings
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% Event *

Event

# Details

Event type
Digital input
Select event type from list of possible event types
Title
Gate > Digital input =
=nt name
Source

24 Canon VB-S800D on 192.168.3.40 (123)

Digital input

Input 1

Digital input mode

éActi\.rated

Reload

- o ER

Change...

oK Cancel

Settings for the Digital Input event type

VCA Event

For camera-side VCA and software-side Open VCA events. Note that this event only covers triggered VCA rules,
and not counters. In order to set up reactions for VCA counter changes, use the Channel variable value event (for

Open VCA) or Counter value event (for camera-side counters).

The available settings are:

¢ Title: user-defined event name
e Source: choose a channel from which the video analytics event originates; analytics rules must be enabled

via the camera Web interface (some cameras have basic VCA events enabled by default, e.g. volume
detection) or pre-configured using the iSentryMMS Console for the software-side Open VCA module (see
corresponding documentation for configuration details)

e VCA Rule: video analytics rule to trigger event alert; may come from the camera side, Open VCA engine,

©2024. Intelex Vision Ltd All Rights Reserved.
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% Event *

Event

& Details

Event type

VCA

Title

> VCA >

Source

24 Canon VB-S800D on 192.168.3.40 (123)

VCA rule

Volume Detected

Reload

Change...

OK

- - EX

Cancel

Settings for VCA event type

If you do not see a recently created VCA event in the drop-down list, try clicking the Reload button: this will refresh

the source event list. For guidelines on how to enable and configure Open VCA, please see the related document.

External Events

These events come from all kinds of external systems.

Event Triggered by MQTT Notification

This event is triggered by incoming MQTT messages from a third-party broker. The message may be an exact text

match, or you can evaluate it using a regular expression (regex) and catch a keyword or a part of the message.

Title: event name that will appear in the E&A Configurator, corresponds to the macro {EVENT_TITLE}
Source: MQTT client that will subscribe to the current topic and act as event source. Leave empty if you

want the event to be visible for all existing MQTT clients

Topic: MQTT topic to subscribe to
Text: incoming message that will trigger the E&A event. If empty, any message will trigger the event. The

field cannot be empty if marked as regular expression!
Regular expression: enable this option to enter a regular expression in the Text filed instead of plain

text

QoS: required level of quality of service

©2024. Intelex Vision Ltd All Rights Reserved.
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4 Event Event triggered by MQTT notification ==

Event

& Details

Event type

Event triggered by MQTT notification|

Select event type from list of available event types

Title

Event triggered by MQTT notification
Event name

Source

none

Event source

Topic

topic3

Message topic

Text

Message text

Regular expression

f enabled, the message text wil be processed as a regular expression

QoS

At most once v

Quality of service for the current subscription

OK Cancel

Event triggered by any MQTT message received with topic=topic3 by any MQTT client

Fields Source and Text may be left empty. Empty source means that the event will be created for every existing
MQTT client. Empty message text means that the event will be triggered by any message having the defined topic;
however, you cannot leave this field empty if you wish to use regex. If the Regular expression option is enabled, the
Text field must contain an evaluating expression to analyze the message text.

External Service

External Service type events are messages from modules that are operating via iSentryMMS HTTP API and are
listed in iSentryMMS Console as external services. By default, license plate recognition and face recognition services
are integrated, and any other third-party integrations can be connected.

The following settings should be defined:

¢ Title: user-defined event name

¢ Source: the channel that is used by the target external service

e Service group: the group the external service belongs to in iSentryMMS Console settings
e Target event: service-specific result type, e.g., recognition result

e Known: recognition result has a match within the external service database (black/white list in
LPR, subjects' database in FR), matching any tag

e Unknown: recognition result has no matches within the external service database

e Tags: recognition result was found in the external service database and it has a specific tag
assigned to it

©2024. Intelex Vision Ltd All Rights Reserved.
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& Cyent VIP license plates® Z B
Event
& Details
Event type
ExternalService v

Select event type :‘.rom list of possible event types

Title

WIP license plates|

Ewent narme

Source

a3 axis Change..,
Event source

Service group

B b Change...
Service group

Target event

WIP v

Target event

QK Cancel

External Service event from the License Plate Recognition module

The example event here accepts events from the License Plate Recognition (LPR) module and will report plates
recognized from the specified source channel if these results are present in the known plates' list with a VIP tag.

External

External events are HTTP requests from third-party software: integrations, scripts, Web browsers etc. These are a
basic example of iSentryMMS HTTP API: an URL is used to trigger the event.

% Event Trigger via URL

Event

& Details
Event type

Select event type from list of available event types
Title

Trigger via URL

Event name

Source

= My Server

Event Id
666

Event Id, Only latin letters and numbers are allowed

OK Cancel

Event triggered by an external HTTP request

For the external request to trigger an event, create the event with a pre-defined identifier on your desired
iSentryMMS server:

o Title: user-defined event name
e Source: iSentryMMS server that will accept the HTTP request

©2024. Intelex Vision Ltd All Rights Reserved.
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e Event ID: alphanumeric event identifier, only Latin letters [a-zA-Z] and digits [0-9] allowed
The request link is built as follows:
http://<server_address>:<http_port>/externalEvent/activate?id=<event_id>, where

e <server_address> is the target server's IP address or hostname (in iSentryMMS Federation systems,
use the exact iISentryMMS Recording Server address, not iSentryMMS Federation server address)

e <http_port> is the server's HTTP port (8080 by default)

e <event_id> is an alphanumeric identifier of the event, which is defined at the event creation step

Example: http://192.168.1.99:8080/externalEvent/activate?id=666

SMS Message Received

SMS events are events triggered by short messages, which are received by SMS (GSM) modems. You need to connect
the hardware (modem) to the iSentryMMS server, insert a SIM card, and add the modem into iSentryMMS
configuration in order to receive this type of events.

Available settings:

¢ Title: user-defined event name

e Source: existing modem hardware to accept the message

e Phone: sender's full phone number; if empty, the event will be triggered by SMS from any number

e Text: SMS text to trigger the event, case-sensitive; leave empty for any text to trigger the event

¢ Regular expression: enable if you wish to evaluate the incoming text with regex, e.g., use placeholders

/ The phone number must be in the international format (with leading + or 00 and a country code) for ALL
numbers, even local ones. The event will not work properly without the country code.

4 Event TELIC AG SMS message received® - o

Event

& Details*

Event type

SMS message received Change...

Select event type from list of available event types
Title

TELIC AG 5MS message received

Source

MY TELIC AG Change...
Event source

Phone

+37129843

Phone number

Text

stop)

Message text

Regular expression

hen checked, text is processed as regular expression

Apply OK Cancel

Event triggered by incoming SMS

In this event type, you can use certain keywords in your messages, or set up regular expression rules to catch
patterns.

Variables and Counters

©2024. Intelex Vision Ltd All Rights Reserved.
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Events in this category are triggered by certain value changes. These values can be text variables, software or VCA
counters, mappings from data sources (POS or other serial text), channel metadata etc. Each event is dedicated to a
specific kind of variable or counter.

e Counter value: for camera-side VCA counters and also software counters

e Data source: text match from Data sources

e Open VCA counter value: server-side VCA (Open VCA) counters

e Variable value: pre-defined variable value analysis

Counter Value

Solely for camera-side counters and software counters (server-side, NOT VCA).

Software counters can be created in iSentryMMS Console to count any events in the system. Camera-side counters
are only available for certain integrations (e.g., Dahua with smart tools).

This event is similar to the previous one, with the difference that you do not have to set the data type, bur rather
simply select a pre-created counter. Counters from the cameras must be also explicitly added in iSentryMMS
Console under E&A > Counters > New VCA Counter.
¢ Title: user-defined event name
e Source: choose one of the pre-created software or camera-side counters
¢ Condition: define what the counter value will be compared to
¢ Conditional operator: choose the comparison type - greater, less, equal, etc.
e Value: an integer value for the counter to be compared to

; Event 1000 visitors hooray*

Event

& Details*
Event type

Counter value Change...
Title

1000 visitors hooray

Source

[ Peaple IN fram D-cam Change...

Condition

Conditional operator

Equal v

QK Cancel

Event triggered when camera-side counter reaches 1000

For actions further linked to this event, you can pass the counter value by using the text macro (field)
{ADDITION_INFORMATION} (you can insert it in any textual action by right-clicking the text area or by clicking
the Insert field button). The format will be [counter_name]=[counter_value]. For example, for a counter named
Total hitting a value of five, the macro will show Total=5.

Data Source

The server will monitor incoming text from Data sources, triggering an event in case the specified string (textual
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value) is received. This can be used to react to certain keywords from POS terminals and any other serial data
sources. The string for comparison is defined in free text form (not regex). The server will be looking for an exact
match, i.e., the field is case-sensitive and all extra symbols (commas, spaces) are accounted for.

f Event if POS operator is J.Winter*®

Event

& Details*
Event type

Title
if POS operator is 1. Winter
Source

POS emulation

Text

Winter

Text that will b

OK Cancel

Trigger events based on incoming POS data
Available settings:

e Title: user-defined event name

¢ Source: data source to be used as event source; text from data provider will be analyzed for matches

o Text: case-sensitive keyword or key phrase; when an exact match is found in the text, the event will be
triggered

For the event to operate, it is not necessary for the target data source to be bound to any channel. Associating data
sources with channels only affects video overlay in the iSentryMMS Client application; text detection will work on
the server side, and therefore the data source may be independent.

Open VCA Counter Value

This event is dedicated to Open VCA counters (those set up on the server side for a specific channel). Each counter
value update triggers a comparison of the integer counter value to the pre-defined value. The comparison operation
is carried out using two integer data types and returns true (event is triggered) if the condition is true. The available
conditions are: equal/not equal, greater/less, greater/less or equal.

To react to Open VCA rules, use the VCA Event under channel-related events.

e Title: user-defined event name
e Source: a channel that has Open VCA enabled and at least one counter set up
¢ Condition: define what the counter value will be compared to

e Variable: Open VCA counter name

e Type: must be integer (other types are listed to ensure event compatibility with older software
versions)

¢ Conditional operator: choose type of comparison - greater, less, equal, etc.
e Value: an integer value for the counter to be compared to

©2024. Intelex Vision Ltd All Rights Reserved.
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% Event Current number of people in the zone = 3 - O

Event

& Details
Event type

Open VCA counter value

Select event type from list of av
Title

Current number of people in the zone = 3
Event name

Source

B vea test

Condition

Variable

Current

Variable name
Type

integer v

value type

Conditional operator

Equal v

Value

5|

OK Cancel

Event triggered if the counter named Current is equal to 3

For actions further linked to this event, you can pass the counter value by using the text macro (field)
{ADDITION_INFORMATION} (you can insert it in any textual action by right-clicking the text area or by clicking
the Insert field button). The format will be [counter_name]=[counter_value]. For example, for a counter named
Total hitting a value of five, the macro will show Total=5.

Variable Value

If you have some variables set up in the E&A section, you can use E&A manager to trigger events when these
variables meet some specific condition. Mostly, these variables are mappings from Data sources: thus, this event
supplements the previous Data Source event by matching any data type (not just text).

The second purpose of this event is analysis of metadata received from cameras (or other devices). A typical
example of this is variables from thermal cameras containing exact temperature measurement. To use this
feature, first create channel variables under Variables in the E&A section. Then, use them as

©2024. Intelex Vision Ltd All Rights Reserved.
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4 Fvent Bil total is over 100$% = B
Event
& Details*
Event type
Variable value Change...
Select event type from list of available event types
Title

Bill total is over 1008

Source

A Sum Change...

Condition

Type

Floating-point v
Conditional operator

Greater v
Value

100.0

OK Cancel

An event is raised when the Sum variable is strictly greater than 100.0
This event has the following settings:

e Title: user-defined event name

e Source: a channel to be analyzed for the variable (which is set in the corresponding data source profile or
has VCA configured); if none selected, the event will be visible for all channels

e Variable: variable name, must match the mapping name in the data sources profile or the VCA counter
name

e Type: variable type; may be integer, double or string for a data source mapping, and integer for VCA
counters

¢ Conditional operator: depends on the variable type
e Value: value that will be compared with the variable value

/. For VCA counters, there are a few special requirements:

e type must be integer
e event source must be selected (the channel that has VCA configured, either camera-side or
software side)

Other Events

Events having no special category (or, at this point, unique), are grouped under Other events.
OPC Client Event

Data received from OPC servers can be analyzed - compared to specified values using conditional operators - so that
an event is triggered when the target OPC node value meets the defined condition.

For this type of event to work, there should be at least one OPC server configuration available with at least one data
node.

©2024. Intelex Vision Ltd All Rights Reserved.
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% Event OPC #1 has 5 or more clients* = g
Event
& Details
Event type
OPC Client event v
Select event type from list of available event types
Title

OPC #1 has 5 or more clients
Event name
Source

@ OPC#1 Change...

Condition

Variable

@ClientCount Change...
Value type

Int

Conditional operator

GreaterOrEqual v

al operator

Value

5

OK Cancel

This event will be triggered if the target OPC server has 5 or more connected clients
Settings:

o Title: user-defined event name
e Source: OPC client configuration (connection to an OPC server)
¢ Condition: defines a requirement for the OPC data item that will trigger the event
e Variable: OPC data node, must be of compatible type and have a read permission
e Value type: one of the standard data types, auto detected
¢ Conditional operator: list of possible conditional operators, depends on the data type
¢ Value: value to compare the variable to, must match the variable value type

For some conditional operators, the Value field may be different, e.g., represent a range, a regular expression, or a
bit mask. This depends on the selected data type and conditional operators available for it.

Recording Server Connected/Disconnected*

In the iSentryMMS Federation system, when a recording server goes down, this event will be triggered on the central
management server. (Built-in events only include central server disconnection and failover activation events.) You
can add both connection and disconnection events, or either one, for every recording server in the system.

Settings:

e Title: user-defined event name
e Source: central management server (unchangeable)

¢ Recording server: target secondary server to trigger the event, or Any to enable this event for all
recording servers

¢ Connection event: connected/disconnected (one at a time)

©2024. Intelex Vision Ltd All Rights Reserved.
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% Event Any RS disconnected® LB
Event
& Details*
Event type
Recording server connected/disconnected v
Select event type from list of available event types
Title

Any RS disconnected

Source

= My Server

Recording server

Any server Change...

Connection event
Disconnected v
Connected |

Disconnected |

QK Cancel

Event: recording server offline

So, if you need to get a notification about a particular server going offline or online, choose that server in the event
properties. To cover all recording servers with a single event, choose Any in the Recording server field: if your
associated action is textual (email, alert, etc.), use the {ADDITION_INFORMATION} macro to display the name of
the recording server in question.

From each recording server's side, there also exist two default (built-in) events: Central server connected and
Central server disconnected. You do not need to add them manually, they will appear for each existing recording
server.

*This feature is only available in iSentryMMS Federation software edition.

Scheduled Event

The server can create automatic events on a daily or weekly basis, or at certain intervals. Such an event does not
have any underlying source to originate from, it is simply generated by the system in the specified moment(s) of
time. Note that the time defined here is server time.

©2024. Intelex Vision Ltd All Rights Reserved.
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% Event Every hour event® = o
Event
& Details
Event type
Scheduled event v
Select event type from list of possible event types
Title

Every hour event

Source

= Main server Change..,

® Periodical

The event will be eriodically on specified interval

Interval
3600
nterval in seconds

Scheduled

The event will be triggered according by specified schedule The event will be triggered accarding by specified schedule

OK Cancel

A scheduled event that occurs every hour

The are two types of automatic events: periodical and scheduled. Periodical events arise at the specified intervals,
e.g., every hour or every ten minutes. Scheduled events follow the specified timetable, e.g., are triggered at
8AM every day.

For a scheduled event, you need to define:

o Title: user-defined event name
¢ Source: target server to generate the event on
e Periodical: choose this type if you need the events to be generated every N seconds

e Interval: time interval in seconds between two automatically generated events, minimum
interval is fifteen seconds

¢ Scheduled: choose this mode if you wish to build a timetable to serve as a basis for the event generation
e Event schedule: weekly timetable for the event generation

) Minimum time interval for the periodic event is 15 seconds and maximum is 86400 seconds (which is equal to
24 hours).

To add a schedule, simply click the Add button below and append as many items as you like. You can add multiple
moments per day as well.

©2024. Intelex Vision Ltd All Rights Reserved.
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Scheduled event time = -

Scheduled event time
Day Time
Monday v | BAEIO0 AM .
Day of the week . Tirne of the day
|
‘ oK | Cancel
Add schedule element

Remember that you can enter the time either manually from the keyboard or by clicking the timestamp elements
and then using your mouse wheel, while still hovering your mouse cursor over the element that is being adjusted. To
edit any of the items, select one and click Edit, or simply double-click an item; to remove, select one or many (use
CTRL+click or Shift+click to select multiple items, or also CTRL+A to select all) and then click Remove.

Tag Match

This event occurs when the iSentryMMS server receives an recognized car number plate or a face that matches
one ore more internal tags.

Settings:

e Title: user-defined event name
¢ Source: the video channel that serves as the event source (the one being analyzed)
¢ Tag match mode:
e No tags: event will be triggered by items that are not tagged
¢ Any: the item matches one or more (at least one) of the tags selected below
o All: the recognition results must match all tags specified below
¢ Not any: the event is triggered if the recognition results does not match any of the specified tags
Flags: choose if you want to use LPR, FR, or both recognition results to trigger the events
Tags: define the tag list, if required

©2024. Intelex Vision Ltd All Rights Reserved.
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’, B Came a 3 e g
Event

& Details*
Event type

Tag match Change...

Select event type from list of available event types
Title

My Camera Tag match

Event name

Source

B My Camera Change...
&k Solice
Tags - O
Tag match mode
Any
Tag match mode
. Tags
Flags o
ILIPR MR v i
Tag usage flags 4

Tags

Apply oK Cancel

You can use as many tags as you need in each event.
Video Wall*

This type of event is raised when the video wall state is changed. This happens when objects are sent to video
wall from the resources' menu in iSentryMMS Client, when they pop up automatically based on another event, or
when users manage the video wall via dedicated tab in the iSentryMMS Client application. Note that events of this
type are not generated if screen contents is changed directly via local screen management - drag-and-drop or
double-click.

Advanced options let you specifically define the nature of that change, the video wall screen and even the target
viewport.
This event can happen on three levels, depending on the defined scope:

e any part of the video wall (video wall is defined, other settings set to any)
e specific video wall screen (video wall and its screen are defined, leaving viewport choice to any)
e specific viewport in the video wall screen (all settings defined)

The triggered events for all these areas will differ slightly (see examples below).
Available settings:

e Title: user-defined event name
e Source: video wall
e Mode: the type of changes

e Updated: any change in the specified location (any or a specific object has been placed on or
removed from the target location)

e Added: the target object has been added to the specified location for the very first time
e Removed: the target object has been completely removed from the target location

¢ Video wall screen: target video wall display

e Viewport index: number of the port to trigger the event, set 0 (zero) for any viewport

¢ Object: any object (if updated), or a specific map/channel (updated/added/removed)

Note that the target object must be specified for added/removed modes: there are no events for "any object added"
or "any object removed". These two modes are intended to be used with concrete objects. If you do not care, which
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object was added or removed, use the updated mode.

% Event Detect: City map appeared on VW Screen 2, port 9 - B

Event

& Details

Event type

select event type from list of available event types

Title

Detect: City map appeared on VW Screen 2, port 9
Event name

Source

=22 Matrix Video Wall

Video wall screen

2 - Main v

Viewport index

g

Object

@ City Change...

OK Cancel

Video wall event example

The viewports are numbered starting from 1, from top to bottom and from left to right. Zero index means the event
will be triggered, when the target object appears in any viewport of the target video wall display.

Event Examples

1) An event is set to be produced when Channel S is removed. Depending on the defined settings, the event
triggering will differ in the following way:

¢ if only video wall is defined without any details: event will be triggered after all instances of Channel S
are removed. In other words, if Channel S is present several times on different video wall screens, the
Removed event will only be triggered after the last instance of Channel S is removed, and the exact video
wall screen or viewport do not matter.

e ifavideo wall screen is defined: same behavior but limited to this specific screen. If Channel S is
currently displayed on other video wall screens, its presence is ignored. The last Channel S instance
removed from the target screen will trigger the event.

e if a specific viewport is defined: the event will be triggered every time Channel S is removed or replaced
by any other channel.

2) Event settings are set to maximum precision: video wall, video wall screen, and viewport are specified. In this
case, the event area is limited to the viewport, and replacing Channel E with Channel X will trigger the following
events (if they have been set up):

e Removed event for Channel E
e Added event for Channel X
e Updated event (no object needs to be specified)

3) The event is set to be generated when Channel Y is added. Consider the following scenarios:

¢ only video wall or video wall screen is defined for the event; the target video wall screen has a 2x2 layout,
and:

e Channel Y pops up in any viewport, filling in an empty space or replacing any other channel:
event is triggered

©2024. Intelex Vision Ltd All Rights Reserved.
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e Channel Y pops up again in the same viewport, replacing itself (so there are no changes): event is
not triggered
e Channel Y is then displayed in another viewport (so that it now appear in two viewports): event
is not triggered
e video wall, its screen and a viewport index are defined:
e every time Channel Y pops up or is placed into the target viewport, the event is triggered

*This feature is only available in the iSentryMMS Federation software edition.

/. Removing and adding event sources again (e.g., deleting and creating edge VCA rule with the same name) may
render them unusable if they are already included in the Event & Action configuration. Make sure to verify
the event operability and then re-create and re-insert the event after modifying it, if necessary.

NewEvent

©2024. Intelex Vision Ltd All Rights Reserved.
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53 Default Actions

Each item - server, channel, or other resource - has a set of default actions that have identical behavior on all servers
and cannot be altered (edited) or deleted. These are:

¢ Generate Alert: generate an alarm that can be used as recording basis in recording profiles; this action is
available for each channel

¢ Generate Alert Substream: generate an alarm that can be used as recording basis in recording profiles;
this action is available for each channel substream

¢ Send Global Event: send a global event notification to all servers; this action is available for each
defined global event

e Pop-up On Screen: display the object on all iSentryMMS Client windows that accept pop-ups of the
target object type; action is available for channels, maps and shared layouts

e Pop-up Playback On Screen: display instant playback for a channel in iSentryMMS Client application
while keeping the live view mode; action is available for all channels

e Disable channel: change the target channel state by disabling it; the action is visible on each server,
allowing you to choose the target channel when creating the event rule

¢ Enable channel: change the target channel state by enabling it*; the action is visible on each server,
allowing you to choose the target channel when creating the event rule

¢ Enable device channel VA: Turn on the Video Analytics attached to the device Channels. You must
preconfigure VA inside the Channel settings to trigger this Action with the particular Channel.

¢ Disable device channel VA: Turn off the Video Analytics attached to the device Channels. You must
preconfigure VA inside the Channel settings to trigger this Action with the particular Channel.

¢ Toggle channel disable/enable: change the target channel state to opposite*; the action is visible on
each server, allowing you to choose the target channel when creating the event rule

¢ Set Condition: change the target condition state to ON; this action is available for each condition
¢ Unset Condition: change the target condition state to OFF; this action is available for each condition
¢ Increment/Decrement/Reset: change counter value; this action is available for each software counter

¢ Send global event: broadcast a global notification to all servers; this action is available for every global
event

*Make sure your license has enough free channels for this action to work properly.

Events & Actions

== New action t ¥ 1 selected
Sy Rules T— -
; Events ’ Generate alert (48) Generate alarm
B Actions B Send global event (43) Send global event
’ Set condition (44) Set condition
¥} Global events
’ Unset condition (45) Unset condition

L') Conditions
D) Schedules

== Mail servers

Configuration
4 Events & Actions

T Monitoring

Default actions

0 When you generate an alert for main stream or substream, all channels having alert-based recording enabled
will start recording for the duration of time period defined in the profile as post-recording time; after that,
the profile operation will be terminated and target channel will return to its normal recording configuration.
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Default actions are available in the Event & Action Configurator and can be used in the same way as the user-
defined actions. These actions are not listed under Actions as they are not configurable.
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54 Add Actions

In addition to the default actions, certain types of actions can be added manually and customized.

To access action management in iSentryMMS Console, choose the Events & Actions section and select Actions from
the menu on the left. In order to create an action, click the + New action button on the upper panel; an action

configuration dialog box will open. It is also possible to add actions as you go using the Event & Action

Configurator.

»

Action Details
& Details ) Select action type

Available action types

4 [l notifications (5)

Send event to dient

Text or sound notifications for thick and mobile clients

Send mail with a snapshot

Send email notification with an attac

4 - Recording (3)

oK

Cancel

oK

Choose action type

Cancel

All available actions are grouped according to their purpose. Choose your desired action type from the list to see

action-specific settings.

Access Control Actions

Actions in this sections are related to the access control integrations. Typically, these are used to control the door

state.

Door Action

If you have a third-party access control module connected, you can change the door state from here. You must have

at least one door added in the access control profile to make this work.
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>

Action

& Details
Field Caption

Door action

Title

KERI Test Door action

Code

Unlock

Action example: unlock a door using access control integration

oK

Cancel

As a target, specify the access control configuration added earlier. The specific door for this action will be chosen at
the rule creation step, allowing you to use this action for many different doors within the same Keri configuration.

Available action codes here are: lock, unlock, temporarily unlock, and lock down (standard access control door

states). Once the action is triggered, the corresponding command will be sent to the access control software.

Channel Related Actions

etc.

Activate PTZ Preset

Actions in this category have direct relation to channels, e.g., PTZ presets and tours, digital output (DO) state change

This action type allows you to make a PTZ camera go to a specific pre-configured preset. You just need to specify:

e Title: a user-defined action name

e Target: the target device which is to accept the PTZ command

e PTZ priority: priority to execute PTZ action with (0 = lowest, 10 = highest, higher priority will override

tours and user commands¥*)

¢ Preset: pick one of the automatically loaded target device presets from the drop-down list (you might

need to create some first via iSentryMMS Client)
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P Action * -
Action
& Details "
Action type
Activate PTZ preset v
5 pef ist of o
Title

Axis 215; Activate Preset #1

Target

3% Axis 215 PTZ on 192.168.3.4 (112) Change...
PTZ priority

10 v
PTZ preset

Preset #1 v

Reload

QK Cancel

Action: activate PTZ preset

*PTZ priority parameter is used when two or more simultaneous PTZ command requests (either from action or from
direct user input) are sent at the same time. When this happens, request with a higher priority is fulfilled while
request with a lower priority is delayed for ten seconds. Default PTZ priority for all actions is equal to five
(medium priority), which also coincides with the default per-user PTZ priority. You can assign any action a higher
PTZ priority (six to ten) or a lower one (four to zero) by editing the Activate PTZ Preset action properties. All PTZ
tours have zero priority.

Use the Reload button to refresh the list of presets: this will be useful if you have created new presets while keeping
the action creation dialog box open.

Activate PTZ Tour

This action is similar to the previous one but instead of activating a single PTZ profile you run a series of presets
called a PTZ tour. PTZ tours must be pre-created via iSentryMMS Client application. For each tour, you define the
order of presets and their duration.

©2024. Intelex Vision Ltd All Rights Reserved.

293



iSentryMMS Expert Administration Guide

’ Action Street View PTZ Activate PTZ tour Perimeter® - 0
Action
& Details*
Event type
Activate PTZ tour Change...
select event type from list of available event types
Title

Street View PTZ Activate PTZ tour Perimeter

Event name

Target

T} Street View PTZ Change...
T t channel

PTZ tour

Perimeter

Reload

OK Cancel

Action: activate a custom pre-configured PTZ tour

o Title: the user-defined action name
e Target: the target channel that has a pre-configured PTZ tour
e PTZ tour: the target PTZ preset sequence to be activated
When this action is executed, the target PTZ tour is activated and looped endlessly. You can stop the tour manually

via iSentryMMS Client or iSentryMMS Mobile application. Tours that do not have the autostart property will also be
stopped when the iSentryMMS server is restarted.

Control Digital Output

Devices having relay (digital) outputs (DOs) can have them triggered as a result of the Control digital output action.
You are asked to enter the following details for this action type:

e Title: user-defined action name, by default it is > Activate PTZ preset >, suggesting that before and after
>> arrows you can insert the camera name and DO number/target - or, alternatively, re-define the whole
title according to your own naming convention

e Target: the target device which is to accept the digital input control command
¢ Digital Output: pick one of the available DOs of the target device to be triggered

¢ Digital Output Mode: choose whether an activation or deactivation command is sent to the target relay
output
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B Action Street View PTZ open gate via DO* - O
Action
& Details*
Action type
Control digital output Change...
Select action type from list of available action types
Title

Street View PTZ open gate via DO
Target

B Street View PTZ Change...

Digital output

Digital Output 1 v

Digital output mode

Activate v

oK Cancel

Action: change digital output state

) Digital output(s) must be enabled in channel settings for the target camera; otherwise, you not will see any
available DOs in the drop-down list after selecting the target device. Also, make sure that digital output
operation has been allowed via device Web interface.

Device Action

This action is reserved for special device-side actions like wiper control, arm/disarm, lights ON/OFF etc. This
functionality depends on the device integration.
¢ Title: the user-defined action name
e Target: the target channel to accept the command
¢ Device action: integration-specific device action
e Parameter: command-specific parameter, if required (e.g., alarm code for arming/disarming alarm
panels)

Currently, device actions are only supported for few devices. If you do not see any available action for your device,
try using the Send HTTP Request action described further: that action allows you to enter a CGI/HTTP command
from device API.

The Parameter field is integration-specific. For example, when working with Satel devices, you can use device action
to arm/disarm the panel, providing the code in the Parameter field.

Export Snapshot

A snapshot from the main or secondary stream of any channel can be saved as a result of an action. The file can be
saved either locally (on the target server) or to a remote server (FTP).
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B Action Export snapshot® P |
Action
& Details
Action type
Export snapshot v
Select action type from list of available action types
Title

Export snapshot

Action name

Target

= Main server Change...

Server, If none isselected, the action will be visible on all seners,

Stream
Main stream v

Shapshotwill be created for selected stream

® Export to local file

The snapshotwill be exported to local file
Local path Insert field »

CiMyDirectony, EVENT_TIMESTAMPY snap.jpg

Local path

Export to FTP directory

The snapshotwill be exparted to FTP location

QK Cancel

Export snapshot to the local server
The following settings are to be defined here:

¢ Title: user-defined action name
e Target: the server to execute this action on

e Stream: main stream or substream of the target channel (the channel is to be defined at the action rule
creation step)

¢ Enable subtitles: enable this setting to activate subtitles and expand additional settings
e Text: subtitle text (plain text and/or macros)
e Position: subtitle alignment (top/bottom, left/right, corners)
¢ Font: subtitle font (choose from the system dialog)
e Colors: background (transparent by default), foreground (text itself), shadow (text shadow)
¢ Export to local file: the snapshot will be saved to the target server chosen above using the specified path

¢ Local path: full path and filename, e.g., C:\MyDirectory\
{EVENT_SOURCE_TITLE}_{EVENT_TIMESTAMP}.jpg

¢ Export to FTP directory: the snapshot will be saved onto a different machine that is not a part of the
System

e FTP path: full path and filename

e Host: target machine's IP address or domain name

e Port: port to be used for FTP connection

¢ Username: user account name to connect to the remote server

e Set password: specify a password, if required to log into the remote server

You can include text macros in the filename, for example, insert timestamps and event source title automatically to
create files with different names every time the action is executed.

Start Playing an Audio File
It is possible to send an audio file to the connected device in case it has a built-in or a connected speaker:

iSentryMMS server can use a .wav file to send audio to the remote camera or video server.
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W Action Reception: start playing aarm®

Acton
& Details
Action type
Start playing an audio file v
Select action type from list of avallable action types
Title

Reception: start plaving alarm|

Action name

Target

B Reception Change..,
Channel. If hone Is selected, the action will be visible on all channles,
File path

Chsoundshalarm way

Audio file path

Cration

0

Duration in seconds (0- play all],

Repeat count

3

Repeat count [0 - infinite]

CK Cancel

Send a pre-defined audio recording to the camera
You need to specify:

e Title: user-defined action name

e Target: the channel for the sound to be sent to (if none selected, the action will be available for all
channels)

¢ File path: full path to the local *.wav file that should be used for audio output

¢ Duration: the amount of time for the audio to be played (set zero to play the whole file)

¢ Repeat count: the number of times for the audio file to be repeated (set zero for the file to played non-
stop)

If you need the audio to be played continuously until another event stops it, set the Repeat count parameter to zero
and use the Stop playing an audio file action to terminate the playback.

Stop Playing an Audio File

This action is used as a complement for the Start playing an audio file action: it stops the audio transmission in case
you need to force stop it earlier than specified in the Start playing an audio file action, e.g., if the starting action lets
the audio file to be played infinitely.

The following settings are available here:

e Title: user-defined action name
e Target: target channel (leave none for the action to be available for any channel)

Logging

In addition to default audit log, you can choose custom events to be appended to the iSentryMMS server audit log or
to Windows application log.

Write to Application Log

The Application log action type allows you to write a log entry into the Windows Application log, which will
be accessible via Windows Event Viewer. The log entry level is Information and entry source is iSentryMMS Server.
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You can define:

e Title: a use-defined action name inside the iSentryMMS Console; by default it is Write to Application log
e Log Message: the message text to appear in Windows Application log

®» Action * - o IEH
i Details
# Details
Action type
Write to application log v
ion type from list of available action types
Title

> Write to application log

ction name

Log message

Achtung!

OK Cancel

Action: write to application log

Use the Insert Field button on the right-hand side (it appears when you have clicked inside the text area) or right-
click the text area and choose Insert to add a text macro (see Action Parameters further in this topic for details).

Write to Audit Log

The Audit log action type is similar to that of Application log: it allows you to write a log entry into the iSentryMMS
own Audit log, which will be accessible via iSentryMMS Console, in the Audit section. The log entry is added in the
Server audio section and its event type will be User defined. You can set:

e Title: a use-defined action name inside to be used in E&A; by default it is Write to Audit log
e Log Message: the message text to appear in the Audit log

Use the Insert Field button on the right-hand side (it appears when you have clicked inside the text area) or right-
click the text area and choose Insert to add a text macro (see Action Parameters further in this topic for details).

Notifications

Actions in this section allow you to send all kinds of alerts to clients and also email notifications.

Highlight On Map

If your target item appears on one or more maps, you can visually accent it on the map as a result of the triggered

event. It is possible to define one particular map or make the device become highlighted on all maps where is has
been placed.

©2024. Intelex Vision Ltd All Rights Reserved.

208



iSentryMMS Expert Administration Guide

® Action Hal Panorama - Highlight on map - o I E3
s Details
& Details "
Action type
Select action type from list of available action types
Title

Hall Panorarma - Highlight on map
Action narme

Target

72 Hall Panorama (104)

Action target

Highlight on

All maps Change...

Map or all maps

CK Cancel

Action: highlight target device on a map
The following objects are supported for this action as targets:

¢ Channels (channel markers will be highlighted)
¢ User buttons (user button markers will be highlighted)

Pop Up Object On Screen

You can set up individual channels, maps and layouts to appear on a specific video wall display as a result of some
triggered event, e.g. motion detected in certain regions. If you wish an object to pop up in all connected iSentryMMS
Client applications without using video walls, use the built-in (default) event of the Pop up on screen type.

) Additional setup is required from the iSentryMMS Client application side:
e shared layouts should be pre-created in order to be used in action creation
e target iSentryMMS Client window must be allowed to accept either channels/maps or layouts
e target iSentryMMS Client window must be set to be a part of the target video wall

What you need to specify in the action properties is:

o Title: user-defined action name, by default it is [channel] Pop up and object on screen [Video wall name]

e Target: a channel, map or a pre-created shared layout to appear on the screen

e Video wall: target video wall for the object to appear on

e Video wall screen: a specific display in the video wall layout for your object to appear on

¢ Viewport index: the exact position of the video output cell in the grid (starting from 1, left to right, top
to bottom), leave 0 to use the first available viewport

If you do not care, which viewport is used for popup, leave the viewport index parameter equal to 0. This will send
the popup object to the first empty viewport; if all viewports are occupied, the object will pop up to the first non-
locked one. When all viewports are occupied and locked and the viewport index is set to 0 (=any viewport), the
popup will not work on that screen.

If the target viewport is set (is different from o) but it is is occupied and locked on the iSentryMMS Client side, the
target channel will force pop up anyway, and the viewport state will stay locked.
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B Action Pop-Lip city map* s B
Action
& Details
Action type
Pop-up an object on screen {-3) v
Select action bype fram list of available action types
Title

Pop-up dty map|

Action name

Target

@ City center Change..
Action target

Wiceowall

=22 Showroorm Change...

Wideowvall

Wideowall screen

2

Wideowall screen

OK Cancel

An action that will pop up a map on the specified video wall display

You can create new maps, geo maps and layouts right from the object selection dialog in case you have not created
them beforehand.

Send Email

In order to send an email notification, you are requested to define the following values in the action settings:

e Title: a user-defined action name; by default it is <mailserver> Send email, you can insert the device
name and target email address - or, alternatively,you can re-define the whole title according to your own
naming convention

e Target: specify the SMTP server to be used for email sending; if none are selected, the action will be
available for selection on any of the existing configured mail servers when creating a rule

¢ To: notification recipient email address
¢ Subject: email notification subject (use the Insert field button to add text macros)
¢ Body: email notification body text (use the Insert field button to add text macros)

=

' Configure your SMTP server(s) before creating email-related actions.
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®» Action * - o IEH

# Details
Action type

Send mail v

Title
> Send email
Action name
Target
== Gmail SMTP (139) Change...
To

admin@torchwood.gov

Subject
Achtung

Subject of the email

Body

Catastrophic failure

OK Cancel

Action: send email
Send Email with a Snapshot

This action is similar to the Send Email action described above, with all the settings being the same plus snapshot
adjustments: attach a snapshot from a channel and send it together with the email. The channel is specified when
creating a rule with this action.

Additional settings:
e Attach snapshot: choose if you want to take a snapshot of main stream or substream of a channel and

deliver it together with the message

¢ Snapshot title: user-defined file name, e.g., Snap.jpg, or
Snap {EVENT _TIME} from_{ACTION_PARAMETER_TITLE}jpg

¢ Enable subtitles: enable this setting to activate subtitles and expand additional settings
e Text: subtitle text (plain text and/or macros)
¢ Position: subtitle alignment (top/bottom, left/right, corners)
e Font: subtitle font (choose from the system dialog)
e Colors: background (transparent by default), foreground (text itself), shadow (text shadow)

The subtitles will be hard merged with the exported image.
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B Action Send mal with a snapshot* P |

Action

# Details* Snapshot title :

Taken_from_{ACTION_TARGET_TITLE]_at_{EVENT_TIME}

v| Enable subtitles

Text Insert field *

{ACTION_TARGET_TITLE} {EVENT_TIMESTAMP]

Position

Bottom v

Relative position of the subtitles

Font

Arial, 12

Background color

Jo.0.00 i
Background calar,

Foreground color

|:| ControllightLight +
Far ound calor

Shadow color

M A ctiveCaptionText v

oK Cancel

Subtitle settings

' Inthe Send Email with a Snapshot action, you only need to define whether this specific action will take a
snapshot from the main or from the secondary stream. Actual channel for the snapshot to be taken from will
be defined when you create a rule involving this action:

o if the source event originates from some channel, that channel will be automatically used as a
snapshot source; you will be able to change the target channel using the Snapshot source button
below the rule map in the E&A Configurator

o if the source event does not come from a channel (e.g., user button click event), you will have an
option to define the target channel using the Snapshot source button below the rule map in the E&A
Configurator

If you specify no snapshot source when creating the rule, a regular email will be sent. You will find more details on
attaching the snapshot in the Rules section of this document.

Send MQTT Notification

This action uses a pre-configured MQTT Client to publish MQTT messages. You must have at least one MQTT Client
in your server configuration, and a running MQTT broker to accept and broadcast the message. Message/connection
settings are typical MQTT message properties; make sure your broker supports the settings you enter here.

Available settings:

¢ Title: action name that will appear in the E&A Configurator

e Target: pre-configured MQTT client; leave empty for the action to be available for all existing MQTT
clients

e Topic: MQTT topic to be published
e Text: MQTT message text to be published
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® QoS: required level of the MQTT quality of service
You can use macros in all text fields to pass parameters like {EVENT_TIMESTAMP} or {EVENT_TITLE}. To insert
those, right-click the text field or use the Insert text field button.
Send SMS
Using this action you can send short messages to the pre-defined numbers. GMS modems must be present in the
server configuration for this action to work.
You have to fill in the following;:

Title: user-defined action name

e Source: existing modem hardware to send the message

Phone: the recipient's phone number in international format (cannot be left empty)
Text: SMS text to be sent, right-click to insert text macros like {EVENT_SOURCE_TITLE}

Keep in mind the maximum possible SMS length when composing the message. Longer messages will be split into
multiple SMS.

Send Event to Client

This action allows to send a push notification to all or specific client applications. This may be just a pop-up
message, or an event in the channel notification area with a sound, or all of these combined.

Available settings:

o Title: user-defined (custom) action name that will appear in the E&A Configurator
e Message: notification body text (use the Insert field button to add text macros)

¢ Display event in alerts: mark this if you want a message to be appended to the iSentryMMS Client log
in the Alerts section

¢ Display a warning message box: mark this if you want a dialog box to pop up on the iSentryMMS
Client side (to be closed by the user)

¢ Display event in notification panel: the message will be shown in the notification panel of the live
view of a specific channel (you will have to set the channel when creating the rule)

e Display event in mobile application: the message will be sent as a push notification to all
iSentryMMS Mobile clients that have the target server configured

¢ Play audio notification: play a sound on the iSentryMMS Client side; sounds themselves are defined in
each iSentryMMS Client application

¢ Audio notification: sound notification number, from 1 to 10 (here, you just specify the
number, actual sound is defined per client and may not coincide in different application
instances)

¢ Send event to specific user or user group: show the notification only to a specific user or user group
Recording Related Actions

Several actions are related to recording: these can change main and secondary stream recording profiles, as well as
append new items into the archive, such as bookmarks.

Activate Recording Profile

Any of the existing recording profiles can be activated for the channel of your choice as a result of a triggered event.
You can separately activate main stream and substream recording: use the Activate Recording Profile action for
main stream and the Activate Substream Recording Profile action for secondary stream. Enter action details as
follows:

¢ Title: the user-defined action name

e Target: the target device for which recording is to be activated

¢ Recording profile: the pre-configured recording profile to be activated as an action; you will find profile

configuration tips further in this section of the manual

The recording profiles are changed within the channel's recording configuration. Thus, for example, if the channel's
recording configuration has a 3-second pre-recording duration, it will stay 3s for any recording profile you activate
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via E&A.

' The recording profile is activated permanently; to switch to a different recording profile, use another action of
the same type and different target profile.

Example of emergency recording scenario: create a user button and bind 2 actions to it, one action activating
continuous recording, and the other one activating no recording (will activate the recording default profile).
Then, add a delay timer to the second action with a required duration, e.g., 1 minute. You will be able to trigger
the emergency recording manually from both iSentryMMS Client and iSentryMMS Mobile applications.

B Action * - o IE4
S Details
# Details
Action type
Activate recording profile v

Title

> Activate recording profile > none

ction name

Target

I3 Avis 215 PTZ on 192.168.3.4 (120) Change...

Recording profile

K Motion Based (145)

Brtoibra nintle
Recording profile

OK Cancel

Action: activate recording profile

Recording profile activation cannot call off the default recording configuration (the one currently assigned to the
target channel); rather, this action can only add more recordings. Thus, channel default recording configuration
must define the minimum required recording scheme (based on a single profile or on a schedule) and E&A scenarios
will add to that.

Example: a channel is set to record based on motion. There are two user buttons: one of them sets the channel to
Constant recording, and the other sets the No recording profile. Triggering the first button will activate constant
recording, and triggering the second button will return channel recording to its default state (which is Recording by
motion) instead of disabling the recording at all.

Recording Triggering Examples

When channel recording profile includes alert-based recording, recording can be activated as a result of a
Generate Alert type action and its engagement time is determined by the profile's post-recording time parameter. In
this case, actual recording profile is not changed and the current recording profile is used (the one assigned to the
channel through its recording configuration). The default (built-in) recording profiles have post-recording intervals
of 10 seconds, which may be fine when conducting, e.g., motion-based recording (video is recorded for 10s after
motion event), but may not be suitable for other types of events. In such case, you can pre-configure any number of
different recording profiles and use them for action setup.

If a recording profile is triggered by an Activate Recording Profile type action, the recording profile used for the
target channel is complemented with the profile triggered from E&A, and recording duration can be controlled using
action delay timers.

Scenario 1. The camera's recording configuration is normally motion-based. The action is intended to be used for
recording based on digital input events, which are triggered when someone opens main entrance door; starting from
that point, the video and audio streams will be recorded continuously for one minute.
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e channel base recording configuration: motion-based video recording
e actions triggering recording profiles:

e action #1 triggers a recording profile with continuous video + audio (e.g., built-in Continuous
Recording profile)

e action #2 triggers the built-in No Recording profile: as a result, channel recording is returned to
its default (configured) state

e action #2 is delayed for one minute using a Delay Timer
Scenario 2. The camera normally records continuous video with low FPS during the daytime, and does not record

anything at night and during weekends. If camera VCA detects fire or smoke in the area, continuous recording at full
frame rate will be conducted for 30 minutes.

¢ channel base recording configuration: based on schedule, continuous recording at restricted FPS + no
recording
e action triggering recording profiles:
e action #1 triggers continuous video recording without frame rate limitation

e action #2 triggers the built-in No Recording profile: as a result, channel recording is returned to
its default (configured) state

e action #2 is delayed for thirty minutes using a Delay Timer

& Recording profile Alarm Triggered Continuous Recording - o IE3
Recording profie Details
& Details "

Audio stream

Post-recording interval

3600

after alert, in seconds (defau

Cancel

Set desired post-recording interval in the target profile
Create Bookmark

Bookmarks can be created by the server, based on any available event. This can be done either completely
automatically or complemented with user input - from the users who are connected via iSentryMMS Client
application.
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B Action Create new bookmark = B
Action
& Details
Action type
Select action type from list of available action types
Title

Create new bookmark

Target

= My Server

er. If none is sele

Bookmark title

Achtung

Description

Auxiliary power to the Holodeck matrices

v| Request user description

R

Reguest timeout

300

Request specific user or user group

X admin Change...

Requ

OK Cancel

Action: add a bookmark with user confirmed description
Available settings:

e Title: custom (user-defined) action name
e Target: server to add the bookmark on (select none to make the action visible on all servers in the system)

¢ Bookmark title: name that will appear in the archive and also displayed to users, if user description is
requested (use the Insert field button to add text macros)

¢ Description: extra information to be stored with the bookmark (use the Insert field button to add text
macros)

e Severity: bookmark severity level (info = lowest, critical = highest); you can change the severity level
colors via server settings, Bookmark policy tab

¢ Request user description: enable this if you want to obtain bookmark description from iSentryMMS
Client users - this comes useful when you require feedback from users and/or when the description may
differ from time to time

¢ Request timeout: defines for how long the description request will be displayed on the
iSentryMMS Client side

e Request specific user or user group: display confirmation dialog box only to the target user
or user group; if not defined, the request will be sent to all connected users

Note that the target channel is not specified at this step: you will have an option to specify it using the Target
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Channel button when you create a rule with this particular Add Bookmark action. If the source event of such a rule
is channel-specific (e.g., Video Lost, Motion), the channel will be set automatically. Please see the Add Rules section
for examples.

Scenario 1: fully automated

In the Add Bookmark action settings, do not enable the Request user description option. Instead, specify desired
bookmark title and description. Now, when you use this action in a rule, a bookmark will be added automatically
with the pre-defined description.

Scenario 2: bookmark with user confirmation

Enable the Request user description option and specify the bookmark title: make sure to make the title
comprehensible as it will be displayed to the iSentryMMS Client user when prompting for the comment. Optionally,
you can specify the description - it will be used when no user input is specified (users ignored or missed the
description dialog box).

After you have added the action, you can go ahead and use it in the E&A Configurator: there, upon adding a rule, you
will have an option to specify the target channel for the bookmark to be added to.

Other Actions

Actions having no special category are listed here.

External Service

For external services that have their own events (e.g., third party integrations via HTTP API), it is possible to trigger
these as actions from iSentryMMS servers. You need to specify:

¢ Title: user-defined action title

¢ External service: external service (connected to the iSentryMMS system via HTTP API) to accept the
data

e Target action: choose one from the list of available items (availability is ensured on the external service
side)

This type of action is handy when you have your own service integrated via iSentryMMS HTTP API.

OPC Client Action

This action type uses an existing OPC client configuration to send write commands to an OPC server, thus changing
values of its nodes.
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B Action OPC #1 Disable ACL File Monitoring® P |
Action
& Details
Event type
{OPC Client action Iy
select event type from list of available event types
Title

OPC #1 Disable ACL File Monitoring

Target
@ OPC#1 Change...

Action

Variable

#MonitorACLFile Change...

variable name

Value type

Bool

Value

OK Cancel

Action example: change OPC node value to false
You need to define:

e Title: user-defined action name
e Target: OPC client configuration (connection to an OPC server)
e Action: operation to be performed with the data node value

e Variable: target OPC server data node (choose one from the list), must be of compatible type
and have a write permission

e Value type: one of the standard data types, auto detected
e Value: new value to be assigned to the variable, must match the variable value type

Run Program

The Run program option gives you the opportunity to define an executable file (script, batch or a GUI application)
that will be launched as a reaction to defined events.

The following parameters should be specified:

e Title: a user-defined action name
e Target: target iSentryMMS server to execute program on
¢ File Path: full path to the executable file

e Parameters: input parameters, if the program launched accepts any (e.g., a batch file) (use the Insert
field button to add text macros)

¢ Run Mode: execution mode - hidden (silent, invisible to server user), minimized (minimized to taskbar)
or normal (program will run in its default state)
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®» Action *

# Details
Action type

Run program v

Select action type from list of available action types
Title

Run program > open gate script

Action name

Target

=B Global Server (101) Change...

File path

Chopengate.bat

Exec £ pathn

Parameters

Parameters passed to the executable

Run mode

Hidden v

OK

- - EX

Cancel

Action: run third-party program

Use the Insert Field button on the right-hand side (it appears when you have clicked inside the text area) or right-
click the text area and choose Insert to add a text macro (see Action Parameters further in this topic for details) into

the Parameters field.

Send HTTP Request

As aresult of a triggered event, HTTP/CGI requests can be sent from iSentryMMS servers to any third-party servers
or devices that can accept such commands. The target devices can be third-party software, Web servers, cameras or

any access control hardware. This event is similar to the previous one, with the difference that here there is a single

HTTP request, while using the Run Program action you can program multiple requests with necessary delays and

internal logic.

This action supports both HTTP and HTTPS. For secure HTTP, use port 443 as default, or whichever port is

configured on the remote service.
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B Action on Axis¥ = B
Action
& Details
Action type
Send HTTP reguest v

Select action bype from list of available action types

Title

Action name

Target

= Server Change..,

Target server, If none is selected, the action will be visible to all sersers,
Host
192.168.34
Haost narre or IP address
Port
&0
Faort nurnber
Usernarne
root
Username
v Set password
(11T}
Passnord to log into the servet
Reguest [nsert field~
Faxis-cgifinfoutput.cgitaction= 17%3A%2F

Request text

QK Cancel

Send a HTTP request to open the digital output circuit on a camera
Things to be defined:

o Title: user-defined action name, by default it is Send HTTP request [target host]

e Target server: a server for the action to be available on; if no server is defined, the action will be
available on all servers

e Host: an IP or hostname that will be accepting the HTTP request (in case of HTTPS - add https:// before
your IP address)

e Port: port number to accept the request, port 80 is default
e Username: a username to log into the target host, if necessary

e Password: a password to log into the target host, if necessary; to change the password when editing the
action, put a check mark on the Set password and define a password below

¢ Request: HTTP command string

The resulting request link will be formed as a combination of the host and request fields with the specified port, plus
username and password, if specified.

=

‘' Use default port 8o for HTTP and 443 for HTTPS.
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Use the Insert Field button on the right-hand side (it appears when you have clicked inside the text area) or right-
click the text area and choose Insert to add a text macro (see Action Parameters further in this topic for details) to

be passed as a parameter in the HTTP request.
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SNMP Trap

This event allows iSentryMMS server to act as an SNMP agent and generate and send trap messages to a third-
party SNMP manager.

P Action RS SNMP trap 192.168.15.4:162% - 0
Action

& Details

Action type

SNMP trap v

Title

RS SNMP trap 192.168.15.4:162

Target

= RS (162)

et server, If none is selected, the action will be visible to all servers

Host

192,168,154

Host name or IP address

Part

ort number

OK Cancel

SNMP trap type action
You need to define:

e Title: user-defined action name, by default it is [server] SNMP trap [host] [port]

e Target: iSentryMMS server for the action to exist on; if none selected, the action will be visible on all
servers

e Host: target SNMP manager address
e Port: target port
e Community: SNMP community expected by the SNMP manager
e Trap ID: automatically generated ID
e Message: text message to be sent
Use the Insert Field button on the right-hand side (it appears when you have clicked inside the text area) or right-

click the text area and choose Insert to add a text macro (see Action Parameters further in this topic for details) to
be passed as a parameter.

Action Parameters (Macros)

Actions that handle text information (log messages, send emails and run third-party program) can accept macro
commands. Currently, the available parameters are:

e {EVENT_ID} - internal identifier of the triggered event

e {EVENT_TITLE} - user-defined name of the triggered event

e {EVENT_SOURCE_ID} - internal identifier of the event source

e {EVENT_SOURCE_TITLE} - user-defined name of the event source

e {EVENT_UTIME} - event UTC time

e {EVENT_UDATE]} - event UTC date

e {EVENT_TIME?} - event local time

e {EVENT_DATE} - event local date

e {EVENT_TIMESTAMP} - event UTC timestamp in a system-independent format YYYY-MM-DD
hh:mm:ss.ms
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e {EVENT_TIMESTAMP_UNIX_MS} - event timestamp as Unix Epoch time

o {ADDITION_INFORMATION} - extra information for Disk Excluding, Fallback activating and
Recording Error events

e {ACTION_ID} - internal identifier of the action

e {ACTION_TITLE} - user-defined name of the action

e {ACTION_TARGET_ID} - internal identifier of the action target (usually, a server)

e {ACTION_TARGET_TITLE} - user-defined name of the action target (usually, a server)

e {ACTION_PARAMETER_ID} -internal identifier of the additional action parameter (e.g., target channel
defined in the rule)

e {ACTION_PARAMETER_TITLE} - user-defined name of the additional action parameter (e.g., target
channel defined in the rule)

e {VALUE} - number plate value from the Tag Matched event
e {CHANNEL_RECORDING_ID} - channel recording identifier, as displayed in the channel details when
IDs are enabled in the iSentryMMS Console app settings; channel ID is used

Example of a text string containing a macro: "{EVENT_TITLE} event occurred on {EVENT_UDATE} at
{EVENT_UTIME}".

Event sources are listed for every rule in the Rules section of Events & Actions; typically, these are servers, devices
and other resources capable of generating events (e.g., user buttons). Action parameter is a supplementary item
added to the rule, e.g., target channel for the text notification, source snapshot for the attaching snapshots to emails
or exporting them.

The {ADDITION_INFORMATION} macro has support for parameters. These depend on the originating event. For
example, for LPR events, try the following ones:

e {ADDITION_INFORMATION:Plate} for the license plate number;

¢ similarly, use Speed for the estimated vehicle speed

¢ and Confidence to get the recognition accuracy,

¢ Info1/Info2 fields are available for the Intelex Vision Ltd LPR external service.

For the face recognition events, additional parameters may be equal to Subject and Tag, as well as
SubjectSimilarity (if a person was found in the DB)

When you have finished, click OK to save and close the dialog box. The newly created action will appear in the item
list under Actions and will be available for configuration.
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55 ONVIF Generic Events
Custom ONVIF Events

Introduction

You can create custom rules based on ONVIF camera-generated events inside iSentryMMS Console Events &
Actions. To do so, you need:

1. ONVIF compatible camera connected via ONVIF driver to the iSentryMMS,

2. Understanding of the camera events,

3. Basic knowledge of the ONVIF standard XML responses generated by your cameras.
Although ONVIF is a set of rules that standardizes video monitoring hardware and software - the range of available
options is extensive, and different cameras may have very different capabilities. In the context of this manual, we

will focus on integrating this wide range of varying camera capabilities into the iSentryMMS and fully utilize your
camera potential.

The scheme below represents the cameras sending Event data to the iSentryMMS.

Device ONVIF [ Device ONVIF LRTSP (MetaStream)

driver driver L Cam ,I

+ HTTP (Notification service)

channel | channel | channel =
1 2-1 2-2 = Cam 2-1

CUSTOM ’ [ I ] [ e rom ] ——HTTP (Notification service}———— rj';

EVENTS EVENTS EVENTS =

L T L T s . 3| - RTSP (MetaStream) =
v v v 2 | Cam2-2

VMS Rules m

v
VMS Actions

VVMS Server

Multi-channel camera sending XML data via HTTP and RTSP protocols. At the server, data is received from each
camera head to the dedicated channel.

This event data is sent via RTSP and HTTP in XML format and adheres to the ONVIF-defined standard. Both
streams may represent the same or different events, and you must invest your attention to get out the most from
your setup.

User Defined Events
To begin with the ONVIF-based custom event creation, you must add a camera via the Generic ONVIF driver. You

can find how to add your devices in a corresponding part of this manual.

1. After adding a device, find the Channels inside iSentryMMS Console -> Configuration sub-section.

2. Find the corresponding channel and open it in a pop-up window by double-clicking on its name or selecting it
and pressing the Edit button on the top of the channel list subsection.
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3. Find the User defined events in the pop-up window at the bottom of the right subsection.

You will see the empty subsection with three buttons on the top. +New drop-down button, grayed-out Edit button,
and Notification messages button. You can create a New generic event by clicking the +New or Notification
Messages buttons. Both options will bring the new Messages pop-up window with the list of received notification
messages in XML format. Received data represented in a table-like form with columns:

e Time - Received notification server timestamp (MM/DD/YYYY HH:MM:SS)
e Source:

Notification service - data stream received via HTTP

MetaStream - data stream received via RTSP

e Message - Received data in XML format. The Message column is updated in real-time as the data is
received.

e Matches - if you have already created a generic event filter, you will see an indication for the events with
exact matches for that existing filter.

<NotificationMessages
<Topic
Diatect="http: //www.onvif.org/verio/tev,/topicExpression
/Concreteset”>tnsi:RuleEngine/CelMotionDetector Motion
</Topic>
<Messager<Message ULCTime="2024-01-11T10:19:082"
Prnpertyoperatwn— "Changed” ><Snurca><51'rp'le1 em
Name="V7deoSour ceConfi gurati onToken”
Value="videoSourceToken" />
cSﬂip'ieItefr Name=" \1\:Ieufma'lyt1 csconfigurationToken™
Value="v1i deuAna‘lytTcsTnken Vg
<simpleltem Name="RuTe” value="MyMOTiOnMDeTectorRule" /=
</Sources
<Data><Simplieltem Name="IsMotion" Value="true" /=
</Datax>
</Messages
</Message>

(ltht'If'\ EdtTDl’]ME:SdgE
1/11/2024 10:21:31 AM [ Metastream < cationMessage>
<Topic
Dialect= http fwww.onvif.org/verio/tev/topi CEXDI’ES;.UF‘

CDI“(I’EEES—‘E tl";l AudioAnalytics/Audi DzDEtE(t=dSDur’V‘|

otification service

e
01-11T10:19: 087 "><Source><Simplelten
ourceconfigurati or"ruker
*audiosourceconfigroken 1"
Ttem Name="AudioAnalyticsConTigurationToken”
"audioanal yti csToken” />
eTtem Name="Rule" value="MWyAudioDetectori® />

Datd <SimpieItem Name="isSoundDetected” Value="true”

S impleItem Name="UTCTime" value="2024-01-11T10:19:082"

55
tificationMessage> o

& New - Close

The Messages pop-up window. All the columns marked with the red ellipses.

Locate the event you want to use as the prototype for the filter, click on it, and then click on the +New button on the
bottom-left part of the pop-up window. You may find the same event inside both - Notification service and
MetaStream data. For such cases, our recommendation is to use MetaStream. This stream is sent together with the
video stream, so it is easier to notice any instability the third-party factors may cause.

/. N.B. You can find your camera capabilities in the manufacturer's manual or the Conformant Products
- ONVIF webpage.

This will bring the Generic event pop-up window.
You will see the following fields inside the Details tab:
e Type - Event type (in this case - GenericEvent), non-editable.
e Message source - Notification service/MetaStream, non-editable
o Title - the only field that the user should fill in. The display name of the created event. Editable.

e Id - Event identifier. The field will be completed automatically after the event is saved. You can identify
the event inside log files by this ID.

¢ Enable checkbox - enable event processing. Uncheck it to stop processing the event.

The only field you should fill inside the Details subsection is the Title field - add a meaningful name that will allow
you to recognize this event inside the Events & Actions Configurator.
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Item
& Details

A Mapping

& Generic event HkiEntrance_tooBlurry - o I

Type

GenericEvent

Message source

MetaStream

Message source

HikiEntrance_tooBlurry

~| Enable

Id
1c640cbc-e451-4521-808c-51712balB226

Cancel

Generic event Details subsection. The only Editable field is marked with the red ellipse.

VCA event mapping

The next step is to map data. Inside the Item subsection, locate the Mapping; this will bring the Mapping options.
You will see three subsections:

¢ Notifications message - the most-right subsection of the Mapping section. Provide a detailed view of
the selected message.

e Items - represents the mapped portions of the Notification message. You may create multiple items - only
exact matches will be processed (similar to the && conditional operation).

¢ Condition - the left subsection of the Mapping section. This subsection allows adjustments to the Items
created in the Items subsection. You will find the following interface elements:

o

Name field - You can edit this to make the Items subsection more readable. Provide a meaningful
name for the Condition Item.

Select node button - which will bring a pop-up screen with the notification message. Use it if you
want to change the part of the message your item is based on.

Evaluate button - Evaluate if the created Item matches the current condition. Use it if you
manually adjusted XPath or Text fields to avoid errors. Values: "true" - if the Item condition
matches the Notification message; "false" - if XPath value or Text does not have an exact match.

XPath input field - represents the path to the Item conditional value in the context of the
Notification message tree; may contain variables.

Text input field - represents the value that must match to meet the event's trigger condition.
Regular Expression checkbox - mark it if REGEX is used for conditioning.

Case sensitive checkbox - by default, condition matching is registry case-independent. Mark this
checkbox only if you need registry case-dependent conditioning.

Save/Apply changes button - Save changes before switching to the next Item or confirming event
with the OK button at the bottom-right corner of the Mappings subsection.

Cancel button - Cancel current changes made to the selected Item.
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Configuration > Channels amin & O

Configuration
4+ Create channel group Edit Assign main stream recording configuration |~| | Assign group Disable Create replication Show videa | | ® 1 selected
= servers -
TITLE DEVICE ERVER P PORT ENABLED MAIN STREAM RECORDING CONFIGURATION SUBSTREA

o Exterrial seivioes ™ i-PRO WV-515500-V3L on 1§ Item

= t 3
B Failover clusters i & Details B : o

T Condition =+ New condition |+ Items | ] Notification message | Change

B Mapping*
& Users Fiieororeliam o + Y Conditions 4 NotifieationMessage
4 Devices ma 4 Topic
gingSenvica

8 Cewarp jisceiiy —
Tt Channels: ZRnagiol name MainStream hitp://www.onvif.org/ver10/tev/topicExpression/ConcreteSet

B! Video configuration A Bl tns1:VideoSource/ImageTooBlurry/imagingService
@ Recording 4 Message !

= RTSP configuration
s XPath 4 Message ]

iF Edge configuration -”“}fj‘{'“‘"“”;’e“zge/‘\‘/“” : 2024-01-12T08:56:15Z

M r Itemn
[ Layout templates e e kel : ratiisn
% G ET— [@Name="State/@Value Changeo

Y. T Te——

™ Layouts 4 Source
Text Simpleltem @1 zrme: Source @Value: VideoSource_1
=2 Video walls e + i
Related items ~ Simplelt : Stat it
&} User buttons et = e
@ Visual groups
& Crosstinks Akfgu‘?' SRIEER
! Live podeasts Case sensitive
Data sources
8 Data channels .
oo Create Cancel

% Events & Actions oK Cancel

Mappings example. Full path to the Mappings subsection is marked with the red ellipses.
Blurry mainstream Custom VCA Event scenario

At first glance, Generic events may seem complicated, but they provide an unprecedented level of elasticity if needed
or allow the creation of simple event triggers from otherwise incompatible devices. The example below will create a
generic event based on the ONVIF camera's mainstream blurriness.

1. Ensure the camera is connected via the ONVIF driver and the Camera analytics is up and running.
2. Go to Configuration -> Channels -> 'Your Channel' and double-click on it.

3. At the bottom of the right section, find User defined events, select it, then on the top of the right subsection,
click the +New button -> New generic event.

4. Locate relevant event. In the example case, this will be an event sent via Metastream containing information
on the image quality. Click on the +New button at the Messages window's bottom-left side.

5. In the provided example the event is named "HikiEntrance_tooBlurry." Click on the Mapping. You will see
already created Item based on the event topic.

6. For Example, the camera has both mainstream and substream, and the mainstream is found under the
Message/Source/VideoSource_1. To evaluate only mainstream, you need to create one more Item.

7. At the Notification Message subsection, locate Message/Source and click on the node; then, in the Items
subsection (the one in the middle), click the +New condition button. You can change the Item name to
something more meaningful, like in the provided example, "MainStream," and confirm the adjustment with
the Create button..

8. Now, the system knows "where to look." All that's left is to tell the system what it must look for. Create one
more Item from the Message/Data node. In the provided example, you need to evaluate if the image is
blurry, so you are looking for the value - "true." Select the Data node, Click the +New condition button,
rename the Item as "TooBlurry," and confirm it with the Create button.

9. Confirm Generic Event with the OK button, then confirm it again with the Apply button under the User
defined events subsection.
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4 NotificationMessage

hitp/fenwrwonvif.org/ver 10/tev/topicExpression/ConcreteSet
tns1:VideoSource/iImageTooBlurry/imagingService
4 Message
4 Message

ner 2024-01-12T08:56:152

ropertyOpe : Changed
Simpleltem @MName; Source @\Valle: VideoSource 1
Simpleltem & MName: State EVEIUE true

Notification message example. Red ellipses mark the "nodes"; Values used in the example above are marked with

the transparent red marker.

From now on, you are ready to build Actions based on the blurriness of the camera mainstream. To do so:

1. Go to the iSentryMMS Console -> Events & Actions -> Events

2. At the top-left part of the Events subsection, find the +New event button and click it.

3. Find the VCA event (Stands for Video Camera Analytics) from the pop-up window and confirm with the OK

button.

4. Add the Event Title, which will be displayed inside the configurator. Name it "blurry entrance cam."

5. Click the Change button on the right side from the Source field and select the camera you used to create that

generic event.

6. To bring a custom event to its full potential, you must add the VCA rule. Click the Change button and find
your generic event name in the pop-up window. It will likely be at the bottom of the list. Confirm your
selection with the OK button, then click the Apply and the OK buttons to save your event.

7. Go to the Rules subsection and open the configurator. The goal is to log this event to the server, generate an

alert, and pop up the channel inside the iSentryMMS Client.

©2024. Intelex Vision Ltd All Rights Reserved.

318



iSentryMMS Expert Administration Guide

Events and actions configurator

Server | = Global Server

Events | Scarc O\ Rules | -.. . Q Actions | o__ 0\

< Expand / Collapse list C Expand / Collapse list

< Expand / Collapse list

m

ENT - =

4 T HikiEgtrance !
[
Blurry entrance cam

External event 1

4 [ HikiEntrance

= Global Server >> Write to application log Generate alert

& HikiEntrance = > Generate alert Generate alert substream

External event 2 Bt HikiEntrance > Pop-up on screen Pop-up an screen

External event 3 Pop-up playback on screen

Motion + Bi-PRO WV-515500-V3L on 192.168.3.78

Motion started
Motion stopped

Recording error

Generate alert
Generate alert substream

Pop-up on screen

Recording recovered v ) Condition ‘D Schedule Reset Pop-up playback on screen v

& Fvent Edit event W Delay timer &= Action

OK Cancel

Example of the actionable Rule based on Generic VCA event form the described example.

That's it. All the Actions are now available for your event. This way, very complicated scenarios might be created,
starting with basic notifications for the simple analytics event and up to very specific conditioning for the VCA value
for the particular case.

Import/export custom events

Once the event is mapped, it is possible to export it. To do so, go to:

1. Configuration -> Channels -> Your channel -> User defined events
2. Select your Event and click the Export button at the top of the window.
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Configuration

[ External services
&= Failover clusters
L Users

4 Devices

@ Recording

Q@ Maps

[ Layout templates
™ Layouts

== Video walls

[ User buttons
@ Visual groups

CrossLinks

€

al

Live podcasts

Data sources

1B

Data channels

== Mail servers

=+ Create chann B Channel v

B wWv-$1536L

T WV-$32302-F21

T WV-S66700-Z31

Channel

& Details

u* Members

M Membership

off Permissions

% Motion detector
= Video analytics

o) Audio

-] Inputs”

[2 Outputs £

Channel configuration
Video overlays

38 Dewarp

B Video configuration

= RTSP configuration

= Edge configuration*®

% User defined events*®

User defined events

g Mew - Edit Motification messages

o

IPRO-ONVIF event

% User defined events - o S

User defined events

W TITLE a SOURCE El

v IPRO-ONVIF event MetaStream enabled

Cancel

3. Confirm your selection with the Ok button and save the json file on your disk.

To import event, go to:

1. Configuration -> Channels -> Your channel -> User defined events
2. Select your Event and click the Import button at the top of the window.
3. find saved json file and confirm it with the Ok button.

/& Although it is possible to import any custom event to any ONVIF compatible camera, it will be working only
with the cameras that sends exactly the same notification messages.
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56 Understanding Conditions

Conditions are auxiliary controls for event/action rule operation: these are condition variables, 'locks' for the
defined event/action mappings.

Each condition can only be in one of two states: OFF or ON (0 or 1, false or true, to put it in terms of formal logic).
When applied to a rule, the condition serves as an additional clause for the action execution: the action will only

be performed if attached condition is ON, and is never performed if condition is OFF - regardless of whether the
event has been triggered. The condition state can be manipulated using the Set condition and Unset

condition actions (these exist by default for each and every created condition), which, in their turn, can be set off by
some other events.

The conditions are available in the Event & Action Configurator: click the Conditions button in the bottom part of
the Rules section to load the existing condition list or create a new one.

Add Condition

To add, remove and manage the conditions in the iSentryMMS Console, go to the Events & Actions section and
choose Conditions from the menu on the left. Conditions can be also added as you go from the Event & Action

Configurator.
Click the + New condition button on the upper panel to bring up the condition configuration dialog box. Here you
have to:
¢ enter an comprehensible title for the condition - usually, the best ones are those which express a state,
e.g., camera offline, motion present, door opened etc.
e choose the target server - conditions, as non-global events, are local and operate within a single server
e set condition default state, i.e., the state it is in before it is set or unset for the first time; this can be

either ON or OFF
(1) Condition Gate Opened= - o IES
Gondion Details
& Details
Title
Gate Opened
Server
= Global Server (101)
Server
Default state
Off w
OK Cancel
New Condition dialog box

When you have finished, click OK to save and close the dialog box; the newly created condition will appear in the
item list and will become available in the Event & Action Configurator.

Use the buttons on the upper panel to edit and remove the conditions; the filters on the bottom panel will help you
load recently added or recently edited items.

Condition Usage Examples

Consider a system that has three cameras installed: Camera A overlooking area A, Camera B overlooking area B that
is just next to area A, and Camera C, which is a supplementary PTZ device and can be turned to view both areas and
even more, and overlooks area C by default. If a person walks into area A, he/she will be detected by Camera A's
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video analytics; if he moves on, he will enter area B and the security guard will see him on Camera B.

Now, imagine that Camera B suddenly goes offline. The security guard is OK with that, until there is someone in
area B; he notices some motion in area A and takes control of Camera C, and makes it overlook area B, but the
person of interest is long gone by that time, and there is no footage of him being present in area B. So, the task is to
automate the process so that Camera 3 serves as a backup while Camera B is offline; the configuration in such a
case may look as follows:

e Event 1: VCA, source: Camera A

e Event 2: Video Lost, source: Camera B

e Condition: Camera B Offline, default state: OFF

e Action 1: make Camera C go to preset Area B

e Action 2: Set Condition, target: condition Camera B Offline

Rules:

e Event 2 triggers Action 2 (that switches the state of condition Camera B Offline to ON)
e Event 1 triggers Action 1 upon the condition Camera B Offline

Thus, Action 1 (go to the PTZ preset) is only actually triggered then and then only if Camera B Offline condition
state is ON, which is not possible while Camera B is online.

Now, we need this to work both ways, i.e., we want to return Camera C to its home position and reset condition state
back to OFF when Camera B comes online again. New configuration elements will be added:

e Event 3: Video Restored, source: Camera B
e Action 3: Unset Condition, target: condition Camera B Offline
e Action 4: make Camera C go to preset Area C

Rules:

e Event 3 triggers Action 3 (that switches condition state to OFF)
e Event 3 triggers Action 4

These new rules ensure that, once Camera B is streaming again, Camera C will go back to its original position, thus
terminating it as a backup device; and the condition is OFF, meaning that the triggering of VCA rules in area A will
not make Camera C move.

The whole setup in Event & Action Configurator is as follows:

4 I:Camera A =>> VOA: motion in Zonel
o Camera C >> Activate PTZ preset > Area B
(1 Camera B Offline
4 I:Camera B == Video lost

u} Camera B Offline = > Set condition

i I3 Camera B >> Video restored

u} Camera B Offline = > Unset condition

i I3 Camera B >> Video restored
o2 Camera C >> Activate PTZ preset > Area C

Sample rules
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57 Delay Timers

Delay timers are supplementary entities for controlling action launching. Unlike conditions and schedules, timers
cannot be pre-created in the main iSentryMMS Console Events & Actions section, but rather are defined as you
go for each rule with the Event & Action Configurator, which is available via the Rules section.

(1) Condition %) Schedule M Delay timer

Delay Timer button in the Event & Action Configurator

To add a pause timer for specific actions, select one or more of the mapped rules (use CTRL+click or Shift+click to
mark multiple items) subject to delay, and then click the Delay Timer button on the bottom panel of the central part
of the Event & Action Configurator.

Set pause timer - o IES

Caption

Time delay

00800

Pause mode

Create a separate action

& new action will be created even if there is an identical action gqueted

® fxtend a postponed action

7 - T il he rreated FHhere ic a2 identical actinm mne e
1O new aciixn will De created It there = an mentcal acion queued

oK Cancel

Delay timer properties
Set the delay period for the target timer. Time can be adjusted in the following ways:
e click hours/minutes/seconds and then use the UP and DOWN arrows on the right, or
¢ click hours/minutes/seconds and use the mouse scroll, while still holding mouse cursor over the relevant

timestamp section, or
e enter the time manually using the keyboard numpad.

Next, choose the pause mode:

¢ Create a separate action: new actions of the same type will be created regardless of the acting delay
timer, and queued in the same way as the original delayed action

¢ Extend a postponed action: new events of the same type will restart the timer, postponing the
resulting action for the specified amount of time
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When you have finished, click OK to save and exit the dialog box. The newly created delay timer will be assigned to
the pre-selected actions.

=

‘¢ Extending an action allows you to postpone the action execution repeatedly if more events of the same type
arrive within the chosen time period. For example, if incoming events are of a Recording Error type, there
may come too much of them at once e.g. in case of a major storage issue, causing a lot of triggered actions of
the same type, while only a single action may be desirable.

Say, if required action is Write to application log, setting a delay timer to 5 minutes + extended action will
postpone the email sending for 5 minutes every time a new recording error appears; when, at a certain point,
more than 5 minutes have passed without new incoming events, a single log entry will be eventually

created. The separate action option, on the contrary, will force logging for every single triggered event.

To remove a delay timer from rule configuration, click the timer to highlight it within the rule, and then click the
Clear button in the bottom panel. Note that, if there are schedules and/or conditions attached to the same rule, they
will be removed as well.
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58 Counters, Indicators and Variables

Apart from actions, events and rules, the Event & Action section of iSentryMMS Console contains additional
resources, which can be used for building even more versatile automated scenarios.

Software Counters

Software counters are entities that contain a certain integer value, which can be altered based on some occurred
event. These can be used in iSentryMMS, for example, to count events that do not originate from VCA and therefore
cannot be accounted for using VCA counters.

Counters can be created in the Events & Actions section of iSentryMMS Console, under the Counters subsection.
Each one has a title and a server where it resides (as the Event & Action scenarios are defined per server; use global
events to transfer events from one server to another - for iSentryMMS Federation installations).

Reports can be then built based on the software counter values, along with VCA counters: automatic reports are
available for configuration in iSentryMMS Console, and manual reports can be created in the iSentryMMS Client
application. Both modes also permit report export in PDF format.

Add and Remove Counters

To add, remove and manage the software counters in the iSentryMMS Console, go to the Events & Actions section of
iSentryMMS Console and choose Counters from the menu on the left. Click the + New counter button on the upper
panel to bring up the counter configuration dialog box. Here you have to:

e The Title field: Provide a meaningful name to your counter

e The Server field: counters are non-global entities, so select the server you wish the counter being attached

e The Reset Value field: You can input here the initial value for the counter after reset

e The Value Limit field: You can limit counter value with this field

e The Enable Auto Reset checkbox: By marking this checkbox, you enable automatic counter reset when it
reaches the value from the Value Limit field

@ Events Actions > Counters

Events & Actions —
! _

Rules
% B Counter OneToHundredCounter* i

% Events Counter

B Actions # Details* =
Title

Glabal t issi
" Glotl etents o) Permissions OneToHundredCoumer{

Counter title

(1) Conditions

Server
= Global Server
# orc
P Indicators Reset vaiue
[ Variables N

& Tags Value limit

I, Subjects

Apply OK Cancel
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Adding counter with auto reset feature

In the Permissions tab, you can grant access to this counter's data to individual users and user groups. Anyone
with the rights to access archived VCA metadata for the target counter will have it in the iSentryMMS Client
application in the Reports section. If the Access archived VCA metadata permission has been granted for the whole
server, the target user or user group will have access to all counters on that server, regardless of the individual
counter permissions.

When you have finished, click OK to save and close the dialog box; the newly created counter will appear in the item
list and will become available in the Event & Action Configurator. You can create any number of software counters.

Use the buttons on the upper panel to edit and remove the counters; the filters on the bottom panel will help you
load recently added or recently edited items.

How to Change Counter Values

Counter values can be changed based on any event in the Event & Action scenarios, when building rules. Counter
value changes can be a separate action or an additional one to serve for counting the number of times when the rule
was triggered.

There are three built-in actions that are available by default for any created counter:

¢ Increment: increase counter value by one
e Decrement: decrease counter value by one
e Reset: set the counter's value to zero

The initial state of any newly created counter is zero.
Manage Counter Data

Internal iSentryMMS counters can be removed at will at any point: select all redundant counters and click the
Recycle bin button on the upper panel.

However, only software (user-created) counters can be deleted in this way. Counters originating from VCA cannot be
deleted in this way, as they exist in the VCA configuration (either camera-side or server-side video analytics). Those
entities do not even appear in the list in the Counters section. To view them, press the Manage data button on the
upper panel: an additional dialog box will pop up, displaying all counters, both user-defined and VCA imported.

Events & Actions

&= MNew counter Edit Manage data ‘ Tl ¥ 1 selected
°° Rules — —
4 tvents O MotionCounter = My Server
B Actions T Counters - O JES
%1 Global events Counters
D) Conditions

¥ 1 selected
41) Schedules — —
TITLE SERVER H4 L ATL

BB Counters O MotionCounter = My Server [Ifl MotionCounter
&% OPC BA CounterD = My Server ' UDP IPX3302HD on 192.168.3.53

OB Counter1 = My Server T UDP IPX3302HD on 192.168.3.53 Deleted
P Indicators

OA Counter2 = My Server T UDP IPX3302HD on 192.168.3.53

Hidden menu with data for all counters

Here, you will see all counters with some value, including those, which have been removed from VCA
configuration and are therefore out-of-date. Select the unnecessary items and press Delete data above: all
information about the target counter will be then removed from the database:
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o for software counters, this means that only the past counter values are wiped out; the counter itself stays
in the list (you can remove it from the list as described above)

e for VCA counters, the counter itself is deleted from the database, too (but not from the VCA configuration)
) Removing the software counter's data reset it to zero.

Removing VCA counter's data will reset only counter state on the server. Camera counter's value will not be
reset!

If there are no new incoming data for the removed counter, it will disappear from Reports shortly - both in
iSentryMMS Console and iSentryMMS Client. If it still exists and iSentryMMS continues receiving data from the
target counter, it will re-appear in this list automatically. So, in other words, the Manage data dialog box reflects the
current state of the counter's database.

Usage Example

Consider a use case where it is required to count how many times during the day the office door was unlocked; the
door is opened by an access control module, which is also wired to the digital input of a camera so that the system is
notified when the door is unlocked.

Required E&A items in this case are:

e Event 1: Digital Input, source: corridor camera

e Event 2: Scheduled event, type: scheduled, every day 12:00AM

e Counters: HowManyTimesDoorWasOpened

e Action 1: Increment, target: counter HowManyTimesDoorWasOpened
e Action 2: Reset, target: counter HowManyTimesDoorWasOpened

Events 1&2 are not default and should be added, and the counter has to be created as well. Actions associated with
the counter will be added automatically so there is no need to create these.

Rules Q

4 5 Reception => Reception door opened

BB DoorCpened > > Increment

a EGhbalSer\rer == Scheduled every midnight

[ifl DoorOpened > > Reset

Rules that control the counter state
The final set of rules for this scenario looks as follows:

e Rule 1: Event 1 triggers Action 1
e Rule 2: Event 2 triggers Action 2

Thus, every time the door is opened, this event is accounted for by the software counter; the counter is reset based
on schedule every midnight. Using the counter data, it is possible to build a report and see, for example, most and
least popular times, the average number per week etc.

Indicators

Indicators are objects with several states. These states (conditions) can be changed based on any events in the
Event&Action Configurator. Indicators can be placed on maps, thus helping you build an interactive dashboard.

You can create indicators in the Events & Actions section of iSentryMMS Console, under Indicators, then place them

©2024. Intelex Vision Ltd All Rights Reserved.

327



iSentryMMS Expert Administration Guide

onto maps - either regular or geo maps. The indicator state and color can be then changed based on E&A events:
once you create an indicator, it is automatically added to the Actions section of the E&A Configurator and actions for
changing its state are created.

P Indicator 145 Traffic intensity

Indicator

& Details
Title
of}y Permissions 145 Traffic intensity

Server

= My Server

Indicator states

Edit indicator state details Indicator states
Title
P Not a soul here (default)
Mot a soul here
P Acarortwo
Color P You'l be home for dinner
0.0, 0 v
- P Should have stayed late today..
P Why don't you take a bus?!
Apply changes Cancel

oK Cancel

Example of an indicator
Create and Manage Indicators

To add, remove and manage the indicators in the iSentryMMS Console, go to the Events & Actions section of
iSentryMMS Console and choose Indicators from the menu on the left. Click the + New indicator button on the
upper panel to bring up the counter configuration dialog box.

The following settings are available here:

e Title: user-defined name

e Server: iSentryMMS server, to which the indicator belongs (related actions will be only available in the
target server E&A Configurator)

¢ States: 5 different indicator conditions with custom names and colors

When adjusting the state details, do not forget to hit the Apply button for the changes to take effect.
Change Indicator State

The indicator state can be changed based on any event in the Event & Action scenarios, when creating rules. The
indicator state can be changed as a separate action, or it can be combined with any other one, thus helping visualize
the state of other items.

There are five built-in actions for every indicator that allow to set the indicator to any of its states. If you only need
two or three, simply do not trigger other conditions. The actions will appear automatically after you create the
indicator.
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4 [ 145 Traffic intensity
Change Indicator State P Why don't you take a bus?!
Change Indicator State P Not a soul here
Change Indicator State P A car or two
Change Indicator State P You'll be home for dinner

Change Indicator State P Should have stayed late today..

Maps

When placed onto maps, indicators change their color and display the comment according to their state. Both
regular and geographic maps have an indicator marker available on the panel above the map, alongside with
other markers. Thus, you can build interactive panels that will reflect the condition of the system.

@ Map Floor 1*
Map

# Details i
" Q = P w Properties

2. Membership
MAIN ENTRANCE

off Permissions Indicator | P Main door Change...

Q Marking® p Iton Q, Change...
Show state v
u
I
1
1
I
I
1
1

- .

Temperature
Indicator state
Main door

Indicator state

Reset Fit

OK Cancel

A map with two indicators on it
Usage examples

Depending on your needs, indicators can help in many different scenarios.

Use case #1: external sensors are sending temperature data. Based on the value, the indicator state is set to very
low/low/normal/high/very high.

Use case #2: conditions are used throughout the system for door status (open/locked). The indicator is used to
visualize the condition state (in this case, only 2 out of 5 states are involved).

Variables

Variables in iSentryMMS are entities having a certain value that changes over time. Create variables if you wish
to set up reactions (via E&A) to certain variable values, e.g., certain temperature readings from thermal cameras.

To access the variables management in iSentryMMS Console, choose the Events & Actions section and switch to
Variables in the menu on the left.

Variables differ by source. Currently, there are two groups of sources: devices (IP cameras or other) and data
sources.

Channel Variables

Some device integrations support receiving certain variable values from cameras. For example, some thermal
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devices send the temperature measurements as floating point numbers. In order to "catch" the data on the server
side, simply create variables for these cases. Afterwards, you will be able to use these variables in events: for
example, trigger events if the value is greater or less than certain threshold.

To create a new item, click the + New channel variable button on the upper panel. In the dialog box, choose the
source channel and fill in the settings.

e Title: user-defined variable name

e Channel: source channel (device integration must be supporting variables, please contact
customerservices@intelexvision.com for details)

e Variable: choose one from the list of available items (if none are available, the device has none or the
integration does not support variables)

e Variable type: variable data type

For most variables, the data type is fixed, so you only need to choose the variable source and give it a name.

ol
Variable
& Details*
Title
AntiCowid
Channel
B\ Thermal on Entrance Change...
o i - 0 b &

Variable Select variable

Temperature

Available variables

Variable type
Floating-point d ariable name

Temperature Temperature

Reload

CK Cancel

[8]4 Cancel

Temperature variable from a thermal camera

Click OK when done; the newly created variable will be appended to the list.

After you have added the channel variable, use the Variable value event to define the value range you want to trigger
the event-action rules.

Data Source Variables

Data source variables are based on the pre-defined data source mappings. First, create some regex mappings for
your data sources as described in the corresponding section of this document. Then, create a data source variable in
the Variables subsection by clicking the drop-down arrow un the upper panel and selecting the + New data source
variable option.

| The following settings are to be defined: |

¢ Title: user-defined variable name

¢ Data source: choose one of your existing (pre-configured) data sources

¢ Variable: choose one of the pre-configured mappings

e Variable type: choose the data type of the selected variable (for further comparison in events)

e Data ID: enter your POS identifier in case the data source delivers data from multiple terminals or other
sources

The Data ID field is optional and is only required if your data source has combined streams from multiple sources. If
there is only one data stream, leave the Data ID field empty.
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Variable
& Details
Title

Data source

POS emulation

Available variables

Sum Sum
Variable type
Floating-point

OK Cancel
Data ID

OK Cancel

A new variable from a data source mapping
Click OK when done; the newly created variable will be appended to the list.

After you have added the data source variable, use the Variable value event to define the value range you want to
trigger the event-action rules.
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59 Tags and Subjects

iSentryMMS offers a possibility to create tags and subjects for LPR and FR black/white lists, respectively. You can
use these in combination with the Event&Action rules to roll our desired automated scenarios. Tags and subjects in
iSentryMMS Console are not exported or imported to/from tags and subjects in LPR/FR services; they can act as a
supplement or a replacement of these.

) Tags and subjects here are not synchronized or somehow related to those in iSentryMMS LPR or FR modules.
If you already have tag lists in the LPR module, you can continue using it with E&A events.

At this point, is it only possible to add tags and subjects from iSentryMMS Console. The option to add tags
from the iSentryMMS Client application only refers to external LPR/FR service tags.

The recognition itself may run on an edge device (e.g., ANPR camera) or be provided by an external service. The idea
is that the recognition results are received by iSentryMMS and then matched with the local tag/subject database.

Subjects are expected license plate or facial recognition results. For ANPR, a subject is a car number plate, and for
FR each subject is a person.

Tags are used as marks for the LPR/FR subjects. One or more subjects with the same tag form a list, and you can
use tags to trigger events and event chains. Each tag can be used for all types of services, which is convenient, for
example, to handle access for a group of people and their cars.

Create Tags

To create tags in iSentryMMS Console, switch to the Events&Actions section. Choose Tags on the left, then click the
+New tag button on the upper panel.

For each tag, you can choose:

¢ Title: user-defined tag name that will appear in rules and in iSentryMMS Client
¢ Color: will also appear in iSentryMMS Client to mark entries with this tag
e Flags: choose if you want to use this tag for FR lists, LPR lists, or both

Events & Actions

&= New tag Edit T x

& Tag VIP*
[B Counters -
TITLE COLOR Tag
. .
¥ OPC & Engineers P
. itl
P Indicators & Guests . : Title
*. Subjects
& Managers = VIP
OB Vvariables 2
& VP m
S Color
- - RoyalBlue .
.*, Subjects L
Configuration Flags
v LPR vIFR
4 Events & Actions s
ag usage flags
¥ Monitoring
OK Cancel
AN Audit

Recently added, 3

Tags can be used for LPR or FR, or both services

When finished, click OK to save and close the dialog box. The newly created tag will appear in the item list; you can
edit any tag by double-clicking it in the list, or by selecting a tag and clicking the Edit button on the upper panel.
Remove tags by selecting one or more items and then clicking the Recycle bin icon on the upper panel.

Create Subjects
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Creating subjects is similar. To create subjects in iSentryMMS Console, switch to the Events&Actions section.
Choose Subjects on the left, then click the +New LPR subject or +New FR subject button on the upper panel.

For each subject, the following settings are available:

¢ Title: user-defined tag name that will appear in rules and in iSentryMMS Client

e Color: will also appear in iSentryMMS Client to mark this subject's recognitions (if the subject is tagged,
the subject color will be replaced by tag color)

e Pattern: exact plate number or a mask (e.g., D* to match all plates starting with D and having any length)
e Mask: enable this to enter a mask instead of the exact match in the pattern field above

Patterns for masks: use * for any number of unknown characters, and ? for exactly one unknown character. For
example:

e F* will match all license plates of any length starting with F

e F?* means there's F and then one or more unknown characters

Use query testing (see below) to check if an expected recognition value is "caught" by the mask.

@ Events Actions > Subjects

= LPR Subject Wera's Honda*

Events & Actions | LPR Subject
{

4 New LPR subject |~ Details

OB Counters Mew FR subject ! ‘ & Details*
— ‘ Title
¥ orc
* & T Wera's Honda

P Indicators Subject name

Color
[f Variables

[:I Silver v
‘ Tags Tag color
=, Subjects Pattern

AHZ404
Configuration e
4 Events & Actions Mask

hen checked, the pattern will be used as mask, not exact match
Monitoring
) Aud OK Cancel
Audit

Create a new LPR subject using the car plate number

When finished, click OK to save and close the dialog box. The newly created subject will appear in the item list; you
can edit any subject by double-clicking it in the list, or by selecting a subject and clicking the Edit button on the
upper panel. Remove subjects by selecting one or more items and then clicking the Recycle bin button on the upper
panel.

Add Tag Matching Events

A special event type is available for the built-in tags. This event is triggered when a recognition result has a
matching tag profile: this may mean one of the required tags is present or absent, and other scenarios.

To add the tag matching event, switch to the Events subsection and click + New event button on the upper panel.
Set the event type to Tag match. The following settings are available:

o Title: user-defined event title that will appear in the E&A Configurator

e Source: a channel that will serve as a recognition source

¢ Tag match mode: choose what kind of match you want (see more detailed explanation below)

¢ Flags: choose one or more if you want this tag event to be triggered for specific recognition type

e Tags: choose a set of tags that will be used for comparison

Recognition may be LPR or FR and it may run on the camera side or as an external service.
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4 Event License plate matches any existing tag* - &

Event

& Details*

Event type

Tag match Change...
Select event type from list of available event types

Title

License plate matches any existing tag

Event name

Source

=1 ANPR Change...
Event source

Tag match mode

Any 2

Tag match mode

Flags

v LPR v FR

Tag usage flags

Tags

Engineers Guests m Change...

Tags

oK Cancel

An example of a tag matching event with LPR recognition
Possible tag match modes: event will be triggered if..

e NoTags: recognition result does not have any tags (the license plate/subject is not present in the
database)

e Any: recognition result tag matches one or more tags in the list (at least one)

e All: recognition result matches all defined tags (possibly more, but at least those listed)

¢ NotAny: doesn't match any of the specified tags

For example: in the snapshot above, the event is triggered when recognition result matches Engineers, Managers,
Guests, or VIP tag.

Create Rules

As soon as you have created tag-based events, you can match them with any actions to create automated scenarios in
the Event & Action Configurator.

Rule examples:

e open a gate based on staff car entering (action: change DO state, prerequisite: DO wired to the gate)

¢ notify operators with a sound (action: send event to client, option: play audio notification, prerequisite:
audio notifications enabled on the client side)

Test Tags and Subjects

From the Subjects section, you can check if the whole scenario works for a specific recognition result.
Simply click the Test button on the upper panel, enter the desired parameters, and click Run. The test query is not
bound to any specific subject entry so it does not matter which item is selected in the item list.

The test validates if the entered recognition value has any matching subjects and, therefore, tags, and also checks if it
triggers any events. Events are only checked if there are active rules using these events!
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. Test query
Text
o MNew LPR subject |~ Edit Test ||
EHZ123
TITLE Text to be matched in the database
B D-plate Flags
B E-plate | LPR FR
ﬁ‘ G—plate Tag usage flags
& HoHoHonda Source channel
T ANPR Change...
Source channel
.................. R un S

A test that would show which subjects and events would be triggered if the recognition result is equal to EHZ123
As an example, let's see the test results for the test above. The dialog box with the results will have several tabs.

In the Subjects tab, all matching subjects will be listed. In the example here, E-plate matches the recognition result
because this subject is defined as a mask E*, matching any license plate starting with E.

i=} Matches

Matches

Subjects

=, Subjects
Mew query
& Tags

% Events = E-plate

Pattern EHZ123 corresponds to one subject named E-plate

In the Tags tab, all matching tags will be listed with their corresponding colors.

i*, Matches - o BB

Matches

t*. Subjects
Mew query
& Tags
TITLE COLOR
% Events & Engineers
& VIP | |

Pattern EHZ123 matches two tags
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Finally, in the Events tab, you will see, which events would be triggered by the test pattern.

i=} Matches - o S

Matches

Events

*3 Subjects
MNew query
& Tags

TITLE

f Events 4 License plate matches any existing tag

Pattern EHZ123 would trigger one active event

Note that the event list will be empty if there exist some relevant events but there are no rules using them!
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60 Layout Templates

Layout templates are arrangements of empty viewports. These can be later filled with channels and maps in your
iSentryMMS Client application and later saved as layouts. Each template can be used any number of times for
creating both local or shared layouts.

You can create your own, custom layout templates and then use them in any iSentryMMS Client applications
connected to the target server.

To access layout templates via iSentryMMS Console, go to the Configuration section in the bottom left panel
and select the Layout templates component in the menu on the left. Use the Search field in the upper-right-hand
corner to filter existing items; press Refresh button to reload the item list.

@ Configuration > Layout templates

Configuration

4= MNew layout template | | Edit i} ® 1 selected
= Sorvers
| TRI 1 F
L Users B 1+2 (117 2=2 3
B Devices 2 1+4+bundie (118) & = 4 21
22 Channels
@ Recording

= Layout templates

[H configuration

I Monitoring
Recently added. 2

Layout templates
Click the + New layout template button on the upper panel to bring up the configuration dialog box.
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- Layout template 1+4+bundie® - o IER
i
& Details
Title
| 1+4+bundle
L - J5iC Naf
Grid size
3 ~ 4 vl = 32
T oo (53} T
1 2 3
¥al
5 7
8 £ 11
14
12 13 14
15
16
18
17
20
19
21

1 of 21 viewport(s) selected

OK Cancel

Create new custom layout template

Enter the template name, choose grid size and then modify the grid, if desired: you can select multiple cells at
once with your mouse and then use the Merge and Unmerge buttons below to create custom cell combinations. Note
that you can only create rectangular regions, not just any polygonal areas.

e For corridor view cameras, merge several cells vertically, so that the image fits the target viewport without
much stretching/distortion
e For surround view cameras or 180/360-degree dewarp, merge a row of cells

When you have finished, click the OK button; the newly created layout template will appear in the item list and it
will also appear in any connected iSentryMMS Client applications after synchronization.

Use the Edit button to alter any template at any time: modifications will immediately be synchronized with
iSentryMMS Client after you save the changes and modified templates will be available for use. However, if the
modified layout was already in use, its current output will not be altered, allowing you to save the old layout in
iSentryMMS Client. Drag and drop the new layout template to the iSentryMMS Client live view display to load the
updated template version.
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61 Shared Layouts

Layout is a pre-configured viewport configuration with channels assigned for live view and archive playback.

Layouts are created in the iSentryMMS Client application by filling a layout template with video channels. There are
two main groups of layouts: local, which are created and stored locally on the same computer where the
iSentryMMS Client is installed, and shared, server-side layouts, which are are kept on each server and are available
for all users that are connected to the same server from other client computers. If the license or server policy limits
the number of max client connections to 1, layouts can still be shared between non-concurrent client connections
from different machines.

Layouts themselves are created via iSentryMMS Client application but layout sharing should be pre-enabled from
iSentryMMS Console. In order to make server users able to share and access this resource, shared layout groups
should be pre-created on the server side. Groups are used for handling user permissions and also for logical
arrangement of the shared layouts.

! If no layout groups exist in the server configuration, layout sharing will be disabled for the target server
from the iSentryMMS Client side.

To create a new group in iSentryMMS Console, open the Configuration section and choose Layouts from the menu
on the left. Click the + New layout group button in the upper panel to bring up the shared layout group
creation dialog box.

B3 Layout group *

Layout group

& Details
Title
1 Members o

;!'; Membership

of§ Permissions

OK Cancel

New shared layout group

In the Details tab, enter a user-defined name for the target layout group. This name will appear in all connected
iSentryMMS Client applications when creating a shared layout.

Use the Members and Membership tabs to create nested groups; Members tab will also allow you to manage group
contents after some layouts have already been created.

In order to allow access to specific shared layout groups for selected users, go to the Permissions tab:

e Administer permission grants access to the layout group in iSentryMMS Console and allows the user to
share layouts via this group (put new layouts into target group

e View permission allows users to see the contents of the group, i.e., shared layouts, when they connect to
the target server from the iSentryMMS Client application, and use these layouts in iSentryMMS Client

) All users with the View permission will be able to see and use the shared layouts from the target layout group.
However, visibility of the contents of each layout will depend on each user's channel and map permissions.

Shared layouts can be used in Layout Sequences in iSentryMMS Client independently or combined with regular
layouts as well.
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62 Maps

Maps are resources that allow you to use an image of the building plan or some area and place interactive markers
on it. Cameras, doors, user buttons, and other items put on maps can then be clicked in the iSentryMMS Client
application to provide the desired interaction and facilitate the operators' work. Links to other maps help create
multi-layered building plans for better navigation.

To access map management via iSentryMMS Console, select the Configuration section from the bottom-left-hand
menu and then click Maps in the menu on the left.

Two types of maps are available at this point: regular maps based on user image, and geo maps.
Create Map

Click the + New map button on the upper panel to bring up the map configuration dialog box.

@ Map Cafe del Mar - 0
Map
& Details
Title
L. i
st Membership Cafe del Mar|
Map title
of§ Permissions e
Q Marking
Organisa 1 to which the map belongs
Map image
Select image...
Select image of the ¢ GIF format. Please note, the system will reproduce the provided image without scaling or effects. The
best results will 0 pixels.
OK Cancel
Map details

On the map Details tab, enter a user-friendly name for your new map, then select the organization it represents, if
applicable, and upload a picture that will be used as plan basis. All major raster picture formats are supported:
JPG/JPEG, BMP, PNG, TIF/TIFF and GIF.

If you are using organizations, you can also attach the map to one of the organizations.

/. There are the following limitative requirements for the pictures loaded as maps:

e picture resolution should be less than 8.25MP
e file size should be less than 5MB

Files not meeting these limitations will not be uploaded.

Map Properties and Markings

Switch to the Marking tab to place cameras and other markers onto the map.
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While no markers are selected (or even placed on the map), you will see map properties on the right side:

@ Map Cafe del Mar® = B
Map
& Details*
o R mE PpD = T Properties
2. Membership
Permissions
A Channel & Floor 1l Corrid || Change...
Q Marking* Icon - Change...
Icon color | - v
icoiisee . Custom Web System .
Title color
[
Title size . = “ mj . .
AEETEEEN
EEEEEEEE
? i HAEEEEEEE
POS0001
5,’*’ ONG *z?:* e
“a o Show sector L
& \ =
, o Lo i) | o L
::I 1= ! z::w 1= A i 3 Rotate image i
4| - = :
o O *,}‘:5;* 0 :
Hhomguorgvendgronguonaoniingy g
Reset Fit
Apply OK Cancel
Map marking

Manipulate your map picture by zooming IN and OUT with the mouse wheel, dragging the picture with the left
mouse button and using the Reset and Fit buttons below. Reset a shows non-zoomed 100% size picture (or a picture
fragment, if it is larger than the window), and Fit zooms your picture so that it fits into the preview window.

To place a camera marker, drag the 4 camera icon from the upper-left-hand corner and drop it on the scene.
Camera markers will allow you to pop up channels by double-clicking the markers in iSentryMMS Client. They will
also have a red mark on them in the iSentryMMS Client application if the target channel is offline (if the Video
lost event has been triggered): the channel's Video loss parameter is used as a timeout, which is 15s by default. The
following actions are possible:

e select the camera by clicking the ™4 camera icon on the plan (and not the blue sector representing the
viewing area)
e move the camera around by dragging the icon (the sensitive area is within the pink circle)

¢ change coverage sector by dragging two pink dots on the sides of the blue sector: drag to the sides to adjust
the vertical angle up to fisheye (full circle)

e correct camera position: drag the central pink dot to the sides to rotate camera, drag to/from the centre to
change radius

e remove the marking by selecting it and pressing the Delete button on your keyboard or the recycle bin
button on the upper panel
The properties window on the right enables you to:

e choose the target device for the currently selected marking
e view information about marking angles and radius

e turn ON/OFF displaying of coverage area

e change the marker icon color and size

¢ adjust the marker title color and size

Camera Marker Binding with Indicators

©2024. Intelex Vision Ltd All Rights Reserved.

341



iSentryMMS Expert Administration Guide

You can attach indicators to cameras in order to change the camera cone color on the map's viewport according
to the preset Indicator.

First, you need to create the Indicator itself, then set up rules for the previously created Indicator, and then
you can attach the previously created Indicator to the camera. After that, your Camera cone color will change
according to your rules set for the Indicator.

1. Go to Configuration -> Maps -> Your particular map

2. In the map window, select Marking from the left menu

3. Drag and drop the camera icon from the menu over the viewport

4. On the top of the Properties menu, select the Channel you want to attach to the already placed camera icon.

5. At the bottom of the Properties menu, select the previously created Indicator.

@ Configuration > Maps admin &
Configuration

4 + Newmap |~ Edit Assigh group w ® 1 selacted
=
S @ Map TestMap* i
& Networks @ TestMap |Map
4 External services #' Details

N QE =™ B = ] Properties
B Failover clusters & Membership

Users Permissions
L L] Channel B LPRSmart (127 || Change...
W4 Devices Q Marking” Icen - Change...
B Channels Icon color —

P . * lcon outline
ecording
lcon size 150%

Ma| 7 i
9o Title color [ v
E=d Layout templates Title size 150%
= Layouts + Title outline
222 Video walls
@} User buttons
@ Visual groups Rotate icon v
B Webpages Show sector v

Sector color —_
& Live podcasts

Use indicator color v
[& Data sources
) Reset Fit Indicator P Testindicator (1|| Change..
B Data channels i

Apply oK Cancel

Configuration

An example of how-to attach an indicator to the camera
Other Markings

Several other marker types turn your map into a fully featured control panel. To place any marker, drag
the corresponding icon from the upper-left-hand corner and drop it onto the scene.

Marking

L IR B - R

&b

=

Marker types: channel, map, user button, layout, door, indicator, webpage, data channel, polygon

Click a map marking and use the properties window on the right to browse for a map that you wish to be a target for
the current shortcut. Remove markers by selecting them and then hitting the Delete button on the keyboard.

Add map markers and use them as shortcuts to other maps: target maps will pop up when the corresponding map
markers are clicked in iSentryMMS Client. Thus, you will have multilayered/multidimensional maps.

In the same way you can also add user buttons o to your map and trigger assigned actions by double-clicking the
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buttons in iSentryMMS Client. Select your desired user button on the map and then use the properties section on the
right to bind a user button to the marking.

@ Map MyMap* —
Map
f Details .
= Q | Properties
Q Marking | - P S - = 5 . i
i
2 Membership s o l@., ey of -
St o . Map 1 i w Map 0 none Change..
off Permissions M s b 4 q { i
i il Map 2
5 S =.|:|r-1 L e & !
. ° . - o &k
B2 g
o =] cony 5
Reset Fit
oK Cancel

Map markers

Similarly to individual channels, it is possible to place layout markers for shared layouts to be
displayed when double-clicked on the map in iSentryMMS Client. The target shared layout and the icon style can be
defined in the properties section on the right.

Door markers are intended to be bound to doors from the access control integration: door statuses are then
displayed on the map in the iSentryMMS Client application. The target door and icon styles for different door stated
is to be defined in the properties section on the right.

Indicators are multi-state entities that can change their state - and, therefore, their colors on the maps - based on
events. These may be temperature ranges, condition states, or any other system component states that have related
events.

Links to Web pages and data channels are similar to channel links and lead to your configured webpages and
data channels connected to data sources.

Polygon (Indicator zone) marker

You can draw a free-form polygon, attach to indicator to change color correspondingly or combine this marking with
the user button. Polygon will be displayed in monitor with the attached functionality.
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Configuration
i =+ Newmap |~ Edit Assign group ]E] X 1 selected
= Servers
TITLE 1D ORGANISATION
& Networks @ CatMap (137}
[ External services @ tlap Cathiap* 2
Map
B Failover dusters
I Details
L Users Properties
.E_-. Membership
84 Devices Title Sad Button
of§ Permissions
B Channels Linked resource | B} User button | | Change..
R— Q@ Marking® Show title v
ecording
Title color [ 255, 255, 0
@ Maps
Title size 150%
Ed Layout templates | " Title outline
& . < % SadButtcn .
™ Layouts " Sl a4l e Shape 1 Polygon
| By ..-' 7| .
=2 Video walls i ) 1 3 i e = ' Color —_
g 1 g A ‘ Outline
|} User buttons | 4 S - ]
= Lock scale
@ Visual groups T 1
Indicator P SadCatindic:|| Change...
@ Crosslinks
&' Live podcasts
Data sources
Reset Fit
@8 Data channels %
Configuration Apply oK Cancel

Polygon marking combined with the indicator and user button
Copy Markings/Indicators
You can duplicate any indicator on Maps. To do so, select the indicator/marking you want to copy. At the top-right

corner of the Marking section, you will find two buttons: one for deleting the indicator/marking and the second for
duplicating. Click on the duplicate button. This will create a copy of the selected overlay.

@ Map Atlantis*

Map

&' Details

Properties
2. Membership

Permissions T
o Channel B HikiEntr | Change...

Q@ Marking® lcon [ 1} Change...

Icon color —

Icon outiine

lcon size 100%

Title color —

Title size 100%

b Title outline

Reset Fit

Apply OK Cancel

Example of the Camera marker copy inside the Maps. Duplication button and the Camera indicator are marked
with the red ellipses.

Marking Arrangement

By default, you can place camera markings and other icons freely. But, for some purposes, using a grid for marker
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arrangement can be useful. For example, when you do not use an actual map but rather create a control panel with
action buttons, and when the number of markers is big, use grid arrangement to facilitate the creation process.

While in the Markings section of the map management, click anywhere on the background (not an icon). If a marker
was selected, the selection will disappear, and you will see map properties on the right. In the properties section,
mark the corresponding option to enable it:

e Show grid: will show the grid lines; all added markers can only be placed at intersections

e Lock grid: if enabled, the grid size will be locked at the current zoom level, and zooming the image in/out
will zoom the grid as well

M Q & =0 T = Properties
~ » Map size 1024, 1024
’ il
1 y + Location 0,0
4 b Image size 1024, 1024
b Image location 0,0
User button 2 User button 3 User button 4 User button 5
Show grid v
Lock grid v

Map markers attached to the grid
Marker Customization

Each marker has a customizable icon, size, color, outline, and the same options are available for its text label. To edit
the marker, click the marker on the map: its properties will appear on the right. As you change the properties, the
changes will be immediately reflected.

@ Geo map City* = =
Geo map

& Details
= | Properties
2. Membership
( lcon ko Change...
of§ Permissions O Gy
{g!"* Icon color  NEM 0, 0,255
° Marking* Oﬁlc.e— (130) 518 N Icon size 125%
@é‘ ® ﬁ 530 » lcon outline
\\"} =
Q Title color I 0, 0, 255
Title size 175%
B s
e ( n 4 Ttleoutline [
&b Color [ 255, 192, 255 vi
o =
& i, O Enabled v
8  persap cotbut -

Apply oK Cancel

A custom channel marker with customized text label size and appearance
Membership and Permissions

Just as other resources, maps can be grouped and assigned user permissions.
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@ Map Section 31* - o IEl
& Details
Selected groups Available groups

Q Marking — — — p—

2. Membership &L Sector 31: public areas Map group 48 Sector 21: restricted area Map group

_* Pefrissions 44 Sector 31 facilities Map group

Remove Add
OK Cancel

Map membership

In the Membership tab, you choose groups for this map to become a member of: select groups by double-clicking
items in both columns or by using the Add/Remove buttons below.

@ Map Section 31* - o IE&
& Details
Selected users Available users
° Marking - e —— —r—— —
;!x. Membership ‘ Johnny English {119} User v| Administer ‘ James Bond (120) User
o Parmiissions View L limmy Neutron  (121) User
& Supervisors (122) User group
Clear
OK Cancel

Map permissions

Permissions tab enables you to choose the users and user groups that will have access to this resource. Select at least
one permission to select a user/user group; uncheck all manually or using Clear button below to deselect.
Administer permission means user will be able to see, open and edit map via iSentryMMS Console, and View only
allows user to load the map in iSentryMMS Client.

When you have finished, click OK to save and close the dialog box. The newly created map will appear in the item list
of the Maps section.

Use the buttons on the upper panels to perform item-specific actions: remove, edit and quickly assign map group;
the filters on the bottom panel will help you switch between recently created/updated items and display maps/map
groups only.

Create Geo Map

It is also possible to use any part of the world map instead of user-defined pictures to put the markings on it. To
create a new geo map, click the drop-down arrow near the + New map button and select New geo map to bring up
the geo map creation dialog box.

/i Geo map functionality requires that constant Internet connection is present in order the world map to be
loaded from the remote server. Internet connection is required from iSentryMMS Client as well to load the
map and present it to the end user.

Geo map creation is similar to the creation of a regular map, with the difference that you do not need to specify the

image to be used: instead, the world map is loaded from the server provided by Intelex Vision Ltd. You just need to
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find the right place on the map by zooming IN/OUT and moving the map:

e use your mouse wheel to zoom IN and OUT
e click and drag with your left mouse button to move the map around

@ Geo map Leipzig® = 2

Geo map

& Details

Properties
Q Marking 7 » Center 12.393007278442468, -51.336135113786...
W
M Membership ¢ Zoom 13
lock ;
offf Permissions E
QK Cancel

Markers on a geo map

Markers of all available kinds can be placed on the geo map in the same manner as with the regular map, and the
rest of the tabs also provide the same functionality.

) Use the Lock option in the right-hand-side panel to prevent users from moving or zooming the map IN/OUT
in the iSentryMMS Client application.

Create Map Group
Map groups can be used for easier management in iSentryMMS Console. Note that map groups are not displayed in
iSentryMMS Client; to group maps and geo maps in iSentryMMS Console, use Visual Groups.

Click the drop-down arrow near the + New map button and select New map group to bring up the map
configuration dialog box.

& Map group Sector 31: classified* - o I E3
e Details
& Details
Title

r
w Members Sector 31: classified

Ip name

2 Membership SR

of§ Permissions

OK Cancel

Map group details

Enter group name on the Details tab and proceed with selecting maps for this group on the Members tab.
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A& Map group Sector 31: classified®

Map group

& Details

3* Members

Members

Selected members

TITLE
2. Membership @ Section 31

‘* Pofmissions 2 Sector 31: restricted area

Remave

ID TYPE
(117) Map

(147) Map group

Available memebers
TITLE

& Sector 31: public areas

& Sector 31: fadilities

Add

(136) Map group

(148) Map group

oK Cancel
Choose members for the target map group
You can select both maps and map groups to be members of any map group.
4% Map group Sector 31: classified* - o IE3

Map group

& Details

Membership

Selected groups
1 Members

2. Membership

of§ Permissions

Available groups

& Sector 31: public areas

&4 Sector 31: restricted a...

Add

>

(136) Map group

(147) Map group

OK Cancel

Map group membership

On the Membership tab, choose groups to contain target map group as a member, thus creating nested groups.

48 Map group Sector 31: classified®

Map group

& Details

Selected users

%2 Members — ———

& Membership X Johnny English (119} User

-* Permissions

v| Administer

v| View

Clear

Available users

XL James Bond
L Jimmy Neutron

A& Supervisors

- o ER

(120) User
(121) User

(122) User group

OK Cancel

User permissions for map group

Switch to the Permissions tab to assign user privileges for the target map group. Select at least one permission to
select user/user group; deselect by unchecking manually or by using the Clear button below to remove all.
Administer permission means user will be able to see, open and edit all maps in this and nested groups via
iSentryMMS Console, and View only allows user to load the maps in iSentryMMS Client.

When you have finished, click OK to save and close the dialog box. The newly created map group will appear in the
item list in the Maps section. Use the buttons on the upper panels to perform item-specific actions: remove, edit and
quickly assign map group; filters on the bottom panel will help you switch between recently created/updated items
and load maps/map groups only.
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63 Webpages and CrossLink Channels

iSentryMMS servers can work with several types of interactive resources - meaning that the user can not just
watch and record the feed, but also control its contents from the iSentryMMS Client application. These resources are
called CrossLink channels. CrossLinks can provide a direct interactive interface to SCADA, access and flight control,
radars and lidars, other VMS software, and other applications. This means a straight-away front-end integration
without any additional implementation.

CrossLinks require a special license and are represented by interactive web applications and by interactive
desktop applications. Depending on the setup, these allow capturing, recording, and controlling the remote
contents in an intuitive manner.

CrossLink Types

How to choose the required resource type based on your use case scenario:

e webpage device: the interactive device is created on the server side (like for any camera) to allow live &
recording

e direct webpage: there is no device on the server side, live Web contents goes directly to iSentryMMS
Client, allowing multiple independent sessions

o remote desktop: the interactive device is created on the server side (like for any camera) to allow live
& recording

¢ non-interactive webpage device: static video feed to the server for recording and non-interactive
display (does not require CrossLink license, just a regular channel)

Basically, you need to determine whether you want to

1. Have a remote Web interface (website, Web server) or a workstation.
2. In case it is a Web application, choose if
a. The user should only be able to control the remote contents, or
b. It also needs it to be recorded on the server side.

Below, you fill find more detailed information about each type and step-by-step configuration guidelines.
Prerequisites

For all interactive contents, you need a special license channel type called CrossLink. The required number of
CrossLink channels is added to your license alongside regular channels and VA channels. There are two different
types of CrossLink licenses:

¢ Basic: interactive Web with or without recording
e Advanced: interactive Remote Desktop (server-side device)
Advanced CrossLink license includes Basic CrossLink options as well, meaning you can use an Advanced CL license

for creating a Basic CL item (webpage).. For non-interactive Web devices, a regular channel license is used, and
there is no need to obtain a CL license of any kind.

Feature Regular CrossLink CrossLink
Channel Basic Advanced
Display and record live web pages without user + + +
interaction
Display interactive webpages - + +
Record interactive webpages as channels - + +
Display and record interactive desktop applications as | - - +
channels

For every remote workstation you wish to add under CrossLink Advanced, you need to install any VNC server
software on the remote side and ensure its accessibility via given IP/host and port. (For Mac computers, simply
enable it in the settings.)

We strongly recommend using visual groups for CrossLink Advanced channels, so that the users can differentiate
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between video streams and interactive contents.

CrossLink Basic: Interactive Web Device

CrossLink Basic provides access and interaction with Web applications. These may be websites, device interfaces,
or Web services, and you can stream and record any of these. Special device model, (CrossLink) Interactive URL, is
reserved for this. Each device of this kind uses 1 (one) CrossLink Basic channel license.

To create an interactive web device in iSentryMMS Console, go to the Configuration section in the bottom left panel,
choose Devices on the left, then click the + New device button in the upper panel to bring up the item creation dialog
box.

In the model list, choose the (CrossLink) Interactive URL model. Then, switch to the Uri tab and fill in the
settings:

e Address*: full target URL
e Username: if required
e Password: if required

*Note that redirects from the specified domain are not allowed. Therefore, the specified link must not be a
shortened URL (e.g., youtu.be, or goo.gl).

/. No redirects from the specified domain are allowed for security reasons.

84 Device Interactive Webpage Device

Device

& Details
Address

& Membership https:/,

vw.youtube.com/watch?v=-tPzRKYhGEU

Address

& Uri

Username
B Channels

Username to access the resource

New password

. Related items ' oK Cancel

Enter the target URL for the Interactive URL device

Click Apply to save the settings, them switch to the corresponding channel using the Related items button in the
bottom left corner or the dialog box.

Basic channel settings are the same as for the traditional channels with the following elaboration:

e recording can be configured for both main and secondary streams

¢ audio is not available

e remote control permission is granted using the PTZ Control permission
¢ video parameters can be set up in the Video configuration tab:

e choose between JPEG (higher quality, bigger size) and VP8 (smaller recording size at the
expense of picture quality) compression

¢ select resolution (but be careful when combining VP8 with lo-res and low bitrate, it may make
the text unreadable)

e set bitrate and target frame rate

Use VP8 cautiously as it may decrease image quality dramatically, and render the text unreadable on smaller
resolutions. Larger resolutions will increase CPU usage on the server side and may produce sluggish image display.
The main advantage of using VP8 is that it uses much less storage space thanks to compression, so the
recommended usage profile would be to use one stream with VP8 for recording, and another one with JPEG for live
view and interaction. You will be able to switch between streams in the iSentryMMS Client application.
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) When setting VP8 with a specific bitrate, keep in mind that it will be the maximum possible bitrate, not the

target bitrate.
B Channel Youtube Interactive Device* - 0O B
Elennd Video configuration
= Videa analytics - "
Main stream Substream
o) Audio
Profile Profile
=] Inputs
Main profile x Sub profile >
E) Outputs Profile name configured on device Profile name configured on device,
Channel configuration Encoding Encoding
VP8 > JPEG -
Video overlays Used video codec, either Jpeg, H.264 or Mpeg4. Used video codec, either Jpeg, H.264 or Mpeg4.
B8 Dewarp Resolution Resolution
X : 1920= 1080 = 1280720 -
B Video configuration* s ‘ — ‘
Configured video resolution. Lonfigured video resolution
: B v
Related items ~ Apply OK Cancel

Stream settings in the CrossLink channel settings
There is also a dedicated tab with CrossLink-specific settings. The following settings are available here:
e Ignore certificate errors: if enabled, invalid certificates will be ignored, and the page will be opened
even if something is wrong with the site certificate (only do this if you trust the page certificate!)
e Auto refresh interval: enable this if the remote Web contents is dynamic and you want the page to be
refreshed even without user interaction

As Web contents poses certain threats, we do not recommend ignoring certificate errors unless you trust the page
completely. Also, the following rules will apply to browsing:

¢ no redirects from the specified domain (sub-domains are allowed)

¢ no pop ups (including floating windows and new pages opened in a new tab)

¢ no downloads or copy-paste

Keep this in mind when configuring your interactive URL device. You will get a corresponding error message in
the channel's notification panel iniSentryMMS Client if some of these restrictions are activated.

Example: the link to youtu.be will not work as it is a shortened link and it redirects to another domain, youtube.com.
Use the full URL in the device configuration.

CrossLink Basic: Interactive Web

If you do not need to record the web contents, but would rather like to access the Web page directly from
iSentryMMS Client, you do not need to add a device: instead, simply create a Webpage in iSentryMMS Console, and
it will go directly to the iSentryMMS Client application. This item requires one CrossLink Basic license.

You can use this type of resource for:

e configuration of IP cameras

¢ configuration of any Web services

¢ remote control of any non-integrated, or advanced setup of integrated devices
e providing variety of resources while in kiosk mode (operator instructions etc.)

To create the webpage, go to the Configuration section of iSentryMMS Console, choose Webpages on the left, then
click the + New webpage button on the upper panel.
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& CrossLink Wiki*

& > Configuration > CrossLinks

CrossLink Dekiile

= =~ | & Details® Title 7
e

B4 Devices

Wiki
I Folder L

T Channels
2. Membership I

@ Recording —
ofjf Permissions

Q@ Maps
Address
Ed Layout templates
www.wikipedia.com
M Layouts =

=2 Video walls vl Ignore certificate errors

®} User buttons

@ Visual groups

[&! Live podcasts - Allow URL popups

Allow prompts

Configuration
a dedicated tab
4 Events & Actions g ebpa

&' Monitoring

08 Audit
Apply oK Cancel

Enter Crosslink channel name and target URL
Settings:

¢ Title: webpage name that will appear in iSentryMMS Client
e Icon: Select an icon shown in client
e Address: full webpage URL (no shortened links!)

e Ignore certificate errors: if enabled, invalid certificates will be ignored, and the page will be opened
even if something is wrong with the site certificate

o Allow file download: the webpage will accept remote file downloads and save them in the Library if the
checkbox is marked.

¢ Allow prompts: Allows pop-up dialogues inside the CrossLink tab.
¢ Allow URL popups: Allows URL popups inside the CrossLink tab.

¢ Show in a dedicated tab: Show in a dedicated tab: if the checkbox is marked - the webpage will
disappear from the viewport, and the new item in the Main menu will appear.

e Hide: To allow redirects between first level domains you may need to add both websites as a Crosslink.
Then, you can hide the second Crosslink by marking corresponding checkbox.

Click OK to save and close the window. The newly created webpage will appear in the list. Your iSentryMMS Client
application will now have an extra section in the Resources panel (on the left) containing webpages.

As Web contents poses certain threats, we do not recommend ignoring certificate errors unless you trust the page
completely. Also, the following rules will apply to browsing:

¢ no redirects from the specified domain (sub-domains are allowed)
¢ no pop ups (including floating windows and new pages opened in a new tab)
¢ no downloads or copy-paste

Keep this in mind when configuring your webpage. You will get a corresponding error message in the Alerts tab
iniSentryMMS Client if some of these restrictions are activated.

Example 1: you cannot configure the webpage to google.com and let the user search: they will be unable to navigate
to a specific result as it involves domain change.

Example 2: you can add a Wiki webpage and let user choose the language, as it will redirect them to the third-level
domain (say, en.wikipedia.org or de.wikipedia.org), which is OK.

CrossLink Advanced: Remote Desktop

On top of the previous features, CrossLink Advanced adds the opportunity to remotely control any workstation from
iSentryMMS Client. The target machine may run Linux or macOS, the one requirement is that the remote party
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must have VNC server software (any) up and running.

Using one CrossLink Advanced license, you can configure any of the interactive channels - be it a webpage, webpage
channel, or a remote workstation channel.

/. Be careful when you grant access to this kind of device, as it gives the user full control of the remote PC. You
may want to use additional security, e.g., ask user for a password on behalf of the OS.

Usage examples:

e remote access to Linux workstations with non-integrated software
e access to other VMS software running on an older or embedded version of Windows
o recording of operator workstations running iSentryMMS Client or any other software

Each Remote Desktop channel will use one CrossLink Advanced license. If your license only includes Basic
CrossLink channels, you will not be able to add a new device of this kind.

Add Device

To create an remote desktop controlling device in iSentryMMS Console, go to the Configuration section in the
bottom left panel, choose Devices on the left, then click the + New device button in the upper panel to bring up the
item creation dialog box.

In the model list, choose the (CrossLink) Remote Desktop model. Then, switch to the Network tab and fill in
the settings:

e Host: target machine IP or hostname

e Port: the port for VNC connection (5900 by default)

e Secure connection: enable to use HTTPS (must be enabled in the VNC server settings), or leave empty
for insecure connection

e Password: enter the password, as defined on the remote side

Use the Ping device button below to check the remote workstation availability.

Configuration

=  New device |~ Edit Assign group View channels @] ® 1 selected
L Users =
@4 Device XLink Advanced - Office PC* - o

B Channels & Details

Host
@ Recording & Membership 192.168.1.84
@ Maps & Network® HREtIRE OIS Cress

Port

E=d Layout templatd =1 Channels
5900|
™ Layouts Part number

- v i
=22 Video walls Secure connection

Secure connection (HTTPS must be enabled on the device)

@} User buttons v| New password

@ Visual groups

a
=¥ Webpages
Open device in browser Ping device
& Live podcasts

Data sources
Related items ~ Apply oK Cancel

== Mail servers

Enter the connection settings matching the remote VNC server configuration

When you have finished, click OK to save and exit; the newly created device share will appear in the item list, and its
channel also immediately appear in the iSentryMMS Client application(s) for eligible users.

/. If your created Remote Desktop device does not work and you think all settings are correct, install a local VNC
client on the iSentryMMS server and see if you can reach the remote machine this way.
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To edit any of the previously created devices, double-click it in the item list or select any with single mouse click and
then hit the Edit button on the upper panel. Use the Search field in the upper-right-hand corner to quickly find the

existing items, and the Disable button to disable and enable channel sharing. Use the [i] recycle bin button in
the upper-right-hand corner to remove one or multiple items: hold CTRL or Shift to select several items at once, or
CTRL+A to select all.

Filters in the bottom panel allow you to load recently added/modified items.
Channel Configuration

Most of the channel settings are the same as for the traditional channels with the following elaboration:

¢ recording can be configured for main stream only, as there is no secondary stream

¢ audio is not available but you can combine the video with audio stream from a camera (use the External
option in the Audio tab and choose the source channel)

¢ remote control permission is granted using PTZ Control permission
¢ video parameters can be set up in the Video configuration tab:

e choose between JPEG (higher quality, bigger size) and VP8 (smaller size at the expense of
picture quality) compression

e select resolution (but be careful when combining VP8 with lo-res and low bitrate, it may make
the text unreadable)

e set bitrate and target frame rate

Frame rate will be dynamic during remote control and recording, meaning that FPS will be low while nothing
happens, but it will grow if the remote user starts doing something or if there is video playback.

=
L

./ Optimal interactive video configuration for most use cases is JPEG @1080p.

Output Area

CrossLink Configuration is a dedicated tab for CrossLink-specific settings. Currently available settings include
cropping setup, which allows you to select the region that will be displayed in the iSentryMMS Client application.
In other words, you can crop the whole incoming image and only show/record a specific area. This comes useful, for
example, when the remote workstation has multiple displays. Cropping affects both iSentryMMS Client display
and recording.

Crop rectangle
X ol 0

Width [0.5 Height |1

By default, the output area is full - X=0, Y=0, Width=Height=1. The coordinates and size are relative. Crop
examples:

e Full image: X=0, Y=0, Width=1, Height=1
e Display 1 of 2: X=0, Y=0, Width=0.5, Height=1
e Display 2 of 2: X=0.5, Y=0, Width=0.5, Height=1

' If the remote workstation is configured to ask for a password, and you intend to control it remotely from
iSentryMMS Client (not just record), make sure you can see the right display.

/. Remote control does not allow to send system key combinations (e.g., CTRL+Alt+DELETE) to the remote
workstation; local OS will catch these key combinations. Therefore, make sure to disable the “Press
Ctrl+Alt+Del to Log on” option on remote Windows workstations.

Non-Interactive Web Device

If you want to record and use non-interactive webpages in iSentryMMS Client, use a special device driver type
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called HTML Source. These represent static webpages, which are available for recording as any other channels, and
are visible in the iSentryMMS Client application. As this type of device is non-interactive, no CrossLink license is
used: HTML source devices require a regular channel license.

Usage examples:

¢ Display media contents for marketing purposes
¢ Digital signage
e Statistics and dashboards

To create a non-interactive page, create a new device and set its model to HTML Source (view only), then assign
it to the desired server. Similarly to interactive webpage, set the target address in the Uri tab. The user will be
unable to navigate away from this address, so make sure you specify the full and exact URL. If the target page
requires authentication, enter the username and password in the device properties.

B4 Device Static Webpage - O

Device

& Details
Address

I i
s3s Membership https://youtube.com/embed/PQdBU EXKCoo?aul‘toplay: 1&mi

Address

& Uri

Username
= Channels

Username to access the resource

New password

Related items ~ OK Cancel

Available settings for the static webpage device
Next, click the Related items button and switch to the channel edit dialog box.

As the webpage contents will be static in the iSentryMMS Client application, you need to take care of the contents
transition. To force refresh contents from the iSentryMMS side, use the auto refresh parameter in the channel
properties.

In the HTML source configuration tab, you can edit the following settings:

¢ Ignore certificate errors: if enabled, invalid certificates will be ignored, and the page will be opened
even if something is wrong with the site certificate
¢ Auto refresh interval: enable this if the remote Web contents is dynamic (e.g., graphs) and you want
the page to be refreshed without user interaction (set o to disable auto-refresh)
There is no need to set auto-refresh for video contents; however, you may wish to enable video auto-replay.

In the example here with YouTube streaming, the video is looped by adding URL parameters; the final link will look
as follows:

https://www.youtube.com/embed/VIDEOID?autoplay=1&mute=1&loop=1&playlist=VIDEOQOID - video added in
such a way will be played on repeat indefinitely.

This link is formed by clicking the Share button next to the YouTube video and adding the parameters. This ensures
that nothing but the video is displayed in the viewport (no comments or other stuff present in the regular YouTube
page). Similarly, if you wish to use video from other websites, make sure to provide the exact link to the video itself,
not to the whole page containing the video.
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64 User Buttons

User buttons are visual controls used in iSentryMMS Client and iSentryMMS Mobile for manual event triggering.
Once you create a user button, it will become available in the Event & Action Configurator and you will be able to
assign actions to the User button clicked event.

After a user button has been created and associated with at least one action, you will be able to use it in the following
ways:
¢ bind the user button to a channel or channels so that it appears as a live video overlay control in the
iSentryMMS Client application
e place the user button marker onto maps

e trigger it from the iSentryMMS Client application from the user button list, from any map or from the
channel overlay controls

o highlight it on a map or all maps where the corresponding marker is present
e trigger it from the iSentryMMS Mobile application

To access user button management via iSentryMMS Console, select the Configuration section from the bottom left
menu and then click User buttons in the menu on the left.

New User Button

Click the + New user button on the upper panel to bring up the configuration dialog box. On the Details tab, enter a
name for the resource and choose organization attachment.

®% User button Open Stargate® - o IEEl
User button Details
# Details
Title

4 Membership Open Stargate

-ﬁ Permissions
Organisation

Bl Torchwood (110) Change..
g

OK Cancel

Enter title for the user button

Switch to the Membership tab to choose groups for this user button to become a member of: select groups by
double-clicking items in both columns or by using the Add/Remove buttons below. Apart from grouping, this tab
allows you to bind user buttons to particular channels.

=

' Starting from the software version 1.5.0, user buttons can be bound to one or more channels for their
presentation in iSentryMMS Client. This means that once such a channel is put into a viewport, the related
user button automatically appears with it. The same user button can be also manually put into other viewports
and also removed from the bound channels in the live view without any limitations. Multiple user buttons per
channel are allowed.

In order to set this up, open the target user button for editing, go to the Membership tab and add the desired
channel(s) from the right-hand column (the same one that contains user button groups).

The Permissions tab allows you to choose which users and user groups will be privileged to have access to this
resource. Select at least one permission to select the user/user group; deselect by unmarking manually or using the
Clear button below.

When you are finished, click OK to save and close the dialog box. The newly created user button will appear in the
item list. Use the buttons on the upper panels to perform item-specific actions: remove, edit and quickly assign user
button group; filters on the bottom panel will help you switch between recently created/updated items and load user
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buttons/button groups only.

New User Button Group

For easier management, user buttons can be grouped together. Click the drop-down arrow next to the + New user
button and select New user button group to bring up the configuration dialog box.

I3 user button group Open Gates*® - o IE3
User button group Details
# Details
Title

alr
w Members Open Gates

Ip Name

& Membership

-ﬁ Permissions

OK Cancel

Enter the title for the user button group

Switch to the Members tab to choose resources for this group. Double-click items or use the Add/Remouve buttons
below to manipulate resources; use the Search field in the upper-right-hand corner to quickly find entries in the list.

Using the Membership tab, you can choose groups for this user button to become a member of; select groups by
double-clicking items in both columns or by using the Add/Remove buttons below.

Permissions tab allows you to choose users and user groups privileged to have access to this resource. Select at least
one permission to select the user/user group; deselect by unchecking manually or using the Clear button below to
remove all permissions.

When you have finished, click OK to save and close the dialog box. The newly created user button will appear in the
item list. Use the buttons on the upper panels to perform item-specific actions: remove, edit and quickly assign user
button group; filters on the bottom panel will help you switch between recently created/updated items and load user
buttons/button groups only.
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65 Visual Groups

Device, channel and map groups are used solely for management and are only accessible in iSentryMMS Console.; in
order to set up resource arrangement for iSentryMMS Client, visual groups are used. They allow custom grouping
for Channels, Buttons, CrossLinks and Maps displayed in the connected iSentryMMS Client applications. You can
create single-level or multi-level (nested) visual groups by putting them inside one another. Nested visual groups
will also appear in the Resources section of the iSentryMMS Client application.

/i, Single Visual Group can be used simultaneously for multiple different resources - e.g. you can add a Channel,
Button and Map to the same group to organize iSentryMMS Client layout.

Starting from software version 1.17.0, visual groups are also available in the Archive Backup Wizard.

To access visual group management in iSentryMMS Console, go to the Configuration section in the bottom left
panel and select the Visual Groups component in the menu on the left.

@ Configuration > Visual groups  Buitin Administrator sccount &, C _ —

Configuration
#= Create visual group
- Layout templates
M Layouts
222 Video walls

® User buttons

@ Visual groups

Configuration
4 Events & Actions

T Monitoring

Configuration -> Visual groups

Click the + Create visual group button in the upper panel to bring up visual group creation dialog box.
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@ Configuration > Visual groups

Configuration
e | | =R Create visual group Edit ‘ T ¥ 1 selected
L Users == 1 :
@ Visual group Visual Group® - O
B4 Devices
Visual group
B Channels # Details®
Title
@ Recording 22 Memb
w VIembers Visual Group
M Group name
o BpE .-?-. Membership d
Icon
L th lat
=ittt off Permissions m

™ Layouts

Group icon to be used in Luxriot EVO Monitor
=22 Video walls

M} User buttons

Apply oK Cancel
@ Visual groups

Enter title for the new visual group

In the Details tab, enter a user-defined name for the target visual group. This name will appear in connected
iSentryMMS Client applications.

You also can select custom Icon that will be displayed in iSentryMMS Client.

Switch to the Members tab to choose resources for this group. You can create nested visual groups (i.e., group inside
group) - they will appear as a tree in the iSentryMMS Client application.

® Visual group Suspicious Places® - o IEEl
& Details
Selected members Available memebers

L
= M TITLE 1D TYPE TITLE ID TYPE
-ﬁ Permissions 3 Axis 215 PTZ on 192.1.. (113) Channel a3 Vivotek IPS16A on 192.. (112) Channel

2 (Generic) ONVIF Comp... (115) Channel 4 Vivotek PZ7131 on 19.. (114) Channel

33 Grundig GCI-HO522V ... (116) Channel

33 Samsung SNP-3120V o.. (117) Channel

Remaove Add
oK Cancel

Choose channels to participate in this group

Double-click items or use the Add/Remove buttons below to manipulate resources; use the Search field in the
upper-right-hand corner to quickly find entries in the list.
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® \isual group Suspicious Places® - o IE3
& Details
Selected users Available users

4 Members !
D TYPE PERIY

off Permissions X kenny {119} User v View L kyle (121) User

& eric (120} User Administer ‘ stan (122) User
Clear
oK Cancel

Add user permissions for the target visual group
Switch to the Permissions tab to allow user access to this visual group. There are two available permissions types:

e View: users have access to this resource in iSentryMMS Client
¢ Administer: user are permitted to edit this group via iSentryMMS Console

When you have finished, click OK to save and exit; the newly created visual group will appear in the item list.

To edit any of the previously created visual groups, double-click it in the item list or select any with single mouse
click and then hit the Edit button on the upper panel. Use the Search field in the upper-right-hand corner to quickly

find the existing items; the filters in the bottom panel allow you to load recently added/modified items. Use the [il]
recycle bin button in the upper-right-hand corner to remove one or multiple visual groups: hold CTRL or Shift to
select several items at once, or CTRL+A to select all.
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66 Dewarp For Fisheye Cameras

Fisheye lens is an ultra-wide-angle lens that produces a wide panoramic image at the cost of strong visual distortion.
Usually, devices with such lenses capture a 360-degree geometrically distorted image and projects it as a circle
within the image frame. Fisheye lens can be either built-in by design or purchased separately and installed on your
desired camera. iSentryMMS dewarp feature allows to correct the perspective and obtain several "normal" views
from a single distorted fisheye picture.

In order to access dewarp settings via iSentryMMS Console, open the Configuration section and choose Channels
from the menu on the left. Find the channel you wish to dewarp in the list (use Search or filters, if necessary) and
double-click it in order to open it for editing (alternatively, use the Edit button on the upper panel to open the dialog
box), then switch to the Dewarp tab.

=

‘s Please note that the location of dewarp settings has changed starting from the product version 1.5.0. For
previous software versions, the corresponding settings can be found in the general Channel Properties dialog

box.

Channel

e B8 Fisheye configuration

| Dewarp type Fisheye configuration
% Motion detector Fisheye lens
2. Membership —tl e
Fisheye configuratior]
ofj Permissions ] e
0.817

i Audio

Data source

; Horizontal center
Channel configuration
0.504

B Dewarp

Vertical center

0.536

Mounting direction

Floor v

Reset to defaults Apply OK Cancel

Dewarp settings
You have the following options here:
e Regular lens: choose this option if you wish to disable the dewarp engine (selected by default)
e Immervision Enables® lens: choose this option if your camera has a Panomorph lens installed (you
can check this in the camera specification)

¢ Fisheye lens: choose this option if your camera has a regular 360-degree view lens
¢ Fisheye lens (large resolution): dewarp engine optimized for image resolutions of 6MP+

If your fisheye image has a resolution of 6 megapixels or higher, it is better to use the last option in the drop-
down list - fisheye lens optimized for high resolutions. This mode will provide smoother DPTZ experience with
the dewarped image. If your graphics card supports OpenCL version 1.2 or higher, this dewarp driver will use
GPU (you can check this in your video driver properties, or request info from the video card manufacturer).
Otherwise, more CPU time will be required, compared to the basic fisheye mode. We recommend that you do not use
this driver for smaller resolutions, as it may use more CPU yet there will be no difference for the user.
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For devices having a Panomorph lens, choose the lens model from the drop-down list - you can find this information
in your camera specification or request it from the device manufacturer. You do not need to define any parameters
manually in this case; rather, you only need to choose your camera mounting position, and the dewarp engine will
automatically produce a correct dewarping result.

! Note that the dewarp engine will fail to operate if you choose a wrong Panomorph lens model. Check with your
camera documentation and manufacturer for the precise lens model information.

For a generic fisheye lens, you are requested to define the fisheye sphere size and camera position by using the
overlay controls and settings on the right side:

e Hemisphere diameter: click and drag any of the small pink circles on the overlay sphere to change its size
and align it with the actual fisheye sphere in the picture

e Horizontal and vertical centre: automatically positioned in the picture centre, to change it click and
drag the small pink circle inside the sphere

e Mounting direction: select camera mounting position from the drop-down list (wall/ceiling/floor)

For your convenience, the defined parameters are also displayed in the numeric form on the right side of the dialog
box. Use the button below the preview to reset all dewarp settings to the default ones.

! In case you change the stream resolution at some point, its aspect ratio may also be changed and this will
affect dewarp operation. Therefore, check the dewarp settings after changing the resolution and adjust the
parameters, if necessary.

! Note that all dimensions are given not in pixels but in reference to the video stream size, therefore, relative
values are used instead of absolute ones.

When finished, click OK to save the changes and close this dialog box and return to the general channel
configuration. Dewarp results will immediately become available in the iSentryMMS Client application; you can find
the details on usage in the corresponding section of the iSentryMMS Client documentation.
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67 Audio

iSentryMMS is capable of receiving audio streams from cameras, recording and playing them back, as well as
sending audio back to the cameras from iSentryMMS Client stations. It is also possible to bind an external audio
source to a video channel.

There are a few conditions stipulating audio feature availability:

o the target device should be capable of sending/receiving audio

¢ relevant additional equipment should be plugged into the device (microphone and/or speakers), if
necessary (if these are not built in by design)

e one-way or two-way audio should be enabled and set up on the device side so that it is available via device
Web interface

¢ G.711 should be selected as audio codec on the target device side
¢ audio should be enabled in the channel settings via iSentryMMS Console (see below)

o feature should be supported by iSentryMMS integration for the target device (see the list of supported
devices and features provided by Intelex Vision Ltd)

¢ in order to send audio to the device, iSentryMMS Client workstation must have a microphone connected
to it - either a built-in or an external one

¢ if you plan to use an external audio source, relevant audio capturing equipment should be plugged into the
server, to which the target device is connected, and enabled via Windows audio settings

/. G.726 and AAC audio codecs, which are often implemented on the camera side, are not supported at this
point, so please always select the G.711 option. Setting other codecs on the device side may result in
iSentryMMS being unable to decode the incoming video stream.

Enabling Audio

If you plan to use camera-side audio and have not checked audio configuration on the camera side yet, go to the
device Web interface and adjust the audio settings, then make sure that audio is operable in the browser preview
(you may need to install an ActiveX control in order to get it working; please check with your device's user guide for
tips and browser requirements).

To enable audio for your desired device in iSentryMMS Console, open the Configuration section and choose
Channels from the menu on the left. Then, open your target channel for editing - either by double-clicking it or by
selecting it with a single click and clicking the Edit button on the upper panel. In the channel properties dialog box,
switch to the Audio tab by selecting it on the left.

B! Channel Floor T Office

Channel

offf Permissions
Audio source

# Motion detactor None v

‘[D Audio Mone

Internal

3] Inputs :
Attached

[® Outputs
External

Related items ol OK Cancel

Access Audio tab in the channel properties
Here, you have 4 options. Depending on your selection, additional fields may appear.

e None: disable audio functionality for the target channel (default), no additional settings
e Internal: enable audio reception from the device side and sending the reverse audio to the device
e choose an audio input from the drop-down list, if the target device has multiple ones

o if there are none configured or available on the device side, the list will appear empty (this also
refers to cases when audio is not supported for the selected device)
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e Attached: use an external audio source connected to the same server as the device, from which the
target channel originates

e choose an audio input device from the drop-down list, if the target server has multiple ones
connected to it

¢ all microphones recognized by Windows will appear here
e External: use another channel's audio as audio for the current channel (see below for more details)
e choose a channel to serve as audio source
When you have chosen your preferred option, click OK to save and close the Channel settings dialog box. You should

now be able to listen to live audio, record it along with the video stream and talk back to your camera via
iSentryMMS Client and iSentryMMS Mobile applications.

Combining Video and Audio Sources

iSentryMMS allows channels to use audio coming from a different channel in case the target channel does not have
its own incoming audio, or in case you wish to combine audio and video data from different sources. Such
combinations are used for both live and recording. A common example of this method is to use audio from intercom
channels in combination with nearby video cameras.

In order to do this, double-click the target channel (the one without audio) in the channel list to open it for editing,
then choose the Audio tab on the left.

B Channel Floor T Office
Channel

offf Permissions
Audio source

% Motion detector

External v
€ Audio® source that will be used for the channel
External audio source
2 Inputs B Coffee Bar
= Outputs . External audia source
Related items - Apply OK Cancel

Choose another channel as audio source

Choose External from the drop-down list, then select a channel to be used as the new audio source: click the Change
button to see the list of channels and choose the one that you want audio to be coming from. Hit Apply or OK to
save your changes.

/i Audio must be configured for the channel used as an external audio source via channel configuration as
described earlier. Both cameras and audio-only devices (intercoms) can be used as external audio sources.
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68 Live Podcasts

iSentryMMS channels can be shared by streaming over RTMP and thus be used for live casting - either with popular
streaming services or with your own RTMP server. This manual covers examples of how to set up live streaming for
Youtube and Wowza live casts - working with other RTMP servers is similar.

/. Before sharing a channel, check its settings and make sure that:

o the channel is enabled in the configuration and video is available,

e stream codec is H.264 (other codecs will not work!),

e if you want to use substream and/or audio, make sure you have enabled them in the channel
properties.

/. iSentryMMS Start free edition only allows 1 (one) podcast per server.

To access shared channel management in iSentryMMS Console, go to the Configuration section in the bottom
left panel and select the Live Podcasts component in the menu on the left.

Click the + New live podcast button in the upper panel to bring up the shared channel creation dialog box.

&' Shared channel my phone* = B

Shared channel

& Details
Sharing type

Youtube v

Channel

& my phone Change...

Use substream

v| Enable audio

OK Cancel

Sharing a channel for Youtube live streaming

First, choose where you are going to stream the channel: it can be a specific public service or generic RTMP
streaming to a service that is not listed, including your own RTMP server; depending on your choice, settings may
vary to suit the specific service. Then, enter streaming configuration.
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The table below explains the settings in details.

Setting Description Default
value
Sharing Choose between Youtube, Wowza or generic RTMP streaming Generic
type RTMP
Channel Target channel to be streamed [none]
Use When not enabled, main (higher resolution) stream will be used; enable this option if you | Disabled
substream | want to cast the lower resolution stream
Enable Enable this option to include sound for the shared channel, works both for main and Enabled
audio secondary streams
RTMP Full URL to be used for casting, the link is normally provided by the RTMP streaming [empty]
URL engine

Youtube Live Streaming

Youtube live casting can use RTMP streams from your iSentryMMS server for further streaming.

In order to set up live streaming with Youtube, log in to your account on youtube.com and go to Creator Studio tools
-> Live streaming -> Stream now. If you have never created any live casts before, you may have to verify your
account - just follow the guidelines on the website.

/. You need to have a valid Youtube (Google) account in order to be able to use this type of streaming, and
comply with Youtube live streaming conditions. Intelex Vision Ltd is not responsible for the third-party service
operability and policies.

Scroll down to the Encoder Setup section: you will need the link and the secret stream key in order to build the
RTMP link.

In iSentryMMS Console, open the Shared Channels section and add a new shared channel, fill in the settings as
follows:
¢ Sharing type: Youtube
¢ Channel: target channel from the list of existing channels
¢ Use substream: up to you
¢ Enable audio: up to you
e RTMP URL: rtmp://<server_URL>/<stream_key>, where
e rtmp:// indicates that RTMP protocol will be used for streaming
e <server_URL> is Server URL link provided by Youtube, e.g., a.rtmp.youtube.com/live2/
o <stream_key> is Stream Name/Key generated by Youtube in the form of xxxx-Xxxx-XxxXX-XXXX

Wowza Streaming

Alike Youtube, Wowza streaming engine can receive video feeds from iSentryMMS server and stream them out to
any device. You need to install Wowza Streaming Engine first and then configure live streaming as described below.

A iSentryMMS does not include any installation files or licenses for Wowza Media Systems software. Wowza
engine is used as a third-party agent capable of receiving RTMP streams; all installation, setup and
management of this engine is to be handled by you or your Wowza administrator, and Intelex Vision Ltd is not
responsible for the third-party engine operability and policies.

First, go to your Wowza Streaming Engine Manager and create a new application of the Live type.
/. Once you have created a new application, go to the Source Security settings of that application in your Wowza
Streaming Engine Manager and set RTMP Sources security to Open (no authentication). This is required as

iSentryMMS currently does not support authentication for RTMP streaming.

Then, go to iSentryMMS Console, open the Shared Channels section and add a new shared channel, then fill in the
settings as follows:
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e Sharing type: Wowza
¢ Channel: target channel from the list of existing channels
¢ Use substream: up to you
¢ Enable audio: up to you
e RTMP URL: rtmp://<ip>:<port>/<app_name>/<stream_name>, where
e rtmp:// indicates that RTMP protocol will be used for streaming
e <ip>is Wowza Streaming Engine server address - either IP or domain name
e <port> is target (remote) RTMP port, 1935 by default
e <app_name> is the name of the application you have created in Wowza
e <stream_name> is a custom name for the RTMP stream (can be any name, use underscores
instead of spaces), will appear in Wowza automatically

When you have finished, click OK to save and exit; the newly created channel share will appear in the item list and
iSentryMMS server will attempt to stream the data to the target URL at once. If you wish to pause the streaming, use
the Disable button on the top panel. After sharing the channel, you should be able to view the stream on the RTMP
server side and start the casting, if it has not started automatically.

' Ifyou have trouble receiving the stream on the RTMP server side, check the following:

e make sure all used software is allowed through the firewall(s),

restart the RTMP server,

refresh connection list on the RTMP server side or refresh the webpage;

remove the shared channel in iSentryMMS Console and try sharing the channel anew.

To edit any of the previously created channel shares, double-click it in the item list or select any with single mouse
click and then hit the Edit button on the upper panel. Use the Search field in the upper-right-hand corner to quickly

find the existing items, and the Disable button to disable and enable channel sharing. Use the (i recycle bin
button in the upper-right-hand corner to remove one or multiple shares: hold CTRL or Shift to select several items
at once, or CTRL+A to select all (actual original channels will not be affected).

0 When you remove the original channel (with or without its originating device), all shared channels based on it
are removed from the configuration automatically as well.

Filters in the bottom panel allow you to load recently added/modified items.
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69 Data Sources and Data Channels

This part of the manual covers the feature of data sources in iSentryMMS. Data sources are a means of retrieving
textual data from a serial source, such as a Point of Sale (POS)terminal. You can receive information in textual form
from various third-party serial data providers like intercoms, bank machines, and a multitude of other devices
capable of delivering data strings over the following connection types:

e UDP port (remote connection)
e TCP port (remote connection)
e COM port (direct hardware connection to the server)

As aresult, you get textual information, which you can store, analyze, react to, run queries to, and visualize in
iSentryMMS Client.

The following entities exist in iSentryMMS Console for this feature configuration:
¢ Data source: defines how the data are retrieved from the external source

¢ Data source profile: describes how the data are parsed and extracted on the iSentryMMS side

e Database: keeps the extracted data
Data channel: displays the data from the database and allows detailed DB search in iSentryMMS Client

Data channels require an additional license.

General Concept

iSentryMMS servers receive serial data from the defined sources, splits it into transactions and individual lines of
text, extracts and stores keywords and values, combines the text with the video streams, and allows advanced search
across the database.

Serial data source Data source profile

(@@ e} —— A.+POS(\d+).*

Y

_________________________ —

1 POS0012 5
' Transaction ID 49 !
i Total: $14.79 D e—————— i

' _ Event & Action
Time Series Configurator

Data channel database

The diagram shows the data flow between data entities
Simplified configuration steps for the data reception from data sources can be briefly described as follows:

1. Create a data source, then

2. Create a data source profile, then

3. Link them together, and then

4. Assign the data source to the desired channel(s),

5. (optionally) Set up variables if you wish to react to certain keywords.

/i, Make sure that the time precisely matches on both the server and client sides or the data source may not
be displayed properly in the client application's live mode. If the system is disconnected from the internet, you
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may set a local NTP server or just adjust the time manually.

Gathered data are then stored and displayed embedded with the video stream from the channel(s) you choose to
associate with it.

Starting from iSentryMMS version 1.23, there are additional entities available that allow building more complex
scenarios: databases and data channels. These are not mandatory for receiving the serial data, yet they provide
advanced means of storing and searching the data. Hence, you may find databases and data channels most useful
when working with an abundance of complicated text like POS transactions, plus when there is a necessity to run
complex textual queries on the data from the iSentryMMS Client side.

e With databases, you can store your selected data (a part of the data stream) in a database with further
refined search in the iSentryMMS Client application.
e Data channels display text from data sources as a separate channel without underlying video, creating a
convenient representation of the textual feed.
iSentryMMS Client also has a special playback mode featuring advanced database search.
Take the following steps to set up your advanced setup involving databases and data channels:

. Create a data source (or multiple data sources), and

. Add a data source profile,

. Link them together,

. Create a database,

. Map variables from the data source profile to the DB, and

. Add a data channel (or multiple) linked to the data source(s).

NP W DN

In this more complex scenario, you can still use variables to trigger events in the Event & Action scenarios.

Data source profile Data channels
A * (FER SR S SmaE Sma e ! IS SRS SRS S Smes Sea S !
.+POS(\d+) . | P0S0013 i | i Pos0012 5
Transaction ID 5 Transaction ID 9

1Total: $14.79

@
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o
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@ S TR Y=

‘posoor || iposoonss ;

.@’ > | iTransaction ID 459: | | iTransaction ID 256!

| |iTotal: s4.85 t||iTotal: $1004.79 |

@ N B it | It
Time Series

Data sources database > 1l Q D > 1l Q D

Data profiles shape how data from data sources are stored and presented in the form of data channels
Data Visualization

Data sources, data profiles, variables (mappings), and databases are configured in iSentryMMS Console. For users
to access your data in iSentryMMS Client, you can:

¢ Combine data with existing video channel(s) so that the text overlays the video in iSentryMMS Client. No
additional entities are required, the text overlays existing video channel(s) and the combination is
displayed in iSentryMMS Client in the same viewport.

e Add data channel(s) to create a visualization for the transactions. Data channels will be displayed in a
separate viewport but you can link them logically to video channels.

The first method is simpler and has usability restrictions. Data channels, on the other hand, provide additional
functionality, but require a special license to operate. Both are described below in details.
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Below, you will see how these entities are set up in iSentryMMS Console. For iSentryMMS Client part, please see the
iSentryMMS Client user manual chapter on data sources.

Add Data Source

First, go to the Configuration section of iSentryMMS Console and choose the Data Sources component from the
menu on the left. Then, click the + New data source button on the upper panel to open the data source creation
dialog box.

Give your data source a comprehensive name. Then, choose the server that is going to be accepting the serial data.
Leave the Data source profile field empty for now and select the desired transport for the data connection. You will
need to return here and choose the profile after you create the profile itself.

There are three possible connection types: UDP port, TCP port and COM port.
TCP/UDP Connection

Choose this option if your data provider is configured to feed the textual data into a specific TCP or UDP port.

Data source UDP Data Source - 0

Data source

& Details
Title

UDP Data Source
Server

= My Favourite Server Change...

Data source profile

[i% UDP Profile Change...

Data source type

Udp v

Part

4060

QK Cancel

New data source of UDP type

You simply need to specify the incoming port for the server to listen to in the settings here. Make sure the port is
opened on all intermediate firewalls and not used by any other software on the server machine.

COM Port Connection

Choose this connection type if your data provider is connected directly into the iSentryMMS server's COM port.
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Data source COM Data Source = o
Data source
& Details ~

Title
[COM Data Source
Data source title
Server
= My Favourite Server Change...

Data source profile

[l COM Profile Change...

Data source profile

Data source type

ComPaort v
Data source type

COM port

com4 v

~0OM port
Al port

OK Cancel

New data source of COM port origin

For this configuration, you need to match the serial connection settings with those used from the device side.
Normally, this can be checked via Windows Device Manager for your target COM port.

r—LFSB-‘S,EH.'E.{'«I_ CH340 (COM4) Properties I 3 ! )
i_GenemIl Port Seftings | Driver l Details

Bits per second: [,'-}E:I}D vl
Data bits: [E‘. vl
Parity: |None v]
Stop bits: | 1 v]
Fow control; |Nnne "’l

| Advanced... | | Restore Defaults |

| ok || cancel |

COM port settings in the Windows Device Manager properties
The following serial port settings should be specified:
e COM port: serial port to read the data from, choose from the list of active ports
¢ Baud rate: information transfer rate (9600 by default)

e Data bits: the number of bits transmitted over the serial interface (8 by default)

¢ Stop bits: the number of bits to specify the end of a byte; if you select data bits to be 6, 7, or 8, then the
default value is 1 and the other available choice is 2; if you select data bits to be 5, then the only correct
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choice for the stop bits is 1.5
e Parity: how the parity is checked (no parity by default)

Other serial port parameters are not required for the iSentryMMS server.

Click OK to save and close the data source creation dialog box. The next step is to create a data source profile to help
the server determine how the textual data should be parsed.

Add Data Source Profile

On this step, you will load a portion of the serial text from the data source configured as shown above, and set up
how the text will be parsed. That includes breaking the text into lines and transactions, and adding variable

mapping.

In the Data Sources section, click the little arrow next to the data source creation button and choose the + New data
source profile from the list. In the Details tab, enter a custom name for your data source profile and switch to the
Configuration tab.

It is now necessary to use an example of the data strings to set up the profile. This part of the setup is the same
regardless of what type of data source you have.

You can either use the actual data source you have configured on the previous step, or use a text file that
contains the lines of data in the expected format (note that the same encoding should be used). Use the buttons on
the right side of the text field to load the sample from either source. Use the Stop button to finish displaying new text
from the data source (do this if you see that the loaded data lines are sufficient to facilitate the configuration
process); use the Clear button to erase whatever is in the preview window before loading a different file or strings
from a data source.

[ Data source profie POS example - &

Data source profie

2023.01.26 17:11:44 POS0002 walnuts 0.000 8.49 0.009
2023.01.26 17:11:44 POS0002 Keyed, Product Code 036899

&' Details

Encoding Load from data source...

Configuration

Western European (Windows)

Character encoding

2023.01.26 17:11:44 POS0002 Total: 51.06

2023.01.26 17:11:44 POS0002 Tender type: 1 Tender name:CASH, amount: 51.069
2023.01.26 17:11:44 POS0002 Total discounts given with VAT 0.009

Load from file,

Save raw data to file...

2023.01.2617:11:44 POS0002 Shop 1D 00001, POS ID POS00029]

Line ending

2023.01.26 17:11:44 POS0002 Operator Katherine Troia, Transaction ID 000321649
CR+LF v| | Detect | |2023.01.2617:11:44 POS0002 Transaction Endl Clear
TiiE A0 2023.01.26 17:11:44 POS0002 Transaction End time 2023.01.26 17:11:449

2023.01.26 17:11:44 POS0001 Transaction Startq

-printable characters
able characters

2023.01.26 17:11:44 POS0001 Transaction Start time 2023.01.26 17:11:449]
2023.01.26 17:11:45 POS0002 Transaction Startq
2023.01.26 17:11:45 POS0002 Transaction Start time 2023.01.26 17:11:459

1 v
Mappings
Variable 4 New | Mappings Ty
T NAME TEXT REGULAR EXPRESSION CASE SENSITIVE DATABASE FIELD
Name
BeginTransaction Transaction Start time no yes
Product Code
R EndTransaction Transaction End no yes
Teit Getld A.+POS(d+).* yes yes
A_+Product Code (\d+) HeaderEnd Transaction Start time no yes
DetailBegin A +POS\d+ (21Keyed).* yes yes
2 = FIpLEss DetailEnd Keyed, Product Code no yes
FooterBegin Total: no yes
T regy ior
Variable Operator A +Operator (.+), Trans.* yes no Record.Operator
o Variable Transaction ID ~.+Transaction ID (\d+).* yes no Record.Transactionld
T Variable Total A.+Total: (\d+\\d+).* yes no Record.Total
Variable Product Code  .+Product Code (\d+) yes no RecordDetail.ProductCode
RecordDetail.ProductCode Change.
The variable will be written to the database Variable Pos A +(POS\d+).* yes no Record.Pos
Variable Product A.+POS\d+ (1Keyed)(+) \d+\\d+ \d+\\d+ \d+\\d+ yes yes RecordDetail. Product
Variable Amount A+POS\+ (?Keyed).+ (\d+\\d+) \d+\\d+ \d+\\d+ yes yes RecordDetail Amount
Variable Price A.+POS\d+ (?Keyed).+ \d+\\d+ (\d+\\d+) \d+\\d+ yes yes RecordDetail Price
Variable ProductTotal ~ A.+POS\d+ (2lKeyed).+ \d+\\d+ \d+\\d+ (\d+\\d+) yes yes RecordDetail. ProductTotal
Apply changes Cancel

OK Cancel
Load a text sample to configure the data source profile
Based on the loaded sample, set the required parameters on the left:

¢ Encoding: pick the correct encoding to ensure your text is readable

¢ Line ending: choose what character(s) represent the end of the line, available options are:
e CR - carriage return
e LF - line feed
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e CR+LF - both together
¢ Custom - user-defined symbol or group of symbols

If line delimiter in use is one of the standard non-printable ones (LF, CR or CR+LF) but you are not sure, whichever
is used, press the Detect button for the software to identify automatically, which delimiter is present in the pre-
loaded text. If you know that the provided serial data does not include any standard delimiters, choose the Custom
option in the drop-down list and define your own delimiting character.

A Ttis crucial that these settings exactly match the source settings. In case of a slight mismatch, your text may
still appear readable but the lines may not be split correctly, causing errors in mappings.

Mappings

Mappings are pre-defined character combinations expected in the data flow. Typically, mappings are defined by
regular expressions, which are used to extract required values of all sorts from the incoming text: identifiers,
keywords, surnames, codes, etc.

Built-in Mappings

iSentryMMS server splits the incoming text into transactions. Each transaction has a certain structure, which can be
visualized as follows:

-BEGIN TRANSACTION

//header starts here
<transaction fields are captured (e.g. POS ID, Cashier Name etc)>
-HEADER END

-BEGIN DETATIL
//item details
<detaill fields are captured ( e.g. Item, Price, Quantity etc)>
-DETAIL END

-DETAIL BEGIN
//next item details
<detail2 fields are captured ( e.g. Item, Price, Quantity etc)>
-DETAIL END

-FOOTER BEGIN
//footer

<transaction fields are captured (e.g Total )>
//footer ends here

—-END TRANSACTION

The CAPS text in the visualization defines the marks for the iSentryMMS parser that help it to split the text correctly.
For each transaction and for each detail it is necessary to mark both beginnings and ends. For the transaction
header, it is enough to mark the header end because the transaction beginning serves as the header start. For the
footer, it is enough to mark the the place the footer starts, as the footer automatically ends with the transaction. All
of these marks are mandatory if you plan to use data channels and databases.

) Each incoming serial text stream is split into transactions (each of which has a header and a footer), and each
transaction may contain a number of details (transaction items). Further, in databases, you create separate
tables for transactions and transaction items.

There are several built-in mappings (existing by default and non-removable) that help you define these
BOUNDARIES:

¢ BeginTransaction: specify text that designates the beginning of the data block (transaction)
¢ EndTransaction: the very last data line of the expected data block
e GetID: use a regular expression to determine and extract the data ID of each line (skip this if you only
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have a single data stream)
o HeaderEnd: the text that marks the end of the header section, details are expected after it
¢ FooterBegin: the text that designates the beginning of the footer section, and the end of recurring details
¢ DetailBegin: how each detail (item) starts
¢ DetailEnd: how each detail (item) ends

All of these mappings can be plain text or regular expressions, except for GetID, which must be a regular expression
because it must capture variable values.

) Determining the Data ID is important if you have multiple data streams coming from a single data source (e.g.,
multiple POS terminals). In order to split the text between video channels and/or data channels, you need to
set the GetID mapping here, and further define the actual Data ID in the video overlay and in the data channel
settings.

For the transaction start and end, you can specify regular expressions (regex rule) to define the start/end pattern
instead of static text. You can also copy and paste the strings for transaction start and end directly from the sample
preview field.

2023.01.26 17:11:44 POS0001 Operator Katherine Troia, Transaction ID 000321619

2023.01.26 17:11:44 POS0001 Transaction EndY)

2023.01.26 17:11:44 POS0001 [FERASSCHOM ER™ -~ ~~-0t—aca=haa-a g g

2023.01.26 17:11:44 POS0002 walnuts 0.000 | ¥ Auto scroll
2023.01.26 17:11:44 POS0002 Keyed, Produg ~ Transaction begin
2023.01.26 17:11:44 POS0002 Total: 51.061] Header end
2023.01.26 17:11:44 POS0002 Tender type: 1
2023.01.26 17:11:44 POS0002 Total discounts
2023.01.2617:11:44 POS0002 Shop 1D 00001,
2023.01.26 17:11:44 POS0002 Operator Kath|  Footer begin 100032164
2023.01.2617:11:44 PO50002 Tramsaction En
2023.01.26 17:11:44 POS0002 Transaction End e Z023.0T. 26 T7 T T4
2023.01.2617:11:44 POS000]1 Transaction Starty]

2023.01.2617:11:44 POS000]1 Transaction Start time 2023.01.26 17:11:449]

Detail begin unt: 51.069]

Detail end

Mark the text and right-click to choose the mapping (only for non-regex mappings)

For the non-regex mappings, you cam simply highlight the target text in the preview field, right-click it, and choose
the mapping to bind the text to.

Custom Mappings

Additionally, you can create any number of mappings of the user variable type. These mappings use regular
expressions to extract specific pieces of data into a variable, i.e. map variable text into pre-defined value
containers. Custom variables have two usage scenarios:

e variables allow you to extract the text and store it in the database. For this, you need to create the database
with the desired fields, and then bind mappings to the DB fields.

o E&A event Variable Condition. Variables can be used, for instance, to detect exceptions in the cash
operation in case the data source is a Point-of-Sale system.

To create a new variable, click the + New button in the Mappings section, fill in the settings on the left and click
Apply changes. The following settings are available:
e Type: variable (cannot be changed)
e Name: user-defined variable title
e Text: a regular expression that defines what character combination should be extracted into the variable
e Case sensitive: enable this if uppercase/lowercase is important (disabled by default)

¢ Write to database: map the variable to a database field for storing and search (if you are not planning to
use databases and data channels, ignore this option)
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) Ifyou do not have a database yet, you can still create all the required variables at this step. After you add the
database at a later point, bind it to the data source that feeds data into this data source profile, and you will
have an option to map variables to the database fields.

[lig Test - O BB

DATA ID FLAGS TEXT ARIABLES
0 0002 Variable, DetailBegin 2023.01.26 17:11:34 POS0002 ice cream 2.000 0.23 0.46 Pos="P0OS0002", Product="ice cream", Amount="2.000", Price="0.23", (o
1 0002 Variable, DetailEnd 2023.01.26 17:11:34 POS0002 Keyed, Product Code 09835 Product Code="09835", Pos="P0OS50002"
2 0001 Variable, DetailBegin 2023.01.26 17:11:35 POS0001 wild rice 2.000 17.30 34.60 Pos="POS0001", Product="wild rice”, Amount="2.000", Price="17.30",
3 0001 Variable, DetailEnd ~ 2023.01.26 17:11:35 POS0001 Keyed, Product Code 03305 Product Code="03305", Pos="POS0001"
4 0002 Variable, DetailBegin 2023.01.26 17:11:36 POS0002 borscht 3.000 4.62 13.86 Pos="POS0002", Product="borscht", Amount="3.000", Price="4.62",
5 0002 Variable, DetailEnd ~ 2023.01.26 17:11:36 POS0002 Keyed, Product Code 00652 Product Code="00652", Pos="POS0002"
6 0001 Variable, DetailBegin 2023.01.26 17:11:40 POS0001 fennel 0.000 15.34 0.00 Pos="POS0001", Product="fennel", Amount="0.000", Price="15.34", ProductTotal="0.00"

Test of a configured set of variables

Load some text and then use the Test button to check if your settings work: if everything is fine with the setup,
lines should be detected correctly, transaction start and end marked as such and variables extracted as specified.

i} Use the Test button to verify your mappings. The variables extracted from the sample text will display on the
right. If your regex rules do not work as expected:
e make sure your line ending setting is correct
o verify the regex expressions using a third-party parser (e.g., regex101.com)
e load a new portion of text and test again

Click OK to save and close the profile configuration dialog box.

Now, go back to your data source settings and specify the newly created data source profile that was missing in
the initial configuration. You can use a single data source profile for different data sources. In this way, you link the
two together, ensuring that the data received from the data source is passed to the data source profile for further
analysis.

Video Overlay

You can put the serial text over the video so that they appear together in the iSentryMMS Client application. The text
will be also available for simple search in the special tab, Data Sources, in iSentryMMS Client.

Under Configuration, go to the Channels section and pick a channel that needs to be associated with the a data
source. Double-click the channel to open it for editing and switch to the Video overlays tab. Click the Configure
video overlays buttons to bring up an additional dialog box.

Here, different kinds of video overlays can be configured. The Data overlay element is already present by default - it
is the pink frame overlaying your video.

On the right side, you will have the available settings. Click the Change button and select one of your pre-created
data source for this channel. If the serial data are currently arriving, you will see the text appear in the frame.
Then, adjust the settings on the right to define where and how the text should appear on top of the video stream.
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B Channel Coffee Bar
kAt Video overlg

B video overays 5 0

Video overlays

& Details e
| Configure vid
e N Properties
31 Members P
& Membership Type & Data overlay
b Size 0.574,1
off Permissions
b Location 0,0
7% Motion detector e i S
"D Audio Time out {sec) 30
Text color [ 255, 224, 192
Channel configuration
Diata source Change...
=
MRS Data D POS001
B Dewarp
Iv| Maintain aspect ratio
Related jtems = OK Cancel el

Set up overlay text alignment in the viewport

Use the visual control - the pink rectangle - to specify the text output area within the video stream viewport. There
are other types of video overlay elements available in the same window, but the one you need is called Data overlay
and it exists by default, so you do not have to add it. There are also numerical coordinates on the right side of the
preview for your reference: you do not have to edit them manually.

Also, note that the visual control cannot be removed from the configuration; if there are no data to display, this
element simply will not exist in the iSentryMMS Client application. The visual control is only present in this
configuration window for your convenience. There is exactly one Data overlay element per viewport, meaning that
each channel can only have text output from a single data source.

/. Make sure the video from the target channel is available before setting up the text overlay in order to ensure
correct text placement.

Additional settings:

¢ Line count: set the desired number of text lines to be fitted into the overlay area (default value is 20);
this will affect the text font size

¢ Timeout: the amount of time in seconds for every line of data to stay on the screen at maximum (older
text will disappear and text will be shifted upwards)

e Text color: choose a color for the overlay text from the standard palettes (default is white)

e Data ID: data source identifier, if present (leave empty if not used)

In the Data ID field, you can enter the source identifier in case the serial data are being split between two or more
channels; leave the field blank if this channel is the only destination for all the data received from the selected data
source.

i} If there are data from multiple devices combined in a single Data source feed so that the text comes from the
same IP and port via the same protocol, it is possible to use the Data ID field in the Data source profile
configuration to differentiate between the transactions based on their source identifier and split the text
between multiple channels for further overlay.

Example: if the feed contains serial data from multiple Point-of-Sale terminals and their identifiers look like
POSxxxx where xxxx contains the terminal number so that the identifiers are POSo001, POS0002 and so on,
the following regular expression can be used to extract these IDs: *.+2(POS\d+).+

In this case, the Data ID field in every channel configuration is to contain the actual POS ID: POSoo001,
POS00023, POS6592 etc.
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When ready, click OK to save and close the data overlay dialog box, then click OK to save and close the channel
configuration window.

Now your textual data from the data provider will be displayed overlaying the video stream in iSentryMMS Client
and both live view and in the instant/regular archive playback mode in case the corresponding option is enabled in
the recording profile for the target channel; also, it will be possible to search through the recorded data.

' If you wish the serial data to be available in the video playback mode in iSentryMMS Client application, make
sure to set the Data stream to be recorded in the corresponding recording profile.

The overlay text will only be visible in live view and regular/instant playback, and will not be displayed in other
views (e.g., smart search). In order to export video from the archive with the text overlay, use MKV file format + VP8
compression + hard or soft subtitles.

If you do not wish to combine the serial data with video, check an alternative method described below. It uses
databases to store the serial data instead of the video archive, and provides a dedicated visualization in the form of a
data channel.

Time Series Databases

Data received from the data sources can be stored in the databases of a proprietary type, which use the time series
database principle. Time series databases are optimized for simple write and search operations, effectively holding a

large quantity of the serial data that arrive over time (and are usually written in a series and not injected somewhere
in the middle).

Each database (DB):

¢ is bound to one or more data sources,

e receives data from these data sources as defined by mappings in the data source profile,

o writes the data locally (on the same server with the data source), and

e performs search based on user queries from iSentryMMS Client and returns the requested information.

! You can add any number of databases but they will only operate when you have data channels, which are
subject to licensing.

Create New Database

To add a new database via iSentryMMS Console, make sure you are in the Configuration section > choose Data
Sources on the left > click the down arrow next to the + New.. button and choose the New time series database
option.

@ Configuration > Data sources

Configuration
o New data source |~
= Servers Mew data source profile s
e | SERVER  DATA SOURCE PROFILE
& Networks — [

] External services

Add a new database via top panel in the Data sources section
In the new DB dialog box, fill in the database settings.
In the Details tab:

¢ Title: user-defined database name that will appear in iSentryMMS Client
¢ Enable: if marked, the database will be available for write & read
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e Maximum number of days: entries older than the specified number of days will be removed
e Writable interval: the maximum age of a new entry, older entries will be discarded

The data are normally written to the database real-time. However, if there are delays in the synchronization due to
network availability issues or other reasons, you may want to write older entries. For this purpose, each database has
a limited writable interval, during which it will accept new entries with non-real-time timestamps. Keep this
interval shorter if you prefer a faster DB, and set a longer interval if you know that some of the data may arrive with
a significant delay (e.g., from remote locations). Default value: 1 day, max value: 99 days.

£ Time series database Gastronome&Boulangerie* - O

Time series database

& Details* -
Title

2 Membership Gastronome&Boulangerie
Time series database title

£ Database
v| Enable

Enable or disable the dat

abase

Maximum number of days

365

Maximum number of days to keep in the database (1..366
Writable interval

01d.00:00:00

The maximum amount of time during which the data can be written to the database. Default interval is 1 day

Apply OK Cancel

Database settings in the Details tab

In the Membership tab, you can put the database into one of your visual groups for a more convenient
presentation in iSentryMMS Client.

After you have set the general settings, switch to the Database tab. Here, you need to create the database
structure using the following guidelines:
e each database can have 2 (two) tables

o the first table stores so called transactions (larger chunks of information the serial data are
broken into)

o the second table holds transaction items (repetitive individual elements of the transaction)
e each of the two tables can have up to 32 fields, for example:

e transaction fields (main table): POS ID, door ID, transaction ID, operator's name, total, etc.

e transaction item fields (details table): product ID, product name, amount, subtotal, etc.

o fields that have repetitive values from a fixed list (e.g., operator's name or item name) can have reference
tables. For such fields, their values are replaced by keys in the main table, while longer textual values are
kept in the reference table, speeding up the DB operation.

When you create a new DB, it offers you to create the main table first:

¢ Title: user-defined table name that will appear in iSentryMMS Client. The title may contain a wide range
of characters: non-Latin alphabets (e.g., Cyrillic letters), white spaces, and special characters.

¢ Alias name: internal table name that may only contain Latin letters [A-Za-z] and numbers [0-9].
After changing the settings, click Apply changes: your table name will appear in the DB structure on the right.

After that, use the down arrow net to the + New field button on the right to add the second table (details table) using
the same logic. After you have done that, or if you only plan to have one table, use the + New field button to add
fields to both tables:

e Title: user-defined field name that will appear in iSentryMMS Client. The title may contain a wide range
of characters: non-Latin alphabets (e.g., Cyrillic letters), white spaces, and special characters.

e Alias name: internal field name that may only contain Latin letters [A-Za-z] and numbers [0-9].

¢ Data type: choose if the value will be stored as text/integer/long/double. Textual fields can have
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reference tables.

¢ Create reference table: for text fields only; mark this option if you know that the data field value

belongs to a finite list of values (e.g., operator's name). Do not use this option if the field value is [mostly]
unique.

£ Time series database Gastronome&Boulangerie

Time series database

& Details

Database

Database schema
& Membership

Edit table details &= New field Fields
£ Database
Ch
Table type 4IF Cheque
FF
Main table Operator
Table type Pos
Title Transaction Id
Chequej Total
Table display title A
4 B Transaction ltem
Alias name v

Product
Transaction
L S B Product Code
Alias name must contain only latin and numeric
characters -
Amount

Price

Cancel ProductTotal

OK Cancel

An example of a time series database structure: DB will accept transactions and transaction items from a POS
machine

Note that you do not have to describe everything you expect to receive from the data source, but rather just the
values you want to store and search in iSentryMMS Client.

After having created all the tables and all the fields, click OK to save and close the dialog window. The newly created
time series database will appear in the list in the Data Sources section. Note that the database will only appear in the
Monitoring section of iSentryMMS Console and in iSentryMMS Client after there are some actual data written to it.
For this, you need to create at least one data channel and link it to the same data source.

Data Channels

Data channels are a way to visualize the serial data received from data sources without combining it with the video
in one viewport. Thus, you get your data displayed neatly in a separate viewport next to the video channels.

/  Data channel must be paired with a time series database in order to operate!

Create Data Channels

To create a new data channel in iSentryMMS Console, go to the Data Channels section under Configuration. On the
top panel, click the + New Data Channel button
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_=
& Data cha

Data channel

& Details
Title
e
& Members POS0001

Data channel name

2. Membership

Data source

of§ Permissions
POS emulation (235) Change...

Data source

Data ID

0001

Data ID

Main stream recording configuration

@ Continuous recording (32) Change...
Recording configurtion assigned to the main video stream (includes supplementary streams by default)
Main stream storage

B rosdata Change...
Target storage for the main stream recording

Recording identifier

989AED55-B3E8-4778-B026-DAAEF63B0B43

Unigue recording identifier of the current channel

CK Cancel

Data channel settings: source and recording
In the Details tab, fill in the following settings:

o Title: user-defined data channel name that will appear in iSentryMMS Client

e Data source: the source of the text to be displayed

e Data ID: the actual identifier of the data stream extracted by the mapping GetID (defined in the data
source profile)

e Main stream recording configuration: how the data will be recorded (main stream only)

e Main stream storage: destination storage

Not that it is mandatory to fill the Data ID field if your data source has the GetID mapping defined. When the data
source parser encounters a GetID variable value, it searches across all data channels for the target data channel and
writes the corresponding data to the database. If the GetID mapping is defined but there is a data channel with an
empty Data ID field, this data channel will not have any data fed to it.

Z Data channel POS0001* - O [R5
Data channel e
& Details
Selected members Available members
4 Members*
TITLE D TYPE TITLE D TYPE
& Membership B Office_| (130) Channel B Zavio D6330 on 192.1... (132) Channel 2
* Permissions B Cashier (189) Channel & Zavio B6220 on 192.16... (134) Channel
T Zavio P6210 on 192.16... (138) Channel
v
Remove Add
Apply OK Cancel

Make video channels members of your data channel in the Members tab
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In the Members tab, you can pair the data channel with two types of resources:

¢ channels: one or more video channels that will pop up together with the data channel when you search
across the database and get results from this data channel

e user buttons: paired user buttons will appear in the data channel viewport, next to its name, so that you
can click them to trigger the related event

By making video channels members of the data channel you facilitate the textual search in iSentryMMS Client. For
example, if your data channel is a POS terminal, It would make sense to pair data channels to video channels that
face the cashier's desk.

& Data channel POS0001* - o BS
BRI Membership

& Details

Selected groups Available groups
I Members
TILE TYPE TITLE TYPE
& Membership* @ Riga Visual group @ Indoor-Riga Visual group "
off Permissions B Store-001 Data channel group @ Qutdoor-Riga Visual group .
Remave Add
Apply OK Cancel

Put data channels into groups and visual groups

In the Membership tab, similarly to the regular channels, you can put your data channels into groups (for
permission handling) and visual groups (for grouping on the iSentryMMS Client side).

Finally, in the Permissions tab, just as for any other resource, you can define access permissions for your users and
user groups.

=

'/ For efficient permission management, use groups for both resources and users.

Data channels are similar to video channels, hence the permission list is very similar:

¢ View live video: permissions related to the live streaming (Live tab in the
clientclientconsoleclientclientclientglobalclientrecserverclientconsoleproduct%% server configuration.

In the small window that pops up, choose the desired items, then click OK to proceed: the items will
appear in the Data sources section and you will be able to edit them as usual.

Note that you will need to create data sources and data channels to complete the setup.
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70  Manage Mail Servers

Several iSentryMMS components require an SMTP server in order to be able to send emails to a specified address.
Specifically, these are:

¢ email sending actions in E&A and automatic reports
e two-factor authentication on top of the regular login

A pre-configured mail server is required for these features to be operational.

You can add one or multiple different outgoing SMTP servers to send notification emails through them. You can
use/set up your own SMTP server, if your organization already has one and/or it is affordable for your organization;
alternatively, free Internet services can be used for this purpose. Note that there are not any default (pre-configured)
mail servers.

After adding a mail server configuration, you can verify it by using the Test button in the upper panel.

) SMTP servers provided by popular free services and/or ISPs usually have limitations on the
number/frequency of emails going through them daily. Make sure you check with SMTP service provider to
learn about this.

Mail Server Setup

To access mail server setup via iSentryMMS Console, open the Configuration section and select Mail servers from
the menu on the left. Click the + New mail server button on the upper panel or double-click an existing mail server
from the item list to open the configuration dialog box.

' Prior to iSentryMMS version 1.7.0, mail server configuration was accessible via Events & Actions section of

iSentryMMS Console.
= Mai server Gmail SMTP* - o I E3
Mail server Details
# Details 0
Title
Gmail SMTP
EMVEr Narme

Host

smitp.gmail.com

Port

587

Username

some.account@gmail.com

v Set password

Security mode

TLS v

OK Cancel
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SMTP server settings
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Setup here is similar to configuring an email client. The table below contains detailed information on the available
settings.

Setting Description Default
Setting
Title User-defined mail server name [empty]
Host Outgoing SMTP server IP address or hostname [empty]
Port Outgoing SMTP server port; common ports are 25 and 587, and 465 for encrypted 0]
connections
Username Enter valid user account details to log onto the target SMTP server [empty]
Password Enter valid user account details to log onto the target SMTP server [empty]
Security Logon authentication type according to the SMTP server configuration requirements none
Mode (STARTTLS, SSL (TLS version 1.2), or no security)
Sender Email address on whose behalf emails will be sent [empty]
Aggregation® | Max number of notifications to be aggregated into a single email 10
Count
Aggregation* | Max time period in seconds during which notifications are collected together to be sent | 10
Time in a single email

! *Email aggregation can be used to accumulate alert notifications and send them in bunches rather than one at
a time. This decreases SMTP server load and does not 'spam' your notification inbox, making it easier to
search and analyze alerts, and is thus especially useful if the number or frequency of events is high.

Maximum [time/number of occurrences] in this context means that it will not be exceeded under any
circumstances. The actual time or number of occurrences may be either max or less - depending on
which aggregation parameter is triggered first.

Example: aggregation time is set to 60 seconds and aggregation count - to 15. If the notifications arrive
frequently, and 15 items are collected in under one minute, the email will be sent immediately. If there is just 1
or 2 notifications but 60 seconds have passed, an email will be sent, too.

Click OK to save mail server settings; newly created configuration will appear in the item list. Your mail server is
now ready to be used for sending notifications and reports.

Verify Mail Server Configuration

Use the Test button in the upper panel to verify your mail server configuration.

== Mai server test =
@ Configuration > Mail servers
Mail server test

Configuration
A Edi
= New mail server Edit @] ® 1 selected SERei
¥ Networks -

€ TITLE D HOST PORT - = My Server (101) Change...
[] External services = tortg (1744) mail.somehost.co 4455 To
8 Failover clusters test@email.com
& Users Subject

P
84 Devices "9
Bt Channels Body

Pond
@ Recording
@ Maps
Ed Layout templates

OK Cancel

™ Layouts

Test mail server configuration by sending a test email
To perform the test:

1. Choose one of the iSentryMMS servers to send the email from
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2. Enter the test recipients's email address
3. Enter the email subject and body
4. Click OK

You will see a popup window with the test result and error text, if any.

/. Some mail servers require additional settings to be changed on the server side to allow third-party applications
to send emails through their SMTP service. For example, Google security requires that you log into your
account via a browser using the server that will be utilizing the SMTP service in order to enable account access
from that computer.

If you can successfully use SMTP settings to send emails from the same computer, iSentryMMS will also have
no trouble sending your notifications.
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71  Manage GSM Modems

Apart from email servers, iSentryMMS supports GSM modems. These modems with your pre-installed SIM cards
can send and receive SMS (short messages), which can be used for the following scenarios:

¢ send custom SMS notifications from iSentryMMS servers
e use SMS verification for 2FA
e receive SMS to trigger internal iSentryMMS events

If the modem doesn't work in, please try with a third-party app/utility. If the external utility does not work,
iSentryMMS servers will also be unable to work with that modem. Microsoft offers a free tool called Microsoft
Messaging, which you can get in Microsoft Store.

/ Modem hardware may apply delays (60+ seconds) for SMS receiving. Please make sure that resulting SM'S
read frequency from the mobile operator is acceptable for your scenario.

Connect and Set Up Modems

First, plug in your GSM modem as instructed in its manual - usually, modern devices use a USB connector and a
virtual COM port. The modem should appear in the Windows Device Manager - if the drivers are installed
automatically, you will see it appear under Ports > Modems, occupying one or several serial ports. Check the
modem properties to view the occupied port. Some of the ports may be hidden; you can view the hidden entries
by clicking the Device Manager main menu > View > Show hidden devices. Normally, you will not have to do this, as
active (non-hidden) modems will be used in iSentryMMS.

i HE}' Modems Quectel USB Modem #3 Properties e
Quectel USB Modem

" Quectel USB Modem #2 Details — Power Hiisgement

¥ Quectel USB Modem #3 e i oo e o
~ Quectel USB Modem #4
_. Quectel USB Modem #5 Port: COM17

W8 Telit USB Modem S

W Telit USB Modem #2 POBRER VORI

Modem properties in the Windows Device Manager

/v, If you are unplugging the modem, make sure to connect it to the same USB port next time; otherwise, the
modem may use a different COM port, and will stop working because the iSentryMMS Console settings cannot
be updated automatically. If you do insert the modem into a different physical port, make sure to check the
new port and re-select it in the modem properties in iSentryMMS Console.

Then, in iSentryMMS Console, in the Configuration section, choose GSM Modems on the left. In the upper panel,
click the + New GSM modem button to open the dialog box, and enter the modem settings. All COM parameters
must match those on the modem side.

Configuration

= New GSM modem Edit Test w % 1 selected i79
Data sources -
& GSM modem TRM ~ B
& Data channels GSM modem
== Mail servers & Details COM port ~
49 GSM modems comi7 v
N MQTT clients
N Baud rate
1hs Reports 115200 v
1e baud rate at which the communications device operates

B Access control

Data bits
Organisations 8 v

OK Cancel

Configuration
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New GSM modem configuration
Available settings:

¢ Title: user-defined modem name that will appear across iSentryMMS Console
e Server: iSentryMMS server that has the modem hardware attached to it

e COM port: choose the port used by the target modem

¢ Baud rate: must match the modem setting

¢ Data bits: must match the modem setting

¢ Stop bits: must match the modem setting

e Parity: must match the modem setting

¢ SMS mode: choose TEXT mode unless you need (and know how) to use special characters that are only
supported in PDU mode (GSM7 encoding only)

e SMS encoding: GSM7 (special ASCII for GSM) or USC2 (special version of Unicode for GSM)
For correct COM port, check the modem port under Modems in the Device Manager as displayed above; depending
on the modem driver, there may be multiple ports, including hidden ones. Some of these are usable by iSentryMMS,

and some may be auxiliary: after creating the modem, use the Test button in the upper panel to test the connection
and check if you have picked the right one.

) If you use GSM-7 (ASCII) and your message shows full of ? of other odd characters, try switching to USC2.

After filling in the settings, click OK to save: the newly created modem connection will appear in the list. Click the
Test button to verify the connection: if the status retrieval fails, try selecting a different COM port. If none of the
ports work, ensure that the serial port settings (baud rate etc.) match the settings on the modem side exactly.

The Test dialog box has two functions:

e modem status: verified automatically
o test SMS: enter phone number and text to send the message

' iSentryMMS pings the modem every 30 seconds for the status update, and every 3 seconds for new messages.
If you experience delays in message reception, these are most probably introduced by the modem hardware,
and are not related to iSentryMMS server setup. Use the modem with 3rd party tools and compare the delay to

verify.

To test against a specific phone number, enter the phone number - either in the international format (including the
country code using either + or 00 prefix), or without the country code if the number is local for the SIM operator.
Click OK to attempt sending the short message. If the number is incorrect, you will get a failure notification. If
everything is fine, you will get a success message, and the message will arrive shortly (usually, instantly) to the target
phone.

) Wherever you need to enter a phone number in iSentryMMS Console, we recommend that you do it in the
international format: first + (or 00), then the country code, and then the number itself. The number must not
include any spaces, dashes, or parentheses.

Example:

e number in the local format: (555) 555-0155
e the same number converted into the international format: +15555550155
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. . M GSM modem test -
@ Configuration > GSM modems
GSM modem test
Configuration ]
&= New GSM modem Edit
Data sources “ Phone number
TITLE SER
i 1 <]
@& Data channels M TELIC AG Global
SMS text
== Mail servers & TRM Global
test test test
$d GSM modems
Modem status
& MQTT clients Status: Ready
COM port: Succeed
1y Reports Modem: Succeed
5IM card: READY
B Access control MNetwork: Registered home network
Last messages:
Organisations 20/09/2022 13:22:13  +371271344 OK
‘ OK Cancel
M Configuration

Modem status check and test SMS
The billing for the messages will be as per your SIM card plan.

/& Intelex Vision Ltd is not responsible for any losses due to additional mobile operator fees. It is solely your
responsibility to keep track of and control the message flow and the event frequency in case the SMS is sent
based on an E&A event.

If you respond to that test SMS, the modem will receive it and you will see it appear in the modem status summary
under Last messages. The exact time of the message reception may vary depending on the modem hardware and
settings; iSentryMMS does not introduce any additional delays.

Important! Make sure your modem does not go to sleep. To do this, go to the Windows Device Manager, find your
modem under Modems, and check the Power Management tab for related settings. Do not allow the PC to turn OFF
the modem to save power.

Quectel USB Modem #3 Properties X
General Modem Diagnostics Advanced Driver
Details Events Power Management

& Quectel USB Modem #3
g

| Allow the computer to tum off this device to save power

| Allow this device to wake the computer

Modem power settings in the Device Manager
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Configured modems will appear in the corresponding tab of the Monitoring section.

Receive SMS

Once you add a modem, you will be able to receive SMS and use it for event triggering on iSentryMMS servers.
Modem Events

To create an SMS event, switch to the Events & Actions section of iSentryMMS Console, and choose Events on the
left (you can also create new events right from the E&A Configurator). In the top panel, click the + New event
button, then select the SMS message received event type in the dialog box, and then fill in the rest of the settings:

¢ Title: user-defined event name

e Source: existing modem hardware to accept the message

e Phone: sender's full phone number*; leave empty for any number

e Text: SMS text to trigger the event, case-sensitive; leave empty for any text to trigger the event

¢ Regular expression: enable if you wish to evaluate the incoming text with regex, e.g., use placeholders
*The phone number must be in the international format (with leading + or 00 and a country code) for ALL
numbers, even local ones. The event will not work properly without the country code.
4 Event TELIC AG SMS message received* - B

Event

& Details*

Event type

SMS message received Change...
Select event type from list of available event types

Title

TELIC AG 5MS message received

Event name

Source

0 TELIC AG Change...
Event source

Phone

+37129843

Phone numbe

Text

stop
Message text

Regular expression

hen checked, text is processed as regular expression v

Apply OK Cancel

Event triggered by incoming SMS
Click OK to save and close the dialog box. The newly created event will appear in the list.

Once you have created the event, you can use it to build event rules in the Event & Action Configurator, as usual. For
example, you can send SMS to trigger start/stop recording, to open doors and gates, or to create alarms and
bookmarks.

/. Please note that modems may introduce delays when receiving SMS due to periodic SMS reading approach
(messages are received from the mobile operator at certain intervals). Please test your modem hardware and
ensure that the resulting SMS reception frequency is acceptable for your event scenario. The iSentryMMS
software does not add any delays and is not responsible for the delays on the hardware side.

Send SMS
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Similarly, modems can send SMS to the pre-configured phone numbers. iSentryMMS servers can utilize this in two
scenarios:

o send messages based on the triggered events - E&A actions

¢ send codes via SMS for two-factor authentication (2FA)

Note that you cannot create actions or 2FA notification providers without actually having a working modem, so
make sure to add and test the modem first.

Modem Actions

To create an SMS sending action, switch to the Events & Actions section of iSentryMMS Console, and choose
Actions on the left (you can also create new actions right from the E&A Configurator). In the top panel, click the +
New action button, then select the Send SMS action type from the Notifications group in the dialog box, and then fill
in the rest of the settings:

¢ Title: user-defined action name

¢ Source: existing modem hardware to send the message
Phone: the recipient's phone number*

Text: SMS text to be sent, right-click to insert text macros

*If the phone number does not have a country code defined, the local country code of the SIM card operator will be
appended to the number. If you want to guarantee the number correctness and the message delivery, please enter
the number in the international format with a country code and a leading +/00.

’ Action TELIC AG Send SMS* - 0
Action
& Details* 73
Action type
Send SM5 Change...
Select action type from list of available action types
Title

TELIC AG Send SMS

Action name

Target

8 TELIC AG Change...

G5M modem. If none is selected, the action will be visible on all GSM modem

Phone number

+37129843

Phone number

Text Insert field >
{EVENT_SOURCE_TITLE} triggered an event: {EVENT_TITLE} at {EVENT_TIME]

Apply OK Cancel

Action: send SMS notification
Depending on your modem settings and chosen language, each message may be split into several ones. Before
setting up the notifications on production servers, verify the setup and make sure you are getting the desired results.

Two-Factor Authentication (2FA)

Before enabling 2FA:

¢ add a valid modem and test it

o ensure all users who will use 2FA have a valid and full phone number specified in their account properties
in iSentryMMS Console

The phone number setting is new (comes with the modem support) so you will need to go the each user's properties
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and enter their phone number to make sure they can receive SMS for the verification.

& User unicorn*®

User
ile®
# Details Email address "
& Membership unicorn@exists.today

Email address for notifications

== Resources :
Phone number

O Administration profile +1555050505|

Phone number for notifications

User's phone number and email for 2FA notifications

To set up 2FA, go to your iSentryMMS server settings (for iSentryMMS Federation systems - go to the central

management server properties, as this a is system-wide setting) > Two-Factor Authentication tab > add a new
notification provider and specify the rest of the settings as described in the corresponding chapter about 2FA.
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72  Modbus

Introduction

Modbus, or MODBUS, is a client/server data communications protocol in the OSI model's application layer. This
protocol allows DI/DO devices to connect to the iSentryMMS, create Events based on the Device Input, and Actions
based on the Device Output.

Modbus setup

To set up a device, you need to go to:

1. Configuration -> Modbus clients

2. Click the + New Modbus client button at the top of the Modbus clients subsection. This action will bring a
new pop-up window.

3. Fill the Title input field with a meaningful name, select the Server the device is connected to, and provide the
Device IP address in the Host input field

4. You must also know what port the device uses.

5. If you need to provide a Unit identifier/slave address, you can fill out the Device identifier field;
otherwise, leave it value o.

6. Confirm your setup with the Apply and OK buttons.

@ Canfiguration > Modbus clients

Configuration
g o New modbus client Edit i X 1 selected i}

== Mail servers & Details

DateSouies >k Modbus client modbus client R
@ Data channels Modbus client

I GSM modems

& MQTT clients

vl Enable
 Modbus dients Remove to disable all operations for this Modbus client

1l Reports Server

= Global Server (101) Change..
B Access contral
3] Quick access Host

<9 Schedules 192.168.3.115

{ost name or IP address

il§ Configuration Port

4 Events & Actions

B Monitoring Device identifier

» 1
W Audit

OK Cancel

Modbus client pop-up window.

Modbus event setup

After adding the device, you can create events and actions based on the device's DI/DO signals.

1. To create an Event, go to the Events &Actions -> Events.
2. Click on the + New event button at the top of the Events subsection.

3. You will find the Modbus device events under External events -> Event triggered by Modbus device. Please
select it and press the OK button.
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4. Fill in the Title input field with a meaningful name.
5. Click the Change... button in front of the Source field and select your connected device.
6. Select Discrete input from the Data model dropdown menu.
7. The Address field allows configuring which particular input (DI port/channel) will trigger the event (modbus
port/channel number, such as o, 1, etc..).
8. The Value field allows configuring the state of the contact. Allowed values for the DI is o (OFF) or 1 (ON).
9. Confirm your setup with the Apply and OK buttons.
£
Event
& Details*
Event type
Event triggered by Modbus device |m|

3 - o
Title % Select event type
modbus client Event triggere
Event name

Shioe Available event types
¢ modbus dient (147) 4+ [ Channel related (3) ~
Ausxiliary device event
Data model Event triggered by device (e.g,, alarm panel, sensors, audio detectors, ..J
Discrete output Digital input
todbus data madel Event triggered b ch
Address
an T rule
0
= . - External events (5)
Mod itpu rom the dd
. Event triggered by Modbus device )
Value = :
el was triggered by a Modbus device
0 . : =
L Event triggered by MQTT notification
i ! 1 Event was triggered by an incoming MQTT notification
External service
Event received from LPR, FR, or via HTTP API
External i
OK Cancel
Apply Ok Cancel

Event pop-up window with the Modbus device settings

Additional Modbus Event Configuration Options

In the Modbus Event setup, you can further configure events using the following options:
Data Model:

¢ Input Register: Choose to trigger events based on the state of an Input Register.

¢ Holding Register: Choose to trigger events based on the state of a Holding Register.
Mode:
Use the Mode dropdown to select the criteria for triggering the event:

o All bits: Trigger if all bits meet the condition.

e Any bit: Trigger if any single bit meets the condition.

e Exact value: Trigger when the register value exactly matches the specified condition.
HEX Mask Fields:
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AND Mask: Specify a HEX value for the AND mask.
OR Mask: Specify a HEX value for the OR mask.
NOT: A checkbox to invert the mask logic.

Register-Specific Fields:

For Input Register and Holding Register types:

Size: Choose either 16-bit (1 word) or 32-bit (2 words).

Conditional Operators: Operators such as Greater Than, Less Than, etc., can be chosen before the
value field.

Value Fields: Fields that change based on the selected operator:
Value: Specify an exact value.

Bit Mask: Apply a bitwise mask.

Range: Define a range by setting Start and End values.

Coil-Specific Conditional Operators:

For Coils (Discrete Outputs), available operators are limited to:

Equal

e Not Equal

Modbus action setup

To complete the Modbus device setup, you also need to create an Action. To do so, go to:

o AW N e

. Events & Actions -> Actions

. Click the + New action button on the top of the Actions subsection

Inside the new pop-up window, locate Notifications -> Control Modbus device and click the OK button

. Fill in the Title field with the meaningful name

. Select your device as the target device inside the Target input field.

. The Address field allows you to set a device particular DO port/channel (modbus port/channel number, such

as o, 1, etc..).
7. The Value field allows to set the value that will be sent to the selected address. Available DO values: o (OFF)
or 1 (ON).
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Action Details
B Select action type
# Details
Action type
Control Modbus device Change.., |
Sele 1 lis Available action types
ith
Tile + [ Logging (2) ="
modbus client Control Modbus device
T Write to audit log
. Append entry to the internal software audit log
Target 4 [l votifications (8
nodbus client (147} Ct
*_mo MR b - . : : L < Control Modbus device
Modb nt. If none is selected, the action will be visible on all Modbus clients Control device via Modbus protacgl
Address Highlight object on map
0 visua cent the ta t
Modt id he device docun Popup object
Place target cbject on a spe I vall scree
Value
Send email
0 send email on via pre-d
HE Ve Send event to client
Text or sound notifications for thick and mobile clients
Send mail with a snapshot )
OK Cancel

Apply OK Cancel

Actions pop-up window with the Modbus device settings

Additional Modbus Action Configuration Options

For Modbus Actions, additional configurations can be made based on the device's output type:
Data Model:
Options:

e Discrete Output (Coil): For discrete output actions.

e Holding Register: For actions based on holding registers; includes a Size option for specifying 16-bit or 32-
bit configurations.

Now, you are ready to implement rules for the Modbus device.
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73  Quick Access

Quick Access feature simplifies iSentryMMS Client control via CCTV keyboard or standard keyboard by adding a
custom ID to dedicated resources. By creating Quick Access IDs, it is possible to assign numerical or any other
custom values to frequently used resources or items.

Currently, it is possible to set Quick access ID for resources such as:

e Video channels
e Data Channels
e Maps

e Buttons

e Web pages

e Shared layouts

Adding Resources:

To add any resource to Quick Access, go to:

e Configuration — Quick access — New quick access item
e Select the existing resource

e Provide an ID of your own choice

e Press the OK button

After that, you can reach assigned resources in the iSentryMMS Client in the Quick popup window.

‘-l- Mew guick access item Edit T ® 1 selected £52)

@ Configuration > Quick access

Configuration

-

= Mail servers
| Quick access item none® - B

5 GSM modems
& MQTT dients

1ls Reports

Quick access item

& Datails*

Resource

m3 MQTT_Action_Trigger (187)

Change...

B Access control

Quick access 1D
5] Quick access

Configuration
4 Events & Actions
B Monitoring

N’ Audit -
Apply OK Cancel

An example on how-to create Quick Access ID for the MQTT event trigger Button
Using Quick Access items in iSentryMMS Client:
After creating a Quick Access ID for the resource or item, you can call for it in the iSentryMMS Client. To popup

resource, change layout, or trigger button — launch the Quick popup window ([ctrl+f] using a standard keyboard or
dedicated search button on your CCTV keyboard), write a particular ID in the search field, and confirm your input.
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Playback 35F Sequence Smart Search Alerts Library BH Video Wall Data Sources  |0lla Re

" Layouts
Bl Local

Local Server

Filter by

Quick access Title Id

Local Server

Mobotix

1 SCREEN 1 Screen

10 SCREENS 1) Screens
Maps
1 SCREEN (1X1) 1 Screen (1x1)

Local Senver
8 X 12 SCREENS & x 12 Screens

9 X 11 SCREENS B 9y 11 Screens

10 X 10 SCREENS 10 x 10 Screens
'+ Buttons

Local Server 16 SCREENS (4X4)

Quick Access use case in the iSentryMMS Client application
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74 Create Schedules

Starting with version 1.26, you can find Schedules at the bottom of the Configuration section. You can create
your Schedules and use them for the Users and User groups or Events & Actions schedules later.In previous
iSentryMMS versions, You can find Schedules under the Events & Actions section.

You can also create or reuse existing User-defined calendars for special days based on the particular calendar date
and override the regular schedule with exclusive scenarios.

@ Configuration > Schedules

Configuration

& New schedule Edit ]E] ® 1 selected E:a
N MQTT dients =
1 Reports D Always (168)
B Access control 9 Common 5/8 schedule with ... (349)

] Quick access

) Schedules

Configuration
% Events & Actions
T® Monitoring

[N Audit
Recently added, 1

Configuration->schedules. Buttons from left to right: + New schedule (creates the schedule); Edit (edit selected
schedule); Bin (delete selected schedule); Selected (deselect selected schedules)

0 Please be aware that Recording Schedules use their own schedule type. How to create Recording Schedules
is described in the corresponding manual section.

Create new schedule

To create a new schedule, go to:

1. Configuration -> Schedules -> New schedule button. A Schedule pop-up window will appear.
2. Fill in the Title field to identify your newly created schedule later.

You will see the Grid View in the Schedule Editor field by default. The grid view has two separate sections -
Weekdays and Custom days.

You can mark the table by clicking and holding your mouse button while moving the mouse inside the table with the
step of 15 minutes. Marked time means that the schedule is active on those days at that particular time.
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D schedule Common 5/8 schedule with the dinner breaks =i =
Schedule

& Details
Title

Common 5/8 schedule with the dinner breaksl

User-defined calendar

% 2023 Country-specific days off (348) Change...
User-defined calendar
Schedule editor List view
00 AM 6:00 AM 5:00 AM 12:00 PM 3:00 PM 600 PM 2:00 PM 1200 AM
CUSTOM DAYS
OK Cancel

Schedule pop-up window. Grid view. Regular and custom days are marked with red ovals

You also can switch to the List view by pressing the button List view from the right side over the Schedule editor
field. You can create multiple entries inside the List view and edit details later inside the Grid view by selecting the
particular entry and clicking the Grid view button.
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D schedule Common 5/8 schedule with the dinner breaks =i =
Schedule

& Details
Title

Common 5/8 schedule with the dinner breaks

Rec

User-defined calendar

% 2023 Country-specific days off (348)

Jser-defined calendal

Schedule editor

Monday
Maonday
Tuesday
Tuesday
Wednesday
Wednesday
Thursday
Thursday
Friday
Friday

Day 1

Day 2

Add

10:00 AM

2:00 PM

10:00 AM

2:00 PM

10:00 AM

2:00 PM

10:00 AM

2:00 PM

10:00 AM

2:00 PM

2:00 PM

10:00 AM

Edit

Example of the schedule List view

To add a schedule scenario using the List view:

1. Find the Add and Edit buttons on the bottom-left side inside the Schedule editor field. Click on the Add
button. One more pop-up window named Schedule item must appear.

Maonday
Monday
Tuesday
Tuesday
Wednesday
Wednesday
Thursday
Thursday
Friday
Friday

Day 1

Day 2

TIME TC

1:00 PM

6:00 PM

1:00 PM

6:00 PM

1:00 PM

6:00 PM

1:00 PM

6:00 PM

1:00 PM

6:00 PM

6:00 PM

2:00 PM

Change...

OK

Grid view

Remave

Cancel

2. Inside the Schedule item pop-up window, you find dropdowns: Day from and Day to, and the Time input

fields: Time from and Time to.
3. Select the weekday you want to start your scenario and the day you want to set as the endpoint of the

schedule using dropdowns.
4. Setup the "Time from" and "Time To" in your new schedule scenario, and press the OK button to confirm.

Time settings apply to each day selected from the dropdowns.
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Schedule item o -

Schedule item setup

Day from Time from

Sunday Ll 12:00:00 AM

WO TR event Wil D Hred

Day to Time to
Sunday v | [12:00:00 AM

Day of the week End of the period during which the

event will be fired

Cancel

Schedule item pop-up window

You also can set a Custom day inside the Schedule item pop-up window. Pick Day 1, 2, 3, 4, or 5 from the "Day
from" dropdown menu, set the timeframe, and press the OK button to confirm.

Weekday schedule

The weekday schedule will repeat itself indefinitely, based on days of the week, unless you override it by the User-
defined calendar.

Custom days Schedule

Section Custom Days works differently. You can create five different schedule scenarios that later on can be
applied to override the regular schedule. You can utilize it with User-defined calendars.

User-defined calendars
There may be special calendar dates that don't fall into the regular schedule scenario. For such occasions, create or
reuse a User-defined calendar.

1. Inside the Schedule pop-up window, click the "Change..." button from the right side of the User-defined
calendar field.

2. "User-defined calendars" pop-up window will appear. If you already have some predefined calendar - you
can reuse it by selecting it from the list and confirming with the OK button.
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User-defined calendars - O B

User-defined calendars f ]E]
Title i Type
none
B 2023 Country-specific days off (348) User-defined calendar
B8 Days off (344) User-defined calendar
B wednesday as sunday (348) User-defined calendar
= New user-defined calendar oK Cancel

User-defined calendar pop-up window. Available controls right to left and top to bottom: Pencil icon (edit selected
calendar); Bin icon (delete selected calendar); List of available calendars; +New user-defined calendar button;
OK/Cancel buttons

/& N.B. This calendar will override your regular schedule on the dates you have set up inside the calendar. All
other dates will be executed on your weekday schedule scenario.

To create the new User-defined calendar:
1. Click on the +New user-defined calendar button on the bottom-left of the pop-up window. The new pop-up
window will appear.
2. Add the Title to identify the created calendar later.
3. In the left panel of the User-defined calendar window, select the Days tab and click the +Add button.

4. Select the Date from the dropdown menu inside the Day window. Click on the Day field and find the day
from the list.

5. Confirm your choice with the OK button.
You can select days from the regular schedule (for example, to make a particular Saturday a working day, pick any

working day schedule scenario) or use the five custom days we saw earlier. We can use Custom days inside the
calendar to create five different custom scenarios to override our regular schedule on a calendar basis.

When you complete setting up your custom scenarios for the calendar-based schedule, confirm your new calendar
inside the parent pop-up window with the Apply and OK buttons.
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fmh 2023 Co

User-defined calendar
& Details

B Days

Ty
Day 1

N 2

User-defined calendars

DATE

10/31/2023

11/18/2023

o
w

12/24/20

ra
w

12/25/20

12/31/2023

Sunday
Sunday
Sunday
Sunday

Sunday

|+ Add Edit

@ pay

344

346

Remave

Schedule exclusion

Date

10/5/2023

OK | Cancel

OK Cancel

o MNew user-defined calendar

TITTHT KA

IR

BT ERA

| oc |

Example of the particular User-defined calendar and Day pop-up, windows opened
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75 Reports

iSentryMMS Console application provides an opportunity to send automatic reports. There are two types of them:

e Reports based on the counter data, which has been recorded with the video stream(s). Depending on the
collected information context, these reports can be used, for example, to estimate the average number of
customers during specific hours, compare the number of passing cars to the number of trucks etc. Counter
information is collected from iSentryMMS Open VCA video analytics, camera-side VCA (for certain
manufacturers) and software counters.

e Reports based on the facial recognition (FR) module data. These include the counted detections (by tag)
and miscellaneous estimators (age, gender, temperature, sentiment, etc.).

The report configuration process is similar to the manual procedure of reporting in the iSentryMMS Client
application, with the difference that here the settings are defined once and then are used by the iSentryMMS servers
for automatic report generation.

There are three report types: bar, line and pie diagram. Regardless of the chosen type, all reports are based on the
counters and have configurable report interval and days and times of interest. Counter values are compared for the
given period and with the specified scale, and the results are then reflected in the chart of the selected type. Reports
can be configured to be created automatically on a daily, weekly or monthly basis and then emailed to the
specified email address.

/. Regardless of the report settings, the report will be emailed after the selected report interval has ended.

Example 1: the report interval is previous day with time filter set to 8AM to 6PM. The report will be emailed
next day 12:01AM.

Example 2: the report interval is previous week with only working days selected (weekends deselected). The
report will be emailed 12:01AM next Monday, i.e., when the week is over.

Prerequisites

Reporting in iSentryMMS Console is primarily aimed at automatic report sending via email. In order to achieve this,
you need to configure a mail server for the emails to be sent through, according to the steps explained in

the corresponding section of this document. You can do this prior or after the report setup. If you need a one-time
report for a custom time interval, you are welcome to use the reporting function in the iSentryMMS Client
application.

For a counters report to be created successfully, there must be some counter data present in the database. You can
use Open VCA, camera-side VCA (for certain manufacturers) or software counters. Open VCA setup in iSentryMMS
is described in a separate document provided by demand.

For the FR report to be created, you must have at least one channel being analyzed by facial recognition module for
the specified period, and the target FR service must be connected.

Report Configuration

In order to start report setup, go to the Configuration section of iSentryMMS Console and choose Reports from the
menu on the left. Press the + New report button on the top panel to bring up the report configuration dialog box.
There are two options: new counters report and new external service report. These two types differ slightly.

Reports Based On Counters

This type of report is based on camera-side VCA, Open VCA, or software counters. The configuration options are
similar to those in iSentryMMS Client when you create a graph in the Reports section.
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1lx Report DaillyCustomers*

Report
& Details

(B Counters

Title

DailyCustomers

Report interval

PreviousDay v

Week days filter

v All days & Sun ¥ Mon v Tue v Wed v Thu # Fri @ Sat

Time fitler
8:00:00 AM .| > |6:00:00 PM 4
Chart type

Line chart ' Pie chart

® Bar chart

Aggregation by

:Hour i

OK

Cancel

Edit counters report dialog box

Specify the reporting criteria in the Details tab; the following settings are available:

Setting Description Default
Value
Title User defined title for the report [empty]
Report Time interval to be represented in the report; can be previous day, week or month Previous
interval day
Week days | Days of the week to be included in the report (e.g., ignore weekends) All days
filter
Time filter | Target audit interval to be analyzed for each of the selected days 12AM >
12AM
(whole
day)
Chart type | Diagram type: bar, line or pie Line chart
Aggregation | Scale factor for the target diagram - results can be presented for months, weeks, days, | Day
by hours or minutes (also, the data can be aggregated by counters if the selected chart
type is pie diagram)
Value Counter value to be taken for each report time interval on the X axis (day etc.): Absolute
e Absolute: actual counter value
e Relative: difference compared to the previous interval
e Average: arithmetic mean of the given interval
e Minimum: minimal value during the given interval
e Maximum: maximal value during the given interval
Sum Choose whether you want each counter to be represented separately or all counters are | Disabled
counters to be added up (for bar and line type diagrams only)
Show labels | Display value labels on the chart Disabled
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File type Choose whether you want the report to be in PDF of CSV format PDF
Automatic | Generate the report and send it automatically to the specified email Disabled
Mail server | A pre-configured SMTP server to be used for email sending (the setting is revealed [none]

when automatic report sending is enabled)

To Email recipient the report to be emailed to; enter exactly one valid email address here | [empty]
(the setting is revealed when automatic report sending is enabled)

Next, switch to the Counters tab: here, you can select the required counters from the list.

1lx Report DailyCustomers* R =

Report

& Details

Counters
A Counters ——
(] COUNTER .

# of objects
average

v Blue line counter
Cars
DoorOpened
enter
exit

v Green line counter
People

Trucks

OK Cancel

The list of counters available for report

All the counters available in the system are listed here - from Open VCA, camera-side VCA (for certain
manufacturers) and software counters as well - in case their data are present in the database.

) For the exact list of supported camera-side VCA counters, kindly contact our support engineers at
customerservices@intelexvision.com.

When ready, hit the OK button in the bottom to save the report configuration based on your selected criteria. To edit
and remove reports, use the corresponding buttons on the upper panel.

Reports Based External Service Data

This type of report is based on the data received from external services (specifically, detections and attributes
from the facial recognition module instances). The configuration options are similar to those in iSentryMMS
Client when you create a graph in the FR section. The logic is analogous to that of the counters reports, yet the
settings are a bit different.

Specify the reporting criteria in the Details tab (other settings like target week days are available in the Filters
tab). The following settings are available:

Setting Description Default
Value
Title User defined title for the report [empty]
Report Time interval to be represented in the report; can be previous day, week or month Previous
interval day
Chart type | Diagram type: bar, line or pie Line
chart
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Group by Main report values (targets): can be tags, temperature, age, sentiment, or gender Tag
estimation

Aggregation | Results can be aggregated by months, weeks, days, hours or minutes (for bar and line Day

by type diagrams only)

Sum values | Choose whether you want each target group to be represented separately or all values are | Disabled
to be added up (for bar and line type diagrams only)

Show labels | Display value labels on the chart Disabled
File type Choose between PDF or CSV PDF
Automatic | Generate the report and send it automatically to the specified email Disabled

Mail server | A pre-configured SMTP server to be used for email sending (the setting is revealed when | [none]
automatic report sending is enabled)

To Email recipient the report to be emailed to; enter exactly one valid email address here [empty]
(the setting is revealed when automatic report sending is enabled)

The choice between absolute/relative/min/max/avg value is not present here; all values are relative, i.e., the chart
reflects the value change since the previous aggregation interval.

Next, switch to the Channels tab: here, you can select the target channels. The report will include the recognition
data from the specified channels.

On the Filters tab, you can limit the report sample range by (de)selecting various options. The filters include days,
time of the day, and attributes from the external service detections:
e Tags from FR

e Temperature range from the readings that were received by FR (works for certain camera integrations;
please refer to our for the exact vendor list)

o Age, gender, and sentiment estimators

e Week days: select days of the week that you want to be included in the report (e.g., ignore weekends)
(all days are selected by default)

¢ Day time interval: choose the target audit interval to be analyzed for each of the days in the selected
report interval

When ready, hit the OK button in the bottom to save the report configuration based on your selected criteria. To edit
and remove reports, use the corresponding buttons on the upper panel.

Report Preview

After you have created a report, you can check how it will look like by using the Preview and Test buttons on the
upper panel. The preview button will generate a report and display it on your screen; the test option will create a
report and email it to the specified address in PDF format immediately. In either case, the report preview will be
based on its configured time interval, so, if you get an empty report, make sure that counter data are present for the
previous day, week or month, whichever specified.

) When you have created a new report and wish to test it, please wait about 10-30 seconds before pressing the
Test button: this time is required to retrieve the counter information from the database.
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1l DailyCustomers % B
Report

12/1/2017 - 12/31/2017 (By Days, Absolute)

L LL hL hLLhLL Ll

Report preview

On each diagram, the horizontal axis (X) represents time in the specified scale, and the vertical axis (Y) reflects
counter values. The counter values for each time interval are calculated based on the selected setting and can reflect
absolute, relative, average, minimum or maximum counter value for the given interval. In the pie diagram type,
each sector can represent either a time interval or a counter, depending on the aggregation setting parameter.
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Each chart also contains a legend that provides information about colors used in the diagram:
¢ if you have selected to analyze every counter separately, each counter will be represented with its own
color and the legend will reflect counter titles
¢ if you have chosen to sum the counter values:

e bar diagram will have just one column for each interval, every column consisting of specified
counters and its total height reflecting the total

¢ line diagram will contain graphs for each individual counter and the total

o pie chart will reflect the counter sum for each time interval if aggregation by time intervals is chosen, so
the legend will contain timestamps; if aggregation by counters is selected, the pie will reflect the
proportion of the counter values for the whole selected audit interval

Apart from the diagram itself, each report in PDF format will also contain a table with the reference counter values.

Report Status Monitoring

Report execution status can be tracked from the Monitoring section of iSentryMMS Console, by choosing Reports in
the menu on the left.

(€)©) Monitoring > Reports =l °E

Monitoring
1lx DailyCustomers Normal NotExecuted 1/5/2018 2:02:38 PM
L User sessions

1 WeeklyCustomers MNormal MNotExecuted 1/7/2018 12:00:00 AM 1/5/2018 2:02:38 PM
=22 Video walls
[ External services
1l Reports
Configuration
4 Events & Actions

I Monitoring

(8 Audit
Recently added, 1

Report status

If a report has been sent at least once (by schedule, not as a test), the last execution time is shown here. For the
reports that are currently set to be emailed automatically, the next (scheduled) execution time is also displayed.

Math Behind Counters

Different counter value settings will produce different results, so you need to understand which value to select in
order to get the appropriate result. Below, you will find some details on how these values are calculated inside
iSentryMMS.

For each and every selected interval, five counter values are calculated: absolute, relative, min/max, and
average. The minimal internal interval is equal to 1 (one) minute; no matter how the counter value changes
during that minute, these five values are recorded into the database. For longer periods (hours, days, etc), these
values are calculated using the intermediate results.

In the snapshot below, there is an example of how the counter value might change during one minute, and what
values are calculated based on these changes.
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A
50
Min=0

2 Max = 50
©
a Absolute = 10
D
[= Relative = 0
3 Average = 20
10

1 2 4

Time

Average = (c1°t1 + ...+ cN*IN)/(t1+.+IN)
Average = (10%2 + 50*1 + 20*2 + 0°2 + 402 + 10*1)/10 = 20
An example of counter changes within report interval with corresponding peak values

For correct report results, it is also essential to keep in mind whether the counter in question is increment-only, or if
it is both incremented and decremented based on some events.

1. Absolute

Absolute counter value is its exact value at the end of the measurement period. E.g., If the interval is 1h, the
absolute counter value is equal to the absolute counter value for the last minute of that hour.

Usage examples:

¢ increment-only: estimate the total people flow, e.g., incoming customers
¢ increment/decrement: current number of people in the zone/building

2. Minimum and maximum

Here, iSentryMMS simply takes the min and max value from the aggregation interval. For longer intervals, min/max
are selected from the list of min/max of smaller periods (regular min/max function).

Note that min/max has nothing to do with absolute value: the counter value may peak inside the aggregation period
with the total change (absolute value) being zero. The latter, of course, is only possible for the counters that are both
incremented and decremented over time. For increment-only counters, max value will be equal to absolute value.

3/4. Relative

Relative counter value is the sum of all relative changes for the given period, or, even simpler, the difference between
the current absolute value and the previous one. Relative value shows how much the counter value has changed for
the given period compared to the previous one.

5. Average
Average counter value is counted as weighted arithmetic mean, with the duration serving as weight.
Simple arithmetic mean would not be as useful as it does not take into account the value duration.

Consider the two examples in the snapshot below: two counters have the same absolute and relative values for the
given period. Their arithmetic mean would be very similar (25 vs 26.6), while it is obvious that the first (green)
counter value stayed higher for a longer period, and this should be taken into account.
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A
50
1
|
- I
©
= 1
£ [
= I
“ 20 = = = - -
|
10
10 = = = =)= = = == = - - - - :
1 _ 2 -
Time
Relative = 50 Relative = 50
Absolute = 50 Absolute = 50
Average = (0*2 + 50*8)/10 = 40 Average = (10*7 + 20*2 + 50*1)/10 = 16

Example of two counters with the same absolute values and different average

Usage example: average number of customers in the store per hour, average check total for estimating effectiveness.
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76 External Services

External modules are modules that have been integrated with iSentryMMS, including these, which have been
designed to work with iSentryMMS - license plate and face recognition engines. They operate either independently
or based on streams received from iSentryMMS server, and iSentryMMS server can receive event metadata from
these modules and then use these events for Event & Action configuration, as well as provide the opportunity to view
these events in both live and investigation mode in the iSentryMMS Client application.

All the external modules can be connected using the same logic, the main important steps being as follows:

1. Prepare channels to be used for the target external module

2. Install the target external module

3. Connect to the iSentryMMS server from the external module and enable HTTP notifications in it, if such an
option is explicitly available - this will make the external service automatically appear in iSentryMMS Console

4. Create a group for external services in iSentryMMS Console and add your external service to the group

5. External service will now be available for E&A configuration and its events will be visible in iSentryMMS
Client

' Important notice for iSentryMMS Federation systems: prior to iSentryMMS version 1.15.0, external services
only operate via central management server.

Starting with 1.15.0, you can link external services directly to recording servers (iSentryMMS Recording
Server instances). Note, however, that this functionality will not be covered for failover servers in case the
target iSentryMMS Recording Server goes offline. When your external service is linked to iSentryMMS
Federation, streaming will automatically switch from/to failover.

This works for all kinds of external services, except for Camio, which is integrated in a slightly different way.

This administrator's manual covers an example on how to connect to the LPR (License Plate Recognition) module.
Other external services are added in a similar way, the only difference being the external module interface. Also, you
will find more details in LPR/FR own user guides.

Install External Module

Start LPR installation by double-clicking the installation package, and go through the wizard's steps. Activate LPR
using your purchased LPR license and run the software with empty configuration.

] Please use LPR version 2.x with iSentryMMS. If you already have an older LPR installation that works with
first generation iSentryMMS, you will need to re-install it to make it work with iSentryMMS or use a separate
LPR installation.

Set Up External Module

In the LPR module, add a new server connection and enter your iSentryMMS server connection details. Make sure
that the target HTTP port is reachable and that the user account has the Login via HTTP permission granted.

License Servers
Plate
Recognition
HOST PORT USER STATUS ADD
$ =
e 192.168.1.83 8085 admin  Connected o m

B4 Channels

Add new server connection via LPR Web interface

©2024. Intelex Vision Ltd All Rights Reserved.
412



iSentryMMS Expert Administration Guide

Then, add your desired channels for LPR analysis and set up license plate recognition as usual. For details on the
setup, please refer to the LPR user manual.

Add External Service
In iSentryMMS Console, go to the Configuration section and choose External Services from the left-hand-side

menu. On the upper panel, press the + New external service group button; in the dialog box, enter a group name
and click OK to save. The newly created group will appear in the item list.

@ Configuration > External services adin & C _ —

Configuration

I - H %
I-I- New external service group Edit i ® 1 selected

& Networks

= Servers B LPRs

= External services

Configuration
4 Events & Actions

T Monitoring

Recently added, 1 Recently updatec External service groups, 1

m
External services group
After you have set up LPR to send VMS notifications, as described above, the target service should automatically
appear in the External Services list. Double-click it to bring up the service settings:
¢ Title: you can either keep the default (auto generated) name, or change it

e Server: target server for the external service to connect to (must match server address in the external
service configuration)

e Group: add it to the group you have just created
Click OK to save and close the dialog box.

In the additional tabs - Events and actions, Related resources - you will see some relevant data, all in one place.
Events and actions will display actions linked to the target service events, while Related resources will reflect the list
of channels used by target service (in this case, LPR).

@ Configuration > External services admin &, C _ —

Configuration

#= New external service group Edit T ® 1 selected

& Networks

= Servers License Plate Recognition LPRs

=
B LPRs

= External services

Configuration
4 Events & Actions

¥ Monitoring

Recently updated, 1 External service groups, 1 External services, 1

m
LPR service with its corresponding External Service group

From now on, your configured external service will become available in the Event & Action Configurator, and its
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event streams will also become available for investigation in the iSentryMMS Client application. Please refer to the
iSentryMMS Client and LPR user guides for details on the investigation mode.
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77  Access Control

iSentryMMS is integrated with a number of access control systems. iSentryMMS server can receive events from
and send requests/commands to third party access control software.

The current integration includes the following access control software: Keri, Feenics, Gallagher, Roger RACS 5,
AEOS by Nedap Securit, Inner Range Integriti, EntraPass Kantech, and Visual Access System by GSF Corporation.

iSentryMMS obtains the list of doors, their statuses (opened/closed, locked/unlocked), cardholder list and
relevant events, and enables you to lock and unlock the doors based on internal iSentryMMS server events (e.g., user
button pressed) and also from the iSentryMMS Client application. Information about doors, their events and
cardholders is searchable from iSentryMMS Client application as well.

Supported functionality overview:

e Receive events, door list and their status, list of cardholders (users)
e Change door status by sending corresponding commands back
e Live door status with linked video channels
o Interactive markers on the maps and geographical maps
¢ Notifications and other actions based on door events
e Search event history based on doors, cardholders, and time
e Set up mobile app notifications
e Lock and unlock doors from the mobile application
Integrations with different access control software are similar. However, there may be nuances in configuration. If

you encounter any difficulties with the setup, feel free to contact our support engineers
at customerservices@intelexvision.com.

iSentryMMS Configuration with 3rd Party Access Control

This topic briefly describes the configuration necessary to make use of the access control software integrations with
iSentryMMS software.

Prerequisites

Keri uses port 11000 as default and ports 11000 through 110xx for connections so these should be opened and
forwarded on the intermediate routers and firewalls.

iSentryMMS connection to the Doors.NET system uses a certain license type — OnSSI. Make sure that your Keri
license includes this type of client license (at least one) and that it is not used by other client connections.

' In earlier iSentryMMS versions, a different Doors .NET license connection - RollCallClient - was used. It still
works but Kery Systems strongly recommend using the OnSSI license instead.

For Keep by Feenics, there are no special requirements. You just set it up as usual, and iSentryMMS servers already
have a connection to api.feenicshosting.com via HTTP hard-coded. Make sure to allow this connection on your local
firewalls.

For Roger RACS 5, there are also no special configuration requirements, set up your VISO as usual. Just make sure
you have applied a valid license to the access control software. Without it, the integration services on the Roger side
will be inactive. You can check the license status by running the RACS Services Manager and then selecting License
service.

Add Access Control Configuration

In iSentryMMS Console, open the Configuration section and choose Access Control in the menu on the left. Here,
you need to create a connection to the Keri server: click the New access control configuration button on the upper
panel and fill in the settings, then click OK to save:

e User-defined title

e Type: select your access control software name

e Host: access control server IP address (required for some types)
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¢ Instance: instance name for Feenics (defined on the Keep side)
e Port: access control server port

o Keri: the default port is 11000, ports 11000 through 110xx can be used otherwise, depending on
the Keri configuration

e Roger: leave 0 to use the default port of 8892
e Username and password to connect to the access control server

e Merge: enable this option if you have multiple access control systems and you want to have them all in a
single tab in the iSentryMMS Client application

=T Access control KERT Test* -

Access control

& Details
Title

KERI Test]
Access control type
Host

192.168.1.120

Username

admin

Enter password

CK Cancel

Access control configuration example for Keri Doors .NET

For Roger RACS 5, you check and change the service IP address and port by running the RACS Services Manager
and then selecting Integration service.

For Gallagher access control, there is a special pairing procedure with additional settings, please see
the corresponding topic of this document for more details.

Add Doors

Next, click the arrow next to the New access control configuration button and select New door in the drop-down
list. Choose the access control configuration created on the previous step.
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A Door Test Door 2.16* - o
Door

& Detalls

Title

of§ Permissions Test Door 2.16

Dioor title
Access control

1 KERI Test Change...

System ID

385dfSef-fic7 -4e50-bad2-6014fa25691c

Channel

T Acme CAD4 on 192.168.1.58 Change...

OK Cancel

Add new door

Click the Change button next to the System ID field to view the list of available doors: if the access control
configuration is correct, iSentryMMS server will successfully fetch it from the Keri server. Choose the required door
and click OK.

Available doors

sstem Id litle

0dd1b740-98fd-4bcS-832f-ba0484849805 Reader 1.0

1d59deea-ead46-402d-b487-3c84a5495e31 Reader 4.48
385dfSef-ffc7-4e50-bad2-6014fa25691c Reader 2.16
9al1cc330-6965-47e2-946¢-01f062bef89d Reader 3.32

OK Cancel

List of available doors fetched from Keri

If you wish to bind a video channel to a door, choose a channel in the corresponding field. This channel will appear
when viewing events from that door in the iSentryMMS Client application, and the event list will be bound to the
recorded footage.

Monitoring

For all the doors that have been added it is possible to view their current states in the iSentryMMS Console
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application: to do so, switch to the Monitoring section and select Access Control in the list on the left.

@ Monitoring > Access control

R Back Door Normal Closed Locked Nore 27192018 15:59:16

Door status monitoring

The following information is available from Doors.NET:

Open state: opened/closed

Lock state: locked/unlocked

Alert flags: additional information, if any
Status time: last status update time

Use the Search field in the top right corner to filter the door list, and the Refresh button (or F5) to reload it.
Maps

Apart from the dedicated Access Control sections in iSentryMMS Console, it is also possible to place door markers
onto maps — either regular ones or geo maps. Markers on the map will reflect door open state and lock state.

To do this, select Maps in the Configuration section of iSentryMMS Console and create a map or open an existing
one. On the Marking tab, place as many markers as you need — the ones looking as doors — from the top panel. Click
any marker to edit its settings on the right side of the dialog box: assign a door to it and adjust colors and icons for
different door statuses.

For more details, please see the Maps section of this document.

Events and Actions

After the necessary connection and door(s) have been added, it is possible to use the door status changes as events in
the E&A Configurator and also send commands to the access control server as door related actions.

To add events and actions in iSentryMMS Console, switch to the Events & Actions section and choose Events or
Actions on the left; click the New <item> button to add a new entry. Alternatively, you can add new events/actions
right from the E&A Configurator by clicking the + New <item> button in the bottom of the leftmost and rightmost
columns.

There are two events related to the access control integration:

e Access control event: items not related to doors but still coming from the access control side (vendor-
specific; e.g., other components' status change)

e Door event: codes related to door status (i.e., bound to specific nodes)
Door Event
This event category is triggered when the specified code is received from the access control server. Choose the target

door as the event source here (the door must be added to the iSentryMMS server configuration beforehand), then
select the code you wish to set up the reaction for.
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% Event Back door OPENZlong*® LB
Event
& Details*
Event type
Door event v

Title

Back door OPENZlong

Event name

Source

B Access Door 1 Change...
Code

Door Open Too Long Alarm Change...

Access control code

QK Cancel

Door event

The code list is retrieved from the access control software and contains possible event types that can be received
and understood by iSentryMMS server. Choose the one you want to set up a reaction for.

Sy —

Avallakle pcoes contral codas

103 Rester Contsct - Forced Open [Held Dpen 4 Masked)
106 Reader Contact - Held Open (Forced Open iz Matked)
107 Reater Lontact - Node Unsodked

108 Reader Mode Chaoge - Lockdawn

109 Reader dpde Cha Mo - Linlocked

110 Reacer Mode Chanpe - Lockout

111 Resder Mode Change - Fadlity Code

12 Eeager Mode Cha

e - Card Only

113 Resger Mode Change - PENY Only
114 Reacer Mode Change - Card and PIN

113 keager Mode Change - Card ar PIN

Ok Caneel

Door codes fetched from Keri
Access Control Event

Use this event type if the notifications from the access control are not door-specific.
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; Event Keri Access control event® - 0O
Event
& Details*
Event type
Access control event v
Select event type from list of available event types
Title

Keri Access control event

Event name
Source

= Keri Change...

Source access

Code

IN&: Input line activated

OK Cancel

Access control event

The exact list of event codes here depends on the vendor; some access control integrations may not support this kind
of message.

Actions

Similarly, you can send notifications to the access control servers based on iSentryMMS events. To do this: in
iSentryMMS Console, choose Actions in the Events & Actions section and create a new one by pressing the New
action button on the upper panel. Alternatively, press the + New action button on the E&A Configurator. You will
need the Door action type.

S - o
Action
& Details
Field Caption
Door action v
Title

KERI Test Door action

Target

% KERI Test Change..,

Code

Unlock d

OK Cancel

Door action

As a target, specify the access control configuration added earlier. The specific door for this action will be chosen at
the rule creation step, allowing you to use this action for many different doors within the same access control
configuration.

Available action codes here are: lock, unlock, temporarily unlock, and lock down (standard access control door
states). Once the action is triggered, the corresponding command will be sent to the third party access control
module.
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E&A Rules

Once you have created necessary events and actions, combine them into rules in the E&A Configurator. For door
related actions, remember that you need to specify the target door by using the Target door button in the bottom of
the middle column.

Events and actions configurator

|
Events  butt Q Rutes Q Actions Q
‘ TesBatton = - TestBution >> User Butlon Choked 2 “ LT
B n o™
e r... Rl Test || K2R
| + I} TestButton? ‘ B toget e B ek + T R Test
| o + I} Teutnuttond >3 User tuton ccked EXRI Test - Uriock the Dedr
| + W TestFielila R <SRl Test » > KERI Test
B corgere R T
| + WG Testins [
| O ? s
| (g Event 8 Oetay time B Target cox & Actior

Combine events and actions into rules

Selected door status changes will trigger events in iSentryMMS, and actions triggered by internal iSentryMMS
events will change door state, which will also be reflected in the access control UL
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78 Gallagher

iSentryMMS has several integrations with third-party access control software suites. This part of the documentation
provides details on how to make iSentryMMS work together with your Gallagher Command Centre.

The integration ensures two-way information exchange between iSentryMMS servers and access control software
Servers:
e iSentryMMS server receives events, door list and status, and cardholder list

¢ in iSentryMMS Console, you can see door status, add them to maps and geo maps, as well as create door-
related events and actions

e E&A events help monitor the changes in the door status
e E&A actions and maps allow you to change the door status (lock/unlock)
e in iSentryMMS Client, you can search door and cardholder events for the desired period
The details below will help you set up iSentryMMS to work with the Gallagher software. It is presumed that you

already have the Gallagher Command Centre up and running, and are familiar with its initial configuration process.
For details on the Gallagher software setup, please see its own supporting documentation.

/ This article explains how to connect Gallaher with the iSentryMMS. For the backward integration - please
contact our representatives for the plugin and consult the Gallaher documentation.

Gallagher Configuration

For the two servers to be able to communicate, a few things should be first set up on the Gallagher side. The
integration operates over secure HTTP, therefore, from Gallagher's point of view, iSentryMMS will act as a REST
API Client. The steps here describe the necessary settings in the Gallagher software.

Run Gallagher Configuration Client and log in using your username and password.

In the panel containing the main menu, go to File > Server Properties, and select Web Services on the left. Here,
turn ON the Enable REST API setting, and specify a HTTPS port for server-to-server communication.

File Meonitor Manage Report Wizards Configure Window Help
System view: E
Systern Operator on W10-5G 8/13/2019 12:16 PM
Properties et
Alarm Zone States []Enable Mobile Client Web Services
Event Defaults Server Base Port; | 8901 Device Identification: | TLS Client Certificats
Alarm Instruction Defaults
(R Status:
Alarm Transmission Data Port: Stopped
Alarm Motes
Operator Defaults
User Codes
Competency Messages Enable REST API
State MNames Server Base Port: | 8304 [1Do not require pinned dient certificates
Measurement Linits Status:
Advanced Data Port: Running on 8904
; Device Identification: AP Key with pinned dient certificate
Web Services
Card Security
Software
Motifications
F
oK Cancel Appl

Enable REST API and specify a HTTPS port
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Next, go to the main menu Configure > Services & Workstations. In the dialog box that appears, right-click

anywhere and select New > REST Client.

@ Gallagher Configuration Client

File Monitor Manage Report Wizards Configure Window Help

System view: -
Displays the Services and Workstations master list window. Systern Operator on W10-5G 8/13/2019 12:19 PM
L Services and Workstations = X

Name Description Type Created Last.. Last Modified By
L FT Bootstrap ... Service B/ZT/ .. BAFTS . System Operator
L FT Controller ... Service 6&/27/.. B/Z7/.. System Operator
2] - - System Operator
. | L1 Workstation

Caf Delete | & Command Centre Cloud .. System Operator
3 Refresh List {} REST Client .. T/B/2.. System Operator
o Copy REST. &/872. 8/8/2. ©System Operator
View Alarm
Properties
Add a new REST API Client

All settings here are up to you or default, except for those in the API Key tab. Here:

e Copy the API Key from the read-only field and paste in into iSentryMMS Console later, as described

below

e Drag and drop your desired operator* into the REST Client Operator field from the main menu Manage

> Cardholders
e Copy the Client Certificate Thumbprint from iSentryMMS Console (see below)

Properties

General API Key:

Fvent Response 02BC-318E-896C-70FE-BC42-OEC7-A58D-4B54

Alarm Instructions
AP Key

REST Client Operator;
IP Filtering
Icons Name
Motes ,ﬂ’l LastrnameCOFF, Sergey

Client Certificate Thumbprint:

aaadd/ 1cf4b3d490db8331833a36051dC

REST privileges are cached and will not

Refresh Operator privieges
2 i automatically update when an operator's

are in progress,

privileges change. Be aware that refreshing
operator privileges will interrupt any calls that

Copy API key from the REST API Client settings to iSentryMMS Console
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The certificate thumbprint is hard-coded into iSentryMMS and Intelex Vision Ltd is responsible for it renewal. You
do not have to obtain your own certificate; simply copy the alphanumeric string from the Gallagher configuration
dialog box in iSentryMMS Console.

/. *For the REST API integration to work properly, the cardholder acting as operator here must have the
Advanced user privilege.

The rest of the settings here are default/up to you.

@ Gallagher Configuration Clie 2 Se
File Monitor Manage Report Wizards Configure Window Help Name Description Type Created Last..  Last Modfied By
System view| L FT Bootstrap ... Service 6/27/.. B/27/.. System Operator
CIFT Cortraller .. Service &/27/.. B/27/..  System Operator
Displays the Cardholder master list window. System Operator on W10-5G | (1 pp Import - Ex... Service  §/27/.. 6/27/.. System Operator
4l cardholder = b 4
First Name Last Name Description Created Last .. General API Key:
£ Sergey LastnameOFF 6/27/.. 8/8/2.. | EventResponse
frl System Operator The system oper... 6&/27/.. B/27/.. Aarm Instructions 02BC-318E-896C-70FE-BC42-9ECT-AS8D-4B54
prENey REST Client Cperator:
1P Filtering
Icons Nare
Notes £] LastnameQFF, Sergay

E > Client Certificate Thumbprint:

aa a5 57 1c f4 b3 d4 90 db 83 31 83 3a 36 05 1d (|

o REST privileges are cached and will not
eltest Dpetaton privieaes automatically update when an operator's
privileges change. Be aware that refreshing
operator privileges will interrupt any calls that
are in progress,

oK Cancel Apply

< >

Drag cardholder to the REST API Client settings

iSentryMMS Server Configuration

The rest of the setup will be on the iSentryMMS Console side. iSentryMMS server must have a iSentryMMS
Federation or a iSentryMMS Expert license applied to it for you to have the Access Control tab. If you are running
iSentryMMS Federation, make sure to connect to the central server, and use a privileged user account.

Create New Gallagher Connection

In your iSentryMMS Console, open the Configuration section and choose the Access control component on the left.
Click the New access control configuration button on the upper panel and fill in the settings in the dialog box.

o Title: user-defined service name, which will appear in iSentryMMS Console

e Access control type: Gallagher

e Host: IP or hostname of the Gallagher server

e Port: server base port from the REST API settings (as specified above)

e API key: copy from Gallagher configuration, as shown above

¢ Client certificate thumbprint: copy and paste it into Gallagher REST API Client settings, as described
above

e Use Integration License: Mark the checkbox if you already have an integration. If you can't connect to
the Gallagher with both marked and unmarked checkboxes, please contact our support.

e Merge: enable this option if you have multiple access control systems and you want to have them all in a
single tab in the iSentryMMS Client application
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3 Access coritrol GALLAGHER L o

Access control

& Details
Title

CALLAGHER]

Access control type

Host
192.168.1.151

Host name or IP address

Port

8904

AP key
DESA-6F44-142C-4FDD-COEA-6303-CA0E-EABS

Client certificate thumbprint
AAAS5T1CF4B3D4950DB 833183 3A36051D03 98 EE 10

OK Cancel

Create new Gallagher access control connection

When done, click OK to save the settings and close the dialog box. The newly created connection will appear in the
list. Use the buttons on the upper panel to alter the connection details and to disable it temporarily, if required.

Add Doors

Once the Gallagher connection is created, you can start adding doors. To do so, stay in the same section of
iSentryMMS Console (Configuration > Access control), click the drop-down list icon (down arrow) next to the New
access control configuration and select the New door option. A dialog box will pop up, allowing you to enter the
door configuration.

Note that an active connection to the target Gallagher instance must be present for iSentryMMS to be able to
retrieve the current door list.

The following settings should be specified for each door:

o Title: user-defined door name, which will appear in iSentryMMS
e Access control: select your Gallagher connection from the list
e System ID: door identifier in the access control software; select one from the list
e Channel: select one of your video channels to associate it with the target door (they will appear linked in
iSentryMMS Client)
If the door list appears empty, check that:

¢ the doors are present in the Gallagher configuration

e you have added a REST API Client wit a privileged operator, and that it has the certificate thumbprint
copied from iSentryMMS Console, as described above

e you have copied the correct API key from that REST API Client into the Gallagher configuration in
iSentryMMS Console

©2024. Intelex Vision Ltd All Rights Reserved.

425



iSentryMMS Expert Administration Guide

B Door Door 1 L o

Door
& Details

offf Permissions

Access control

SH GALLAGHER Change...
System ID

566 Change...
Channel

T (Generic) ONVIF Compatible on 192.168.3.230 Change...

Channel

OK Cancel

Add a new door

Use the Disable/Enable button on the upper panel to temporarily turn OFF the connection and restore it. The
recycle bin button will remove doors and/or access control connection entries from the iSentryMMS configuration.

To see the status of the doors you have added into the iSentryMMS server configuration, go to the Monitoring
section of iSentryMMS Console and select the Access control component on the left. You will be able to see the
current door lock state, as well as related alert flags. Pay attention to the status update time. If a door status
shows Unknown, it means either the Gallagher service is not connected, or the door may have been removed from
the Gallagher configuration.

@ Monitoring > Access control il C

Monitoring

Export to CSV ® 1 selected 53]
1ls Reports -
TITLE STATUS OPEMSTATE LOCKSTATE ALERT FLAGS STATUS TIME

B Access control B Doorl Normal Closed Locked Mone 8/9/2019 12:16:59
Q?. OPC B Door2 Normal Closed Unlocked MNone 8/9/2019 12:16:59

B Door3 Normal Closed Unlocked MNone 8/9/2019 12:16:59
[ Configuration
. 5 B Door4 Normal Closed Locked MNone 8/9/2019 12:16:59
% Events & Actions B Door5 Normal Closed Locked None 8/9/2019 12:16:59
¥ Monitoring
[N Audit

Check door status in iSentryMMS Console
Use Doors in iSentryMMS

After you have added Gallagher doors to the iSentryMMS server configuration, there are several applications for
them.

Add Doors to Maps

You can place door markers onto maps and geo maps. These markers will reflect the current door status in the
iSentryMMS Client application, and provide interactive actions upon single or double click.
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@ Map Our house* - o
Map
& Details .
M Q - m 5 p T Properties
& Membership
offf Permissions - T Doer & Door1 Change...
0 %EEL Title color I 0, 0, 255 v
Q@ Marking sty ‘
» Doorcosed Change...
i ] o]
w w5 oo “— Do 4 » Door open i Change...
13 16 i Roow
= Bl 20x2e | | com L ¢ Door urknown B Change...
BALLAOOM ] a ! Erlling Helght 4
HALL N r
e ) 25 367 A v ;H.w 103" Vi ~ b Doorlocked @ Change...
g — Wi [ o
f “'Irl';r::mncqi Lienaay A oG L\gﬁ” — 4 Door uriocked gf* Change...
- | I :
B e::.::::m /) :_f:::" [ Iconcolor [ 0,192, 0
o . bl _
—.a a5 a T — It n
b Lockunknown @ Change...
MAIN ENTRANCE
B B g
1 Doar Li
i )
| ;
EIJ_D'E
Reset Fit
OK Cancel

Add door markers to maps or geo maps

To put a marker onto the map, drag and drop it from the panel above. In the settings on the right, select the
target door from the list. You can also adjust the marker appearance for each door state by selecting the target
icon and its color.

Events & Actions

iSentryMMS Event & Action Manager (E&A) provides support for both door events (status changes) and actions
(change door state).

Changes in the door status are sent from Gallagher to iSentryMMS. You can set up different reactions for different
codes via iSentryMMS E&A. Later, these events can be used for building rules, e.g., for logging the events in
iSentryMMS, bookmarking them, automatically interacting with other system components etc.
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¥ Eve - o
Event
& Details*
Event type
Door event
Select event type from list of available event I.}:Z-'i'.'-
Title Available access control codes

Door 2 Doar event

25007 Start of lockdown
Source
25008 End of lockdown
B Door 2
e 25001 PPD Emergency Opening
25002 150
Code 25002 Intrusion =

oK Cancel

OK Cancel

Add door event in E&A

To create a new door event in iSentryMMS Console, go to the Events & Actions section > Events > click the + New
event button on the upper panel. In the appeared dialog box, fill in the settings:

¢ Event type: Door event

¢ Title: user-defined event name to be used in E&A Configurator

¢ Source: select a door from the list

e Code: desired door status change code received from Gallagher, select one from the list

Thus, such events will be triggered each time the corresponding code is received from Gallagher. One event
corresponds to one code from a specific door: create multiple events if required.

# Action TEMP unlock door*
Action
& Details*
Action type
Door action v
Select action type from list of available action types
Title
TEMP unlock door
Target
=7 GALLAGHER Change...
Target access cantrol canfiguration
Code
TempUnlock v
OK Cancel
Add door action in E&A

Correspondingly, door action can be created from the Events & Actions section > Actions by clicking the + New
action button from the upper panel. Available settings:

e Action type: Door action
o Title: user-defined action name, which will appear in E&A Configurator
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e Target: your Gallagher connection
e Code: select the desired action from the list
e Lock: change the door state to Locked
e Unlock: change the door state to Unlocked
e TempUnlock: open (unlock) the door temporarily, then lock it back after ~5s

) The Lock and Unlock actions will only operate if the target door is the only one in the target access zone in
Gallagher configuration. If there are multiple doors in the same access zone, these actions will still be available
in iSentryMMS Console but will not actually work. For multi-door areas, use the TempUnlock action (open
the door and close it automatically after a short timeout).

Finally, go to the Events & Actions section > choose Rules on the left > click the Open configurator button on the
upper panel to bring up the E&A Configurator dialog box.

Here, you can use all your events and actions, including those related to Gallagher, to build automated scenarios.
Every rule can also have modifiers: a delay timer, a condition, and a schedule.

Rules Q,

=1 Uniview IPC6222ER-X on 192.168.3.237 >> FR: Staff member
ﬁ GALLAGHER => TEMP unlock docr

¥3) Working hours only W target door ll Door 3

e

[

% OPEN DOOR >3 User button clicked
= GALLAGHER >> GALLAGHER Doar action OPEN
W target door ] Door 1

ke

B poor 2 >> Door 2 OPENED

T {Generic) ONVIF Compatible on 192.168.3.229 >> Pop-up on screen

B poor 2 >> Door 2 OPENED

[

T (Generic) ONVIF Compatible on 192.168.3.230 > > Pop-up on screen
¥ 00:00:03 extend
Create rules using door events and actions

Example: you can temporarily unlock a door by clicking a user button, or make it open automatically when a face
from the staff database is recognized.

Gallagher in iSentryMMS Client

Once your Gallagher service is paired with iSentryMMS, you will see a new tab appear in the iSentryMMS Client
application. If you do not, make sure you are connected to the correct iSentryMMS server.

Switch to the Access control tab to start working with its contents. Similarly to other access control integrations,
there are three subsections here:

¢ Events: all events received from Gallagher
e Doors: the door list and related actions
e Cardholders: the list of cardholders

Note that the door list here will be loaded according to the user permissions. There are two user permissions for
each door resource in iSentryMMS Console:

e View: see the door and its status in iSentryMMS Client
e Door actions: have the Lock/Unlock/Temporarily Unlock buttons in iSentryMMS Client
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Apart from this permission management via iSentryMMS Console, you can hide the Access control tab from all users
via iSentryMMS Client Restrictions (main menu Tools > Administration Tool).

Events

This section is almost identical to the Event Trail section in Gallagher Command Centre. Here, you will find door
events - status changes, lock/unlock operations etc. - as well as other Gallagher events, such as: database
maintenance notifications, configuration changes (e.g., new cardholder added), etc.

Enter the search time range and criteria in the bottom and click Search. The results will appear as a list. Use the
Reset button to discard any entered criteria and use the default search settings (any event type, past 24h).

ioc

G A ol = El = Connection (3 servers)  Fle  Edit  View

Doors Cardholders

erride. Operator "LastnameQOFF... Door 3

e. EU Office #3 changed to Free No... Door 3

Door Access Zone Override Started. Override started, EU Office #3..  Door 3
tate Change. EU Office #3 changed to Free No... Door 3

e started, EU Office #3...

Operator requested Open D oV . Operator "LastnameOFF....

Operator requ d Op 0 de. Operator "LastnameOFF....

Door 3

Seafm i”_te*_"“'a' - i i . Door Access Zone Override Started.
8/8/2019 |M& 12:23:54 8/9/2019 & 12:23:54 Override started, FU Office #3 change to
dinteval Free No PIN at Door 3.

Door Cardholder

Door 3 b4 Search

View door events

Full or partial d: t ull or partial event fitle Cardholder name ora | 51 event(s) found
Gallagher events in the iSentryMMS Client application
Click any event in the list to see details on the right. If the clicked event is related to a door, you will see the linked

channel's video appear in the instant playback mode. Click the View door events button below to view the target
door events for the past 24h.

Doors

This tab contains the list of doors retrieved from Gallagher. Each door will have its current state reflected in the
Status tab.

Click any door to see more details on the right:

e see the live video from the associated video channel

e click the Lock, Unlock, or Temporarily Unlock buttons to perform the corresponding action (similarly to
E&A actions, Lock/Unlock will only work for single door zones)

e click the View door events button to switch to the Events tab: target door events for the past 24h will be
shown automatically
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i R =/ = R W [ F o rs)  Fle  Edt

1Z:38:15
Events Doors Cardhelders

Door 1

Door 2 Closed, Unlocked
Door 3 Closed, Unlocked
Door 4 Closed, Locked

Door 5 Closed, Locked

Temporary Unlock

Door 4
Closed, Locked

8/9/2019 12:16:28

View door events

Door list in the Access Control tab
Cardholders

You will see all existing cardholders fetched from Gallagher here. As there are no cardholder associated actions,
the extra details here will be the name and picture.

Click the View cardholder events button to switch to the Events tab and see the related events for the past 24h. Use
the Refresh button in the bottom to reload the cardholder list and details - this comes useful if there have been
changes on the Gallagher side, which have not been synchronized with iSentryMMS yet.

VA [ol. = EI = Connection (3 servers)  Fle  Edit  View

Events Doors Cardholders Filter el =
Sergey LastnameOFF

NAME
View cardholder events

Sergey LastnameOFF

Refresh

List of cardholders
Maps

If you have created maps with door markers on them, you will be able to use these maps in the Live and
Playback tabs, as usual. Each door marker, when clicked (or double-clicked, depending on your application setting),
will provide an opportunity to lock, unlock, or temporarily unlock the target door. This functionality is identical to
door actions in E&A and door buttons in the Access control tab.
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79 Camio

Camio video analytics is a cloud service that can do intelligent video analytics based on the provided video stream.
Its integration with iSentryMMS is built using REST API. To link iSentryMMS server to your existing Camio
account, add it as an external service by following the steps below.

iSentryMMS already has the Camio cloud service address. All you need to do is make sure you have added your
Camio box to the service Web interface, then add the service connection in iSentryMMS Console and configure a
channel (or channels) to be processed. iSentryMMS will then receive analytical events and will also allow searching
the result database. The architecture is such that your iSentryMMS server connects to the Camio cloud service.
Then, Camio boxes accept H.264 RTSP streams from iSentryMMS for video analysis. Whenever there is an event,
the box sends it to the Camio cloud service, and then it is forwarded to the iSentryMMS server.

The steps described below will help you connect to Camio from your iSentryMMS server and take advantage of its
video analytics. Note that this document does not provide detailed details on Camio services. For elaborate Camio
configuration and usage guidelines, please refer to its own supporting documentation and/or technical support.

Prepare Camio

Log into your Camio account via Web browser and add a box. You can do this by clicking your account name in the
upper right corner and then by clicking the Register Box button. This will allow you to add iSentryMMS channels in
iSentryMMS Console later.

/. Your Camio box must be in the same network as your iSentryMMS Expert or iSentryMMS Federation
server.

Test Sean | = B °Collapse

ClD

B Parking (192.168.1.134 Channel 1) connected [J{hH ~

Name Parking

Plan @~ Pro 600 30d H

Usemame

he username for the camera itself (not your Camio

open192.168.1.134( | Qusearch | B+

The password is for the camera itself {(not your Camio password)

@ Help

Camio Web interface

One more preliminary step here is to generate a token for the iSentryMMS connection. To do this, click your
account in the upper right corner and go to Settings > Integrations, then click the Generate Token button in the API
section. Save your token somewhere: you will need to enter it when creating a Camio connection in iSentryMMS
Console. If you forget/lose the existing token, you will have to generate a new one, and all current connections using
the old token will cease to function.
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Integrations

iSentryMMS server address and HTTP port in the Camio Web interface settings

From the iSentryMMS server side, make sure you have the external server address (Internet address) specified,
internet HTTP port enabled (different from zero) and opened on the firewall/router. A simple test to check if the
configuration is valid is to try entering your iSentryMMS server URL into the browser address bar: you should be
able to see the streaming server interface. Use this address and port in the Camio Web interface to pair it with
iSentryMMS server.

Example: if your iSentryMMS address is 82.193.82.11 and internet HTTP port is set to 7865, enter
http://82.193.82.11:7865 into your browser (better test it from another computer, and another network) and verify
that you can see the iSentryMMS Web client. If successful, use the same address for Camio Web.

/. Make sure that your port forwarding setup works and that your iSentryMMS server is reachable from the
Internet via HTTP. (You should be able to open the iSentryMMS Web UI from other PC over the Internet,
otherwise, Camio will be unable to connect, and it will not work.)

In other words: Camio can connect to iSentryMMS servers only using the HTTP API, which is available at the same
URL as the iSentryMMS Web interface. So, in order for the system to function correctly, specify the iSentryMMS
Web interface URL and the HTTP port in the Camio settings under API Client, on the same screen where the token
is generated.

Add External Service

The next step is to add Camio connection into the iSentryMMS server configuration. This integration supports
Camio as an external service, with a slight difference: external services like LPR and FR appear in iSentryMMS
Console automatically while Camio service must be added manually. For iSentryMMS Federation systems, Camio
works only with the central server, and not with any of the recording servers directly.

Connect to your iSentryMMS server via iSentryMMS Console. Open the Configuration section and select External
services on the left. Add a new connection by clicking the New Camio service button on the top panel.
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[ External service Camio Service 1% - O
External service

& Details*

Title

= = 2

o Cameras Camio Service 1
External service title
% Events

Group

Camio Group Change...

Token

85v399x5)VmBxj8BtlbzTyc-FoCLYrgt

Public URL

http://82.193.82.1:17901

oK Cancel

Create a new Camio service connection
The following settings are to be specified here in the Details tab:

¢ Title: user-defined service name, which will appear in iSentryMMS Console and iSentryMMS Client
e Group: external service group, mandatory*
e Token: copy and paste the token generated in the Camio Web interface (as described above)

¢ Public URL: external iSentryMMS address (IP/hostname and HTTP port) for the Camio cloud
connection**

e Server: local IP address of the iSentryMMS Expert server (this field is ONLY for iSentryMMS Expert)

*You will need to create an external service group to put the Camio connection into. The group is necessary for the
permission management and also ensures that the service appear in the iSentryMMS Client application. Without the
group, your Camio connection will not be visible in iSentryMMS Client. If there are multiple Camio connections, you
can either create a new group for each one, or put all similar external services into one group. Do not mix

different external services by putting them into one group.

**Simply forward your iSentryMMS server HTTP port to an external port, and/or open this HTTP port on your
router firewall. Camio services are not available without the Internet connection, as the company only provides
cloud services.

When done, click OK to save and close the dialog box. Your new Camio connection will appear in the list. To check
the service status, go to the Monitoring section in iSentryMMS Console and select External services on the left.

Add Channels For Analysis

Camio can use HTTP connection with or without authorization, and iSentryMMS can work with either option.

1) To set up a connection without authorization: iSentryMMS has a special built-in Anonymous user account for
such situations. All you need to do is enable the anonymous user and then allow him to receive live video for
the required channel(s).

e Enable the anonymous user account: Configuration > Users > select anonymous in the list > Edit (or
double-click the user in the list) > Enable > OK.

e Add permission: Configuration > Channels > click target channel > Edit (or double-click it in the list) >
Permissions > select the anonymous user account on the right > grant the View live video permission.

2) A more secure way is to specify the iSentryMMS user and use digest authentication with Camio. For this,
specify the internal iSentryMMS user name and password in the camera details (see below).

Back in the Configuration section > External services, double-click your Camio service, or select it and click Edit on
the upper panel. Select the Cameras tab on the left.

Here, click the +New button and fill in the camera details. Basically, you need to bind an existing iSentryMMS
channel to one of your Camio boxes. To do this, first select the channel, and then specify the Camio box by selecting
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it from the list. Click OK to save and close the dialog box.

/i, Camio only supports H.264 RTSP streams. HEVC (H.265) or JPEG streams will have an error in the service
Web interface and will not be analyzed.

/. Make sure the channel name does not have any special characters, especially backslashes, otherwise Camio
will be unable to parse the channel name.

If the box list appears empty, double-check your Camio connection parameters: the token may be incorrect. If the
connection does not work and you know the token is correct, try generating a new token via service Web interface
and then pasting the new token into Camio connection in iSentryMMS Console.

[ External service Camio* - 0O

External service

& Details

Edit camera details &= New Cameras [@
B Cameras*

Channel
4 Events =1 1080p Emul (105) Test #2

T 1080p Emul (105) Change...

Camio box

Test #2 Change...

Username

v| Enter password

Apply changes Cancel

OK Cancel

Add video channels to be sent to Camio for analysis
Next, make sure your Camio channel is set to continuous recording in iSentryMMS Console.

Then, go to the Camio Web interface: your channel will appear live in the Boxes section. This will happen
automatically, you do not need to add the camera manually in the Web interface.

/& If you did everything right, your channel will appear on Camio Web automatically. Do not add it in Camio
uI!

All is left to do is select a plan for the target channel (you may have to purchase it from the Camio provider). If the
channel is inactive, click the ON/OFF toggle button on the right to activate. The ON position (green) indicates that
the channel analysis is activated.
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© Camio Box Cameras | Camio

o
€ C @ camio.com/boxes/#user=KbummmOmoutiookcom;device_id=AQCLAYQftvREFif ok BO 5,08 2 :

» Reading st
Configuration

4 New external service group |~ Edit jm] X 1 selected B
[ Organisations
@ Networks 4 Camio (171) B8 Camio (170)
= Servers Camio 170)
[ External services ‘ MyBox scan S Ev | ©collapse

[ External service Camio ==
External service

& Details
Edit camera details 4 New Cameras w ‘
B Cameras

Channel - -
% Events B HikVision DS-2CD4B26F...  Unknown box (MyBox)
B HikVision DS-2CD4B26FWD-1ZS (1| | Change.

Camio box
Unknown box (MyBox) © | Change.
0pen192.168.1.56(5 = Qsearch B

Username

New password Plan @~

Apply changes Cancel

. am an e A m @l A m m m T o e Ol B A m

oK Cancel

70

External service groups, 1 External services, 1

Configuration result: if everything is correct, the channel will appear in Camio Web UI as the first one in the list

Next to the channel title, you will see its status: if the video is coming through, the status should be Online. If you
disable the channel in iSentryMMS Console or there is no actual video, the channel status will appear as Offline.
Click the Stream stats under the live preview to see the video parameters. If something is wrong (e.g., stream codec
is not supported), you will see a red exclamation mark: click on it to see more information.

=

‘Y Some channels may not have the live preview video alongside with the ON/Online status, no errors, and video
presence in iSentryMMS Console and iSentryMMS Client. This does not depend on iSentryMMS. Usually, this
does not affect video analysis and you are able to see the search results. For troubleshooting this and other
Web-related issues, kindly contact Camio support.

Camio will now start analyzing your video stream and send the results back to iSentryMMS. You can also search the
event archive on the service Web.

Web Search

On Camio Web, click the Search button below the channel live preview to enter the search mode. The Web search for
your iSentryMMS channels works in the same way as for any other channels in Camio.

If Web search does not work, kindly contact Camio technical support.
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M © @

Qo ) G

b

1 AccountsS B Cameras Show All W Zones Show All

vea 192.168.2.105

D Date Query Actions & colors il

& Share vialink # Download script
& pownload CSV O create timelapse

C Relabel with Pro

Use Web based search for your channel

iSentryMMS Client Search

The current integration allows searching the Camio events from the iSentryMMS Client application.

Open your iSentryMMS Client application and connect to any iSentryMMS server that is linked with Camio. You will
see an extra tab on the upper panel named after your Camio external service group.

The search logic is similar to that for other external services:
¢ in the Resources panel on the left, click the + (plus) icon next to the channels you wish to see results from:
the selected channel(s) will be marked blue
¢ in the right-hand-side panel, enter the search parameters:
¢ Query: text tag to search for, e.g., car, human, truck, also colors
e Search interval: the time range to be searched for events
When ready, hit Search. If there are any results for your request, they will appear in the list below and in the grid in

the central area. Click any picture to play back the corresponding portion of the video archive. The video clip will be
played in a loop.

0O D> 2 @ & B BH W [

Search 2
T Channels

- Camio

= Il Camio Group | *E ! ;
=1 _Test Camio 2 1 . 3 1 < 3/13/2 ? 15:02:01 > 8/13/2019 |E& 17:02:01

Search

_TestCamio 21
_Test Camio 21

_TestCamio 21

72 event(s) found Export CSV...

Camio event search in iSentryMMS Client

You can change the grid size by selecting it from the drop-down list below the grid. The available options range from
1x1 and up to 6x6. The single viewport option will provide you will fully functional instant playback, and the rest of
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the options (2x2..6x6) are similar to the result preview in Smart Search mode., allowing you to add bookmarks,
export the result video clips, and switch to the regular playback mode.

Use the arrows |< and >| to load the previous/next portion of the results. You can also do the same by browsing the
result list: upon clicking a result from the faraway time range, the target results and its neighbors will be placed onto
the preview area.

/. If the search produces no results at all, try the same request on Camio Web: if there are no results on the
Web, too, kindly contact Camio technical support.

You can also save the list of your search results by clicking the Export CSV button in the bottom right corner.

Events & Actions

iSentryMMS E&A Manager provides a powerful mechanism to automate things in your CCTV ecosystem. There are
Camio-specific events supported by current integration that include reactions to certain keywords. The whole
configuration is done via iSentryMMS Console. First, you pre-set the keywords (tags) of interest in the Camio
service settings, and then set up events using these tags in the Event & Action Configurator. These events can be
later added to E&A rules, as usual.

Preliminary event setup: in iSentryMMS Console, go to the Configuration section > External services > open your
Camio service for editing > switch to the Events tab.

Click the + New button and enter a keyword or a keyword combination that should trigger the event. Click Apply
changes to save the current entry, or click cancel to discard the changes. To add another one, click the + New button
again and repeat. To remove any entry, use the recycle bin button in the upper right corner (also works for several
items selected using CTRL+click).

[¥7 External service Camio Service 2% = B
External service

& Details

Edit event details &= New Events m
B Cameras

x|

uen
% Events* st black departing

red departing
red departing
black approaching
house gray vehicle
car luxury
pedestrian human walk

Query text volkswagen orange brown

street road lane infrastructure
Apply changes Cancel

QK Cancel

Camio event preparation

Main setup: switch to the Events & Actions section > choose Events on the left. Click the + New event button on the
top panel to bring up the dialog box.

Set event type to External service and fill in the parameters:

o Title: user-defined event name
¢ Source: video channel that serves as the event source
e Service group: select your Camio service group
e Target event: choose one of the keyword sets you have specified earlier
If the group list is empty, make sure you have followed the steps above to create both external service and a group

for it, and that one field above you have selected a channel that is actually used by that service group. And, if the
event list is empty, follow the steps above to add the keywords of interest in the external service settings.
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4% Event Red car departing - Camio® LB
Event
& Details*
Event type
External service v
Select event type from list of possible event types
Title

Red car departing - Camio
Event name
Source

B _Test Camio 21 Change...

Service group

Camio Group Change...

= graup
Target event
. none v Q
house gray vehide
volkswagen orange brown
black departing
red departing
black approaching
pedestrian human walk

street road lane infrastructure

| car luxury

OK Cancel

New Camio event

When done, click OK to save and close the dialog box. The newly created event will appear in the list, and also in the
E&A Configurator (for the server containing the target channel). Now you can use this event for building your
automated scenarios.

' Events from Camio service arrive with a 30-60s delay. This does not depend on the iSentryMMS software.
Please keep this in mind when configuring rules with Camio events.
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80 Inner Range Integriti

iSentryMMS is integrated with a number of access control systems. iSentryMMS server can receive events from
and send requests/commands to third party access control software.

The current integration includes the following access control software: Keri, Feenics, Gallagher, Roger RACS 5,
AEOS by Nedap Securit, Inner Range Integriti, EntraPass Kantech and Visual Access System by GSF
Corporation.

iSentryMMS obtains the list of doors, their statuses (opened/closed, locked/unlocked), cardholder list and
relevant events, and enables you to lock and unlock the doors based on internal iSentryMMS server events (e.g., user
button pressed) and also from the iSentryMMS Client application. Information about doors, their events and
cardholders is searchable from iSentryMMS Client application as well.

Supported functionality overview:

e Receive events, door list and their status, list of cardholders (users)
¢ Change door status by sending corresponding commands back
e Live door status with linked video channels
e Interactive markers on the maps and geographical maps
e Notifications and other actions based on door events
e Search event history based on doors, cardholders, and time
e Set up mobile app notifications
e Lock and unlock doors from the mobile application
Integrations with different access control software are similar. However, there may be nuances in configuration. If

you encounter any difficulties with the setup, feel free to contact our support engineers
at customerservices@intelexvision.com.

iSentryMMS Configuration with 3rd Party Access Control

This topic briefly describes the configuration necessary to make use of the access control software integrations with
iSentryMMS software.

Prerequisites

e Preinstalled Inner Range Integriti instance.

e For the configuration, you must enable Inner Range Integriti Communications Handlers. For the
additional info - please consult the Inner Range Integriti REST XML Web API V2 documentation.

¢ Your firewall settings must be preconfigured to allow communication between iSentryMMS and Inner
Range Integriti instance.

Add Access Control Configuration

In iSentryMMS Console, open the Configuration section and choose Access Control in the menu on the left. Here,
you need to create a connection to the Inner Range Integriti server: click the New access control configuration
button on the upper panel and fill in the settings, then click OK to save:

e User-defined title

e Type: select your access control software name

e Host: access control server IP address (required for some types)

e Port: access control server port (Default port for the Inner Range Integriti is: 80)

¢ Username and password to connect to the access control server. Use the Password and the Username
you set up inside the Inner Range Integriti instance. Please make sure that you are using the correct
Authentication (Basic or HTTPS) type and User (Default Operator or other specific configuration). If
inconvenient - consult with the Inner Range Integriti REST XML Web API V2 documentation

e Path Prefix: By default the Path Prefix is set to restApi', but check your Inner Range Integriti settings

¢ Connection timeout/Temporary unlock time: set intervals in seconds

¢ Secure Connection: mark the checkbox for the HTTPS connection type

e Merge: enable this option if you have multiple access control systems and you want to have them all in a
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single tab in the iSentryMMS Client application

£ Access control

Access control
# Details* &)
W Folder

off Permissions

Access control configuration example with specific Inner Range Integriti fields.

Add Doors

DaII ‘ Ii
Connection timeout

10

Temp. unlock time

Temp. unfock command time in seconds [1..3600

Secure connection

Use HTTP ection

v Merge

Display access control items In Luxriot EVO Monitar on the same tab or multipl

Apply

OK

Cancel

Next, click the arrow next to the New access control configuration button and select New door in the drop-down

list. Choose the access control configuration created on the previous step.

B Door the Doors*

Daoor
# Details* €3

-ﬁ Permissions

Adding new door.

Click the Change button next to the System ID field to view the list of available doors: if the access control

v

-

Title

the Donrs|
Door title

Access control

% Inner Range Integriti (481)

System 1D

Channel

none

o

Change...

Change...

Change...

Apply

oK

Cancel

configuration is correct, iSentryMMS server will successfully fetch it from the server. Choose the required door and

click OK.
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Available doors

[ b arms Ta Titla
ywstem ld | itie

0dd1b740-98fd-4bcS-832f-ba0484849805 Reader 1.0

1d59deea-ead46-402d-h487-3c84a5495e31 Reader 4.48
385dfSef-ffc7-4e50-bad2-6014fa25691c Reader 2.16
9al1cc330-6965-47e2-946¢-01f062bef89d Reader 3.32

OK Cancel

Example of the list of the available doors

If you wish to bind a video channel to a door, choose a channel in the corresponding field. This channel will appear
when viewing events from that door in the iSentryMMS Client application, and the event list will be bound to the
recorded footage.

Monitoring

For all the doors that have been added it is possible to view their current states in the iSentryMMS Console
application: to do so, switch to the Monitoring section and select Access Control in the list on the left.

@ Monitoring > Access control

Montorng

. Back Door Normal Clowed Locked Nore 27192018 15:59:16
2 Servers
Door status monitoring
The following information is available:
e Open state: opened/closed
Lock state: locked/unlocked

Alert flags: additional information, if any
Status time: last status update time

Use the Search field in the top right corner to filter the door list, and the Refresh button (or F5) to reload it.
Maps

Apart from the dedicated Access Control sections in iSentryMMS Console, it is also possible to place door markers
onto maps — either regular ones or geo maps. Markers on the map will reflect door open state and lock state.

To do this, select Maps in the Configuration section of iSentryMMS Console and create a map or open an existing
one. On the Marking tab, place as many markers as you need — the ones looking as doors — from the top panel. Click
any marker to edit its settings on the right side of the dialog box: assign a door to it and adjust colors and icons for
different door statuses.
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For more details, please see the Maps section of this document.

Events and Actions

After the necessary connection and door(s) have been added, it is possible to use the door status changes as events in
the E&A Configurator and also send commands to the access control server as door related actions.

To add events and actions in iSentryMMS Console, switch to the Events & Actions section and choose Events or
Actions on the left; click the New <item> button to add a new entry. Alternatively, you can add new events/actions
right from the E&A Configurator by clicking the + New <item> button in the bottom of the leftmost and rightmost
columns.

There are two events related to the access control integration:

e Access control event: items not related to doors but still coming from the access control side (vendor-
specific; e.g., other components' status change)

e Door event: codes related to door status (i.e., bound to specific nodes)

Door Event

This event category is triggered when the specified code is received from the access control server. Choose the target
door as the event source here (the door must be added to the iSentryMMS server configuration beforehand), then
select the code you wish to set up the reaction for.

4% Event Back door OPEN2Iong*

Event

& Details*
Event type

Door event v

Select event type from list of available event types

Title

Back door OPENZlong

Event name

Source

B Access Door 1 Change...
Code

Door Open Too Long Alarm Change...

ccess control code

oK Cancel

Door event

The code list is retrieved from the access control software and contains possible event types that can be received
and understood by iSentryMMS server. Choose the one you want to set up a reaction for.
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Avallakle sccets contral codas

105 Rester Contsct - Forced Open [Held Dpen 4 Masked)
106 Reader Contact - Held Open (Forced Open iz Masked]
107 Feager Contact - Mode Unioikad

108 Reader Mode Th Lockdawn

104 Rpatar Modé Chanpe - Linlboksd
110 Reacer Mode Change - Lockaut

111 Resder Made :".‘!'-I;I:‘ Faalizy Cocle
112 Feater Mode Change - Card Only
113 Resger Mode Chamge - PEN Only

114 Reacer Mopde Change - Card and PIN

115 Reader Mpde Change - Card ar PIN

(84 Cancel

Door codes Example
Access Control Event

The exact list of event codes here depends on the vendor; some access control integrations may not support this kind
of message.

% Event Inner Range Integriti Access control event® S o]
Event
& Details*
Event type
Access control event Change...

Title

Inner Range Integriti Access control event
Event name

Source

T Inner Range Integriti (481) Change..

Source

Code

[iInputChangel: Input State Alarm

ode

Apply 0K Cancel

Access COHtT‘Ol event.
Actions

Similarly, you can send notifications to the access control servers based on iSentryMMS events. To do this: in
iSentryMMS Console, choose Actions in the Events & Actions section and create a new one by pressing the New
action button on the upper panel. Alternatively, press the + New action button on the E&A Configurator. You will
need the Door action type.
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® Action Inner Range Integriti Door action® & oo
Action

# Details*

Action type

Door action Change...

Title

Inner Range Integriti Door action

Target

8% Inner Range Integri Change...

Code

:Un\uck v

Apply OK Cancel

Door Action example.

As a target, specify the access control configuration added earlier. The specific door for this action will be chosen at
the rule creation step, allowing you to use this action for many different doors within the same access control
configuration.

Available action codes here are: lock, unlock, temporarily unlock, and lock down (standard access control door
states). Once the action is triggered, the corresponding command will be sent to the third party access control
module.

E&A Rules

Once you have created necessary events and actions, combine them into rules in the E&A Configurator. For door
related actions, remember that you need to specify the target door by using the Target door button in the bottom of
the middle column.

Selected door status changes will trigger events in iSentryMMS, and actions triggered by internal iSentryMMS
events will change door state, which will also be reflected in the access control UL
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81 External Metadata

Any external system can send analytics metadata to iSentryMMS servers. These may be individual cameras with
edge analytics, or third-party analytics engines; these can operate independently but it makes sense to send the
metadata along with the analyzed video stream to the iSentryMMS server. The iSentryMMS server can then overlay
the metadata in both live and archive playback, use the data for for the Event & Action rules, as well as provide
the opportunity to view and search these events based on the various recognition attributes.

A simple example of such integration is: ANPR camera sending license plate recognition results with the video
stream.

At this point, iSentryMMS servers support two metadata classes: LPR and FR (license plate and facial recognition).

=

'/ This functionality does not require previous integration or API connection of the external service.

Prerequisites

You will need to configure the external analytics source to send the metadata in JSON format over HTTP/HTTPS.
The only accepted type is an array of JSON objects named "objects" containing the following properties:

e xandy - relative coordinates, [0; 1], float

o width and height - relative object size, [0; 1], float

¢ classld - internal iSentryMMS class identifier, string

e 4=FR,17=LPR
e id = object ID, string; used to distinguish between objects and to ensure correct moving object drawing
across frames; if not specified and there are multiple objects, they will not be drawn correctly

¢ className - optional user-defined class name, string

e accuracy - recognition accuracy, optional, [0; 1], float

¢ value - mandatory parameter, recognition value (plate number or Subject name/surname), string

¢ attributes - optional value attributes delimited by comma, e.g., car color, make, model, year etc., string

If the data are even partially incorrect, the server will return an error. If everything is OK, you should expect the
HTTP/1.1 204 No Content response.

If classId is not equal to 4 or 17, the metadata will be accepted and displayed as overlay but you will be unable to
search it.

Example
{
"objects": [
{
"x":0.15,
"y":0.4,

"width":0.5,

"height":0.6,

"id" : "Ol",

"classId":"4",

"className" :"Face",
"value":"Guy Julius Caesar",
"accuracy":"0.95"

"x":0.25,

"y":0.09,

"width":0.2,

"height":0.17,

"id":"LPROO13",

"classId":"17",

"value":"#EGZz1729",
"attributes":"silver, cepwti, Honda, sedan, 2007"
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Configuration in iSentryMMS Console

The iSentryMMS servers accept metadata automatically starting from software version 1.21.0.

The metadata are partially stored and displayed in the archive, and is represented by a wide semi-transparent line
on the archive timeline. Namely, all bounding boxes (colorful rectangles) are stored in the video archive. The rest
of the data - recognition results, attributes, etc. - are stored in a separate database. Without the database, you will
only be able to see the data overlay in playback, without event values and properties.

=

'/ The external recognition data are stored as follows:

¢ bounding boxes: in the video archive, always

e events data with values and attributes: in a separate database, if the DB is enabled in the server
settings

In iSentryMMS Console, you can change the database that will be used for storing metadata. By default, a built-in
database (SQLite) is enabled for all clean installations. To change the database settings (limits etc.), go to the
Configuration section > choose Servers on the left > select External databases tab > click Change > select a

database and click the Edit f icon.

/. Abuilt-in VA metadata database is enabled for all new/clean installations of any iSentryMMS server. For
software upgrades, no database is selected (none) for enhanced compatibility, but you can enable it
manually.

To check the DB configuration, in the Configuration section > Servers, scroll horizontally and check the Recognition
history DB column. If there is no such column, add it to the displayed columns by editing the item grid using the

Edit columns button B in the upper right corner.

Configuration

= Newserver |~ Edit Assign group il ® 1 selected i
= Servers
TITLE LOCAL VMS PORT & LOCAL HTTP PORT ITERNET IP NTERNET VMS PORT  INTERNET HTTP RECOGNITIOM HISTORY DB
& Networks = FRRS 60554 9090 60555 S
I External services = My Server 60554 8080 60554 8080 ERBuilt-in

Configuration status of the Recognition history database for two servers: none and built-in

To verify that the data are recorded into the database, switch to the Monitoring section > choose Servers on the
left > check the Recognition history DB field. If there is no such column, add it to the displayed column list by

configuring the table using the Edit columns button i in the upper right corner.

Manitoring

&

Export to CSV Details ® 1 selected

= Servers ()
TITLE RY PROCESS PHYSICAL MEMOR NETWORK LOAD NETWORK TRANSFER RATE FREE SYSTEM DISK SPACE RECOGNITION HISTORY DB

4 Devices FRRS

@

™1 Channels 52] My Server 300.75 MB 3.6% 36.42 Mby/s 16.40 GB Normal

-

Recognition history database status in the Monitoring section of iSentryMMS Console

External Metadata Display in iSentryMMS Client

The metadata are displayed as video overlay - colorful bounding boxes with parameters - in live and
regular/instant playback, as well as in 1x1 view in the dedicated external service tabs. In the middle of the rectangle,
object value will be displayed. (X) in the corner means that the metadata source is external, and it is accompanied
by other parameters (e.g., className).
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You can perform the object-based search in the dedicated tabs (LPR, FR) using the panel on the right-hand-side:

e Search interval: start and end of the search period
e Plate: enter full or p*rtial value

e Attributes: one of more attributes to search for

e Tag: iSentryMMS tag, if configured

/v, If there is no configured VA database, there will be no dedicated tab and you will be unable to perform value-
based search.
Attribute search can be performed in two modes:

e OR: use commas or spaces between attributes to include results that have ANY of the listed attributes
e AND: use + between attributes to display results that have ALL attributes

For example, entering "black sedan" will display all black cars and all sedans, while searching for "black+sedan" will
only output black sedans.

QO 255} bl & (Q '§~ i ; = Connection (4 servers)  File  Edit  View Tools  Help

P Search
Search interval

2/15/2022 B  06:38:37AM > 2/17/2022 E  06:53:37PM

Search in the specfied time interval

Plate

Attributes

TIME CHANNEL PLATE ATTRIBUTES

2/16/2022 3:46:27 PM FoXZRAD
) 2z 2/16/2022 3:46:27 PM  test HGZ1729 silver,cepbivi,Honda,sedan, 2007

1 event(s) found Add tag... Export PDF... Export XLS... Export CSV...

External metadata event search in the LPR tab
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82 OPC Client

iSentryMMS servers can act as OPC clients and connect to different OPC servers, which communicate with various
industrial hardware devices. In this way, iSentryMMS servers support thousands of devices from different
manufactures without even knowing what those devices and their models are at any particular moment of time: OPC
servers take care of that. Once the connection is established, iSentryMMS can receive data from OPC servers,
compare it to pre-defined values and trigger events based on specific changes in these values; also, iSentryMMS can
send commands to change the data on the OPC servers, which, in their turn, pass the commands to the hardware
devices.

This topic describes how OPC client functionality is configured and used within iSentryMMS.

) OPC servers provided by different vendors can be used with iSentryMMS. The present document does not
cover OPC server installation and configuration, as well as related Windows settings necessary for valid
OPC client-server connection setup: these are vendor-specific and can be found in the OPC server
documentation.

OPC Functionality

Any iSentryMMS server can connect to a third-party OPC server, thus acting as an OPC client. These connections
are then used within the E&A Configurator to create events and actions based on OPC data (variables): events
compare the variable contents to pre-defined values in a specified way; actions change the variable contents to a pre-
defined value.

Communication with OPC servers can be maintained in one of two ways: synchronous and asynchronous.
When in synchronous mode, iSentryMMS server polls an OPC server and receives updates with the latest data set as
a result; this happens every few seconds. In the asynchronous mode, iSentryMMS server "subscribes" to the updates
and then waits for a list of updated items from the OPC server.

) Asynchronous reading and writing is a preferred method and is typically more efficient. However, some
modifications of Windows security policies and DCOM permissions might be required for this connection
mode to work, and these are vendor- and use-case specific. Please follow the guidelines in your OPC server
documentation carefully to ensure the operability: there are no settings on the iSentryMMS side that could
affect your OPC server connection availability.

Before getting to OPC setup on the iSentryMMS side, install and configure your OPC server with hardware devices,
and adjust Windows settings (if required). Configuration instructions below imply that you have done so and a
remote OPC server with some data is reachable and operational.

Create and Manage OPC Client

OPC client configurations are located in this section as main OPC integration purpose is event and action scenarios
(rules). In your iSentryMMS Console, switch to the Events & Actions section and choose OPC in the list on the left.

To add a new configuration, click the + New OPC client configuration button in the upper panel.
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& OPC clent config OPC #1% = B

OPC client config

& Details
Title
OPC #1

Server

= Global Server Change...

Host

{F8582CF2-88FB-11D0-B850-00COF0104305}

Username

tester

v| Enter password

OK Cancel
New OPC client configuration
The table below details the available settings.
Setting Description Default
value
Title User-defined configuration name [none]
Server* iSentryMMS server that will act as OPC client (you will be unable to change the server [none]
once it has been set!)
Host OPC server host name or IP address [none]
Prog ID** | OPC server program ID, vendor-specific [none]
Username | User name from the Windows account to connect to the OPC server computer [none]
Password | Password from the Windows account to connect to the OPC server computer [none]

Fill in the settings and click OK to close the configuration dialog box and save.

/. *Once you assign the OPC client configuration to a server, the Server field will become grayed out, meaning
that you cannot change this setting anymore. In other words, it is impossible to move an OPC client
configuration between servers. To do this, you will need to create a new OPC connection for another server.

) **The Prog ID parameter is mandatory and it is supplied by your OPC server. Typically, it is available in the
OPC server settings; check your OPC server configuration manual for the exact information.

The newly created profile will appear in the list. Select it and hit the Test button on the panel above to validate the
configuration; the following responses may be received:

e OPC client test passed: asynchronous connection with the configured OPC server has been successfully
established

e Code 22020100 (asynchronous data mode not available): connection established successfully but only
synchronous mode is available

e Code -2147023174 (OPC server is unavailable): connection unavailable due to invalid OPC client settings
(e.g., incorrect target host name or IP), Windows settings or connectivity issues
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e Code -2147024809 (parameter is incorrect): incorrect OPC client configuration (e.g., no username was
entered while expected)

e Code -2147024891 (access denied): OPC server denied connection due to lack of permissions (e.g., invalid
user name and/or password was used)

o Code -2147221164 (class not registered) or code -2147221005 (invalid class string): typically, incorrect
program ID format or program ID itself

The first two responses indicate successful connection with synchronous or asynchronous read/write mode; other
codes mean no connection has been established so it is necessary to review the settings and troubleshoot. Other
codes may appear as well in case of miscellaneous Windows configuration and/or connectivity issues.

© information 2 -

OPC client test

OPC dlient test returned: 22020100 (OPC client is connected but
asynchronous data transfer mode is not available)

OPC client test detected that synchronous connection mode is available

Use the Disable/Enable button on the upper panel to disable the OPC client temporarily and then enable it again:
this is useful when OPC server is offline so iSentryMMS audit log is not flooded with errors. You can create any
number of OPC clients and any number of events and actions based on them.

Events and Actions

Once you have created an OPC server connection, iSentryMMS server can retrieve the list of existing data items
(nodes) from the OPC server and work with it. All the available nodes, their attributes and their values are listed
when you create an event or an action of the OPC Client type.

Events allow you to create conditions - react to specific changes in the node values by applying conditional
operators: for example, if variable type is Boolean, you can check if it is equal to 1 (=true) or o (=false). For other
variable types, there are other (corresponding) conditional operators.
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OPC nodes - O -

OPC nodes
NAME OPCDATATYPE DATATYPE UNITS ACCESS RIGHTS QUALITY DESCRIPTION LUE
#MonitorACLFile Boolean Boal Readable, Writeable Good True 2
@ClientCount 32-bit Unsigned Int.. Int Readable Good 4
@Clients Array of Strings Naone Readable Good

4 Configured Aliases
test 32-bit Integer Int Readable, Writeable Good 0
4 Simulation Items
v Bucket Brigade

» Random

Ok Cancel

OPC nodes retrieved from an OPC server

Actions triggered from iSentryMMS servers send write commands to the OPC server, in this way replacing the node
value with the pre-defined one. Value of the nodes, which have non-compatible types or do not have the write
permission, cannot be changed.

) OPC data types are converted to standard data types for further use in iSentryMMS: for example, both 16-bit
and 32-bit integers are converted to the Int (integer) type. Some of the data types are not converted (e.g.,
currency, date&time, miscellaneous arrays) so it is not possible to use them as variables in the events and
actions.

3

Pay attention to the access rights of the nodes: for events, it is enough to have the read permission; for
actions, the node must be writable, otherwise you will not be able to select it as the target action variable.

iI

For detailed information on the creation of events and actions, please refer to the corresponding topics of this
document.
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83 MQTT Clients

MQTT (MQ Telemetry Transport) is an OASIS standard messaging protocol for the Internet of Things (IoT) that
describes how IoT devices (embedded devices, sensors, industrial controllers, etc.) communicate over the Internet.
MQTT features clients and brokers; iSentryMMS servers have the ability to host MQTT clients, which can connect to
existing third-party MQTT brokers, subscribe to topics and publish their own MQTT messages.

On each iSentryMMS server, you can create MQTT client(s), and then use it connect to MQTT broker(s) and
subscribe to the desired topic or topics, and publish messages. Thus, iSentryMMS MQTT clients act as regular
MQTT clients, "talking" to the MQTT brokers of your choice. The iSentryMMS server installation does not include
an MQTT broker, nor does Intelex Vision Ltd provide such modules as an extra. Before using this functionality in
iSentryMMS, you need to have a running broker with connected devices.

Create an MQTT Client

To create a new MQTT client in iSentryMMS Console, go to the Configuration tab and choose MQTT Clients on the
left. On the upper panel, click the + New MQTT Client button to open up the dialog box.

&N MQTT client HiveMQ test client* - 0O
MQTT client
& Details* 7S
Title
HiveMQ test client
MQTT client name
Server

= Global Server Change...

Broker host
51b72cdab1b54c9c9a5a8a2ebd 7a74b7.52.eu.hivemag.cloud

Host name or [P address

Broker port

Client name
MyMQTestClient
Client name
Username

mqtt_admin

Username

vl Set password

v| Clean session

Clean session

Apply OK Cancel

The available settings are summarized in the table below. Note that the connection settings here must match the
allowed connection profile in the MQTT broker configuration. For example, if your broker does not support insecure
connections, you must enter relevant secure connection settings matching those on the broker side.

Setting Description Default
value
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Title User-defined client name that will be used everywhere in iSentryMMS Console [none]

Server iSentryMMS server, to which the MQTT client will be bound. If none are selected, the [none]
client will be available on all servers in the iSentryMMS Federation system

Broker host | MQTT broker host name or IP address for the client to connect to [empty]

Broker port | MQTT broker port to be used for client connection [empty]

Client name | MQTT client name that will be broadcasted. Broker settings may require this field to be | [empty]
set explicitly or allow it to be empty.

Username User name and password to authenticate (leave blank if broker allows anonymous [empty]

and connections, allow_anonymous is true)

password

Protocol Must be supported by MQTT broker; older version, 3.1.1, is more likely to be supported | 3.1.1

version

Clean If enabled, the broker will not queue messages for the iSentryMMS server while it Enabled

session is offline

Keep alive | A ping message will be sent to broker at least at this interval if there is no other traffic 30

interval occurring seconds

SSL/TLS Choose the secure protocol version or leave an insecure connection none

version

Certificate | For secure connections, enter the contents of the ca.crt certificate file here (copy from [empty]
the broker certificate)

Enable last | The message to be sent by broker to other clients in case of a disgraceful disconnect. Disabled

will and Specify the message itself, the message topic, QoS*, and choose whether the message

testament should be retained** by broker.

*QoS - quality of service - has three levels:

e At most once: no delivery guarantee
e At least once: guarantees that the message is delivered at least once
o Exactly once: highest guarantee, safest and slowest QoS

**The retain flag tells the MQTT broker to always keep the last received message from the client and forward it to
every new subscriber. You can retain the LWT message to notify other clients about your MQTT client status.

# listener for mutual authentication
909 listener 88831
910 protocol mgtt
i1l require certificate false
allow_anonymous false

cafile C:\Program Files\mosguitto\certs\ca.crt
certfile C:\Program Files\mosquitto\certs\server.crt
keyfile C:\Program Files\mosquitto\certs\server.key
#tls version tlsvl.2

tls version tlsvl.3

password file C:\Program Files\mosquitto\passwords
#per listener settings false

#acl file C:\Program Files\mosquitto\my acl.acl
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Mosquitto MQTT broker configuration file example

After entering the MQTT client configuration, click OK to save and close the dialog box. The newly created client
configuration will appear in the list. However, the actual MQTT client will not be created not to waste the systems
resources: iSentryMMS server will create the MQTT client after you use it in an event rule.

) The MQTT Client will only appear in the Monitoring section when there exists a related active (enabled) rule
involving an event or an action bound to that client.

Use MQTT Client to Trigger Events

Once you have created one or more MQTT clients, you can use them to subscribe and publish messages to the topics
of your choice. For each topic of interest, you need to create one event or action and choose the previously created
MQTT client as agent.

To create a new event: in the Events&Actions section of iSentryMMS Console, under Events, add a new event and
set its type to Event triggered by MQTT notification. Fill in the settings as you would do for your usual MQTT client
when subscribing to other clients' messages:

Available settings:

e Type: Event triggered by MQTT notification
o Title: event name that will appear in the E&A Configurator, corresponds to the macro {EVENT_TITLE}

e Source: MQTT client that will subscribe to the current topic and act as event source. Leave empty if you
want the event to be visible for all existing MQTT clients

e Topic: MQTT topic to subscribe to

e Text: incoming message that will trigger the E&A event. If empty, any message will trigger the event. The
field cannot be empty if marked as regular expression!

e Regular expression: enable this option to enter a regular expression in the Text filed instead of plain
text

® QoS: required level of quality of service

If you don't know what the exact incoming message will be but you know the format, feel free to enter a regular
expression in the Text field.

4 Event MQTT_test Event triggered by MQTT notification = =
Event

& Details

Source

R l’\ﬁQ’I’!’_test
Event source
Topic

topic2
Message topic
Text

topic2

Message t

Regular expression

Nhen checked, text is processed as regular expression

OK Cancel

Create a new MQTT client event

After you create the event and use it in an active (enabled) rule, the created MQTT client entity will appear in the
Monitoring section of iSentryMMS Console under MQTT Clients.
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@ Monitoring > MQTT clients

admin & C
Monitoring -
Export to CSV Details ® 1 selected
= Servers
TITLE STATUS SERVER ERROR STATUS TIME ADDITIONAL INFORMATION
@4 Devices N MQTT_test Normal = Global Server 07/09,/2022 11:29:14

B Channels

Active MQTT Client with running normally

If the MQTT client configuration is invalid, the broker is not running/available, or there are other issues, you will see

the corresponding error in the Monitoring section of iSentryMMS Console. For example, if the broker connection
settings are incorrect, the MQTT client status will state that it cannot connect to the broker.

@ Monitoring > MQTT clients admn & C _ =

Monitoring 3
Export to CSV Details ® 1 selected i3
% oPC “
TITLE D STATUS SERVER ERROR STATUS TIME ADDITIONAL INFORMATION
P Indicators DN MQTT_test ... Critical = Global Server (... Magtt client could not connect to broker 07/09/2022 18:40:59

No connection could be made becau...
No connection could be made because the target machine

) GSM modems actively refused it [system: 10081]

N MQTT dlients €

Error: MQTT client cannot connect to the broker using current settings

You will also see a relevant message in the Audit log, in the Server section.

(1389) 07/09/2022 18:40:45 Global Server (101) MQTT Client disconnected Mgtt client could not connect to broker [Resource Id]=MQTT_test (112);

Send MQTT Messages

If you wish to send MQTT messages to for other MQTT clients in your system, all you need to do is create an action
of the corresponding type in the Event & Action Configurator, and then use it in a rule.

To create a new action in iSentryMMS Console, choose Actions in the Events&Actions section, then click the + New
action button on the upper panel. Fill in the settings:

e Action type: Send MQTT notification

Title: action name that will appear in the E&A Configurator, corresponds to the macro {ACTION_TITLE}

Target: MQTT client pre-configured on the current server; leave empty for the action to be available for
all MQTT clients

e Topic: MQTT topic
Text: MQTT message text to be published (right-click to insert macros)
¢ QoS: required level of the MQTT quality of service
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B Action MQTT notification - camera offine* = O
Action
& Details*
Action type
Send MQTT notification
Select action type from list of available action types
Title

MQTT notification - camera offling|

Action name

Target

N MQTT _test

MQTT client. If none is selected, the action will be visible on all MQTT clients
Topic

cameras

Message topic

Text
{EVENT_SOURCE_TITLE} is offline

Message text

QoS

Exactly once v

Apply OK Cancel

Click OK to save and close the dialog box; the newly created action will appear in the action list. In the E&A
Configurator, the action will appear in the right-hand column, under the MQTT client defined as the action target. If
you have not specified the client, the action will appear for every existing and new MQTT clients in your
iSentryMMS Console configuration.
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84 Health Monitoring

iSentryMMS provides health monitoring data for servers, devices and channels, as well as live status of
connected user sessions and other resource information. In the Archive statistics section, it is possible to view the
stream details and also un-protect footage that has been locked via iSentryMMS Client application.

To access the live monitoring data in iSentryMMS Console, choose the Monitoring section in the bottom-left-hand
panel and switch between components using the menu on the left. Use the Search field in the upper-right-hand
menu to filter the records; press the Refrresh button or F5 on your keyboard to reload the item list. The statistics
are not refreshed automatically, so do not forget to reload the list tin order to obtain the most recent information.

The contents of any subsection in Monitoring can be exported in CSV (comma-separated value) format using the
button on the upper panel.

Each section here contains a number of columns with miscellaneous information. Not all of them are available by

default; to modify the displayed details and their layout, use the grid icon B in the upper right corner: an
additional configuration window will pop up. You can hide the fields you do not need, and also freeze the leftmost
columns for convenient horizontal scrolling. Hidden fields cannot be used for search or sorting.

The Details button (available for some of the sections) on the top panel allows you to view detailed information
about important events related to the target resource. For example, you can view the list of recent connection
and VCA license errors for every channel. The details are discarded after each server reboot.

All information written in plain black is informative. When things go wrong, there are two levels of errors here:
critical and warning. Critical errors are marked red; those usually indicate important stuff like missing main
stream video, no connection to services etc. Warnings are yellow and are used to highlight minor issues like missing
secondary stream, too long GOP period, or not enough space on the disk. You can ignore warnings by right-clicking
the selected items and selecting Ignore > (preference). This helps if the warning is irrelevant, e.g., if you do not use
substreams. Critical errors cannot be ignored as they need to be fixed for correct server operation.

Further in this chapter you will find a brief description of each information field.
Servers

The server status includes information about connection and synchronization: both have numeric status code and
corresponding textual status.

@ Monitoring > Servers

Monfaring

g Central Senver {20I) el yes Sucoesg 0 The aperation oo pleted succesciuly 0 The operation completed sucoessiully
= Sprvers

Wi Diavices
22 Channels
L Usee sessions

MR Audit jeurnad

[ Configuratin

B Monkoring

Servers live monitoring
Devices

The device summary provides configuration update status and the time of the last communication between the
server and device.

The following fields are available:

e Title: device name
e Status: current device condition
e Normal: the device is functioning properly
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e Unknown: the device's channel is disabled, or the device core has not been loaded yet (may
appear shortly after server startup)

e Server: current server that has this device assigned (may be regular recording server or failover)

¢ Devices/model: device type or model

e Status update time: last sync/connection attempt timestamp

¢ Information: additional information, if any, will be displayed here (usually, errors; normally, the field is

empty)
e Host: device IP address or hostname

e Port: device HTTP/HTTPS port (from device settings, used to exchange service information, not data)

(i’:‘) Monitoring >

Honftoring
W (Generic) OMNVIE Campatible . (103} Central Server (101} ONVIF Compatibie LLET44 AN 0 The oparation completsd saoeesshilly Sitoess
= Sorvers
W Azponi CAMELE on 192.168.3.. (102} Central Server [101 CAMBL3 1L:5744 AN 0 The operation completed suceesshully Sucoess
B Davices W Gryndig GO o viral Senver (101) GCl-GI5I6E 0 Theoperation etod successhully F——
22 Channels W Grondig G- Central Server [101) eted sucoesshully Sucoess
: W Crundig GCI-KLE27D on 192, {111} Central Serves [101 0 The operation compleled sucoessfully Sucoesa
L User sessions
W Vheotek FDELSD on (110} Central Sarver [101) 0 The operation completed sucoassfully Sucoass
AR Audit joumna
W lyotek [PTIIL o (107 Cenral Server (101} 0 The oparation completed succassfully Sucoess

[ Configuration

B Honiorng

Diwices, 7

Devices live monitoring
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Channels

The channel monitoring section contains details about channel streams. Wherever relevant, there is information
about both main and secondary video streams in separate columns.

Channels can have critical errors (red) and/or warnings (yellow). Warnings usually appear due to minor issues -
e.g., missing substream, too big GOP length etc. You can ignore them by right-clicking item(s) and selecting Ignore
warnings > (preference). If you want the warnings to be shown again, right-click the items and select Reset
warnings. To reset all warnings, go to the iSentryMMS Console application settings (main menu > Settings) and
select the corresponding option.

= Channeliﬂ.—:’-'{ T (Generic) ONVIF.MNet on 192.168.3.72 (614) Normal

K= Streams

[l Archive statistics

Ignore all warnings

Reset warnings { 3

Ignore "GOP length is greater than 35" warning |
B Grundig GCI-K0622D on T9ZTEE3.2TS T8 MNormal

4 critical errors and 10 warnings for channels in the Monitoring section

Title: channel name

Server: the server currently handling the target channel's device

Device: the name of the underlying hardware piece for the target channel
Device model: underlying device type

Organization: if the channel belongs to an organization, if will be displayed here

Status: current channel condition (e.g., Disabled means the channel has been turned OFF in the Channels
section)

Status update time: timestamp of when the channel status was last checked
Online: shows channel uptime in percents compared to the total server run time

Video loss duration: shows if the video stream is not available; if yes, for how long the video stream has
been lost

Kbit/s: stream bit rate (Kbits per second), separate columns for the main and secondary streams
FPS: stream frame rate (frames per second), separate columns for the main and secondary streams
Resolution: frame size in pixels, separate columns for the main and secondary streams

Codec: stream compression, for both main and secondary streams, separate columns for the main and
secondary streams

GOP size: key frame interval, for both main and secondary streams (only if recording is activated),
separate columns for the main and secondary streams

Recording: recording status ON/OFF (activated/not activated)
Recording error: if any

Frame cache: the amount of memory allocated for pre-recording of the target channel (total for all
channel streams)

Stream storage: destination storage, for main, secondary, and edge streams

Information: additional information, if any, will be displayed here (usually, errors or warnings;
normally, the field is empty)

Motion detection mode: currently used motion detection setting (disabled/camera-side/software-side
high accuracy mode/software-side high performance mode)

IP: device IP address or hostname
Port: device HTTP/HTTPS port (from device settings, used to exchange service information, not data)

Jitter: frame latency; shows delay (in milliseconds) between expected and actual frame arrival time,
separate columns for the main and secondary streams

Error: the latest error related to the channel (same as in Details, reset upon server restart)
Error date: the latest error timestamp

For any channel, you can press the Details button on the upper panel to see the list of all channel-related errors,
starting from last the server start. This list is purged upon server restart.
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—
‘\(':) Monitoring > Channels

Monitaring
x {GenencH OMVIE Compatible .. 1106} Central Server (101} Sucoecs 0. The operation compéeted seoeschdy SERY3
2= Sorvers
22 Asoni CAMGLS on 1521 {104} Central Server [101 Success 1 The operation completed spocpschiddy L a
¢ Devices Success The sprifisronpiets S 0
x Channels Sucoess The operalion compete 471087

C1-K06220 an 192 The operation compheted s hy 53273

L Usee sessions
Ki627D on 192 1} The pperation comploted st iy BEG42
MR Audit jeurnad

33 Vivotek FOSL54 on 152168

36 Vivatek PT131 o0 192.1663...
[ Configuratin
B Monioring

Channels, B

Channels live monitoring

=

s Only channels attached to servers are shown here.

Note that Not activated recording status may both mean either that recording is not configured (disabled) or that
recording has not been activated according to a schedule. The Activated status will appear if at least one of the
channel streams is set to be recorded based on any configuration apart from No recording.

For any channel, you can also view the currently active recording profiles for all its streams. To do this, press the
Active recording profiles button in the upper panel. A dialog window will pop up, providing the information about
the stream recording configuration. An empty list means no recording configuration is assigned to any of the
channel's streams. This feature is useful for verifying if the recording schedule is executed correctly.

5t i-PRO - o

Active recording profiles

CTREAMA DRE]
_".IPE'—lzl !,-'EH-.'-_“E‘-EI

Main stream g Continuous recording (22)

Close

Active recording profiles for the channel named i-PRO
Streams

This section displays the properties of every recorded stream separately. For example, if a channel has both
main an secondary streams with audio activated, there will be three entries. Replication streams are also displayed
separately.

¢ Channel: stream source, one of the existing enabled channels

e Stream type: video, audio, motion, external data (from data sources), or VCA metadata

e Status: current stream condition

e Server: originating server

¢ Device: originating device

¢ Status time: last status update timestamp

¢ Recording storage: target storage title

¢ Recording directory: one of the target storages on the corresponding server

¢ Last recording time: timestamp of the last recorded frame (useful for troubleshooting the recording)

¢ Prerecording time: actual number of second held in the pre-recording buffer (may be lower then the
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setting if not enough memory, or 0 when not required)
¢ Information: additional information, if any, will be displayed here (usually, errors; normally, the field is

empty)
Monitoring n -
Export to CSV 1 selected
= Servers
TATUS RECORDING STORAGE  LAST RECORDING TIME 1E
B4 Devices B omul Video stream Mormal 2= Global Server 7/12/2019 17:00:48 none 7/12/2019 16:59:18 0.0:00:05.000
B Channels Ko omul 1 Video stream Normal = Global Server 7/12/2019 17:00:48 none 7/12/2019 17:00:06 0.0:00:05.000
K2 omul 10 Video stream Normal = Global Server 7/12/2019 17:00:48 none 7/12/2019 16:59:50 0.0:00:05.000
K Streams &)
BB emul 1 Critical = Global Server 7
[l Archive statistics = e = ey =
= Cntical = al- Serys

E Storages

-}

Video stream Critical == Global Server

Streams with reduced buffer size will have Critical status

Note that the pre-recording time here may differ from your pre-recording setting in the recording configuration.
iSentryMMS server applies smart logic here and traces situations when larger buffer is not necessary, or even
preventing the system from normal operation. Thus:

o if the currently used recording profile does not involve any pre-recording (e.g., Continuous recording, or
event-driven with no defined E&A events), the buffer size will be reduced to o

o if there is not enough memory for all channels (the server is overloaded), the server will reduce pre-
recording buffers; channels with largest frame cache size will have their buffers reduces first pf all

e upon server startup, the buffer size is increased gradually for smoother start

/  Removed and disabled channels will not be shown under this section: only active recorder tasks are displayed
here.

Archive Statistics

Here, you can see recording statistics for every channel (all streams and all storages included):

e Channel: configured channel title

e Begin date: the time of the very first recording for the target channel

¢ End date: the time of the very last channel's recording

¢ Duration: total archive duration for each channel

e Data size: total archive size per channel, based on the time boundaries mentioned above

¢ Data size per day: an estimate of how much space one day's recordings will take (average per day,
calculated based on existing archive size)

e Protected interval: total duration of the archive, which has been marked as protected, and will not be
removed (erased)

e Protected data size: total size of the protected archive
Double-click any entry or use the View button on the top panel to display details for each channel: view the

recording statistics per storage and with detailed information on every stream including audio, motion, VCA and
external data feeds.

To review and unlock the footage that has been protected from erasing via iSentryMMS Client application, select the
target channel(s) and click the Protected intervals button on the top panel.

From this dialog box, you can unlock the previously protected parts of the archive. If these recordings fall under
quotas (storage or duration, server wide or individual), they will be erased immediately.
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Monitoring

View Protected intervals Export to C5V ¥ 1 selected
= Servers —— . . -
HANME EGIN DA EMD DATE URATION ATASIZE DATA
B4 Devices O Store 7/8/2018 06:45:36 7/16/2018 15:33:39 8.8:48:02 109.90GB 1313 GB
' Channels 1 Protected intervals - 0O S
KX Streams Protected intervals

[l Archive statistics

B storages

L User sessions K Siore Global Server 771372018 08:42:07 7/3/2018 10:12:10 00.01:30:03
y K= Siore Global Server 7/13/2018 12:22:08 7/13/2018 13:51:54 00.01:29:45
222 Video walls
K= Siore Global Server 7/13/2018 13:51:54 7/13/2018 15:21:39 00.01:29:45
[ External services
K= Store Global Server 7/13/2018 15:21:39 7/13/2018 16:51:20 00.01:29:40
1ls Reports
B Access control , ;

¥ opC

Unprotect ® 1 selected

CHAMNMEL SERVER STATUS BEGIM DATE EMD DATE BURATIOMN

-FPANMNEL SERVET FAlUS pololiN LA TE ENL i C LIRS I INFURIVIA

Archive statistics and protected archive intervals

Storages

Statistics, properties and status for each storage unit are displayed here.

Some of the storages may have warnings (marked yellow) in case there is not enough space on the disk. In that
case, check your assigned quotas in the storage management, and make sure you do not have too many protected
intervals in the Archive statistics (see above).

Title: storage label, either built-in or user-defined
Status: operation status of the target storage
e Normal: the storage can be used for recording and there are no issues detected

e Critical: the storage cannot be used for recording due to one or more serious errors, check the
Information column for description

Status update time: last time the storage status was obtained (use the F5 button on your keyboard to
refresh the list)

Path: storage path on its server of origin

Encrypted: yes/no

Free space: how much free space in gigabytes is left on the disk

Free space %: same but shown as percentage in reference to the total storage size
Total space: entire storage size

Information: additional details, if any (e.g., storage related errors)

Disk queue length: number of read/write requests (local storage only)*

i All storage information is retrieved through the API of the underlying operating system. If you think some of
the information may be incorrect, check the same statistics via Windows interface - Task manager, Resource
monitor, or other utilities.

*The Disk queue length column is useful for assessing the storage condition. It reflects either the current or the
average queue length (whichever is higher) per disk. Generally, 5+ requests per disk indicate a bottleneck in the disk
subsystem. 2+ requests per disk for a long period of time may also indicate bottlenecks. For RAID storages, the
queue length is summarized, so, for example, for a system with 8 disks the queue length should not exceed 16. A
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value of 0 means the storage is not overloaded. An absent value (empty) means it cannot be retrieved: the field will
be empty for network storages and for unreachable disks (e.g., server offline).

If one or more storages have issues (e.g., incorrect password), the corresponding section will have a red circle with
the number of detected issues next to the section name. Inaccessible storage units will have no total and free space
information.

User Sessions

This monitoring area displays currently active incoming iSentryMMS Client connections via both TCP and HTTP
ports with the following details:

e user account

e remote address

e remote (outgoing) port

e session start time

¢ type (iSentryMMS Console/iSentryMMS Client)

Disconnected sessions will automatically disappear from the list.

—
‘\@ Monitoring > User sessions

Monftaring s

1 Built-in Adrirestrator account (1} 192 E68.1.835423 T 122272005 12:53:39 P
= Survess

Wi Dovices

22 Channels

X User secsions:

AR Audit jousnal

[ Corfguration

B HMonkorng

User Sessions live monitoring
External Services

If License Plate Recognition, Face Recognition and/or other external services are connected, their session properties
will be displayed here: service name, remote address and used user account.

Reports

This section contains health monitoring data for automatic VCA and software counter reports.

(€ Monitoring > report BT

TITLE STATUS REPORT STATUS  EXECUTION TIME NEXT EXECUTION TIME STATUS TIME INFORMATION
Monitoring kbl S ERORT SR EECLITION j : :
1ls DailyCustomers Normal NotExecuted 1/5/2018 2:02:38 PM
X User sessions
1ls WeeklyCustomers MNarmal NotExecuted 1/7/2018 12:00:00 AM 1/5/2018 2:02:38 PM

==z Video walls

[ External services
1ls Reports
Configuration
% Events & Actions
I Monitoring

(8 Audit
Recently added, 1

Report status
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If a report has been sent at least once (by schedule, not as a test), the last execution time is shown here. For the

reports that are currently set to be emailed automatically, the next (scheduled) execution time is also displayed.

Access control

If any third-party services are connected, their connection properties and status will be displayed here.

oPC

If any third-party OPC servers are connected, their connection properties and status will be displayed here.

Indicators

All indicators configured in your system will be displayed here, so that you can see their status - all in one place.
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85 Audit

To access the global audit log in iSentryMMS Console, choose Audit section in the bottom-left-hand panel.

The audit log contains detailed information about the most important user activities and server events. Events are
organized in a way similar to the Windows Event log, and can be filtered and sorted by any field just by clicking on
the relevant field. By default, entries are sorted by time, with latest on top. Use Search field in the upper-right-hand
menu to filter the records; press Refresh button to reload the item list.

] Please note that your actual audited events may vary depending on the software license edition.

The log has two sections: Servers and Users; these can be accessed by clicking the corresponding items in the menu
on the left, when in the Audit section.

Servers

Each event contains the following values:

e Time: event timestamp in the system locale-specific format

¢ Server: name of the server from which the event originates

¢ Class/subclass: event category

e Event: a brief description of the event; see below for the detailed information about the logged event
types

e Other relevant fields - user, resource, data, info, misc. IDs, : additional information relevant to the
event, e.g., error details, target resource type

Double-click any event in the list to view the full information.

@ Audit > Servers

Built-in Adrminis

Audit
Drefine filter Wiew ® 1 selected

-
= Servers

L Users

Configuration
% Events & Actions
Monitoring

[AE Audit

IDa
59
60
]
(63
(64
[67)
(58]
69
70
71
g
73

74)

TIME
4/5/2016 5:31:08 PM
4/5/2016 5:31:58 PM
4/5/2016 5:35:24 PM
4/5/2016 5:36:03 PM
4/5/2016 5:36:59 PM
4/5/2016 6:00:36 PM
4/5/2016 6:00:38 PM
4/5/2016 6:00:38 PM
4/5/2016 6:00:39 PM
4/5/2016 6:00:51 PM
4/5/2016 6:00:53 PM
4/5/2016 6:00:53 PM

4/5/2016 6:26:18 PM

Audit log, Servers section

SERVER
Global Server (101}
Global Server (101}
Global Server (101)
Global Server (101}
Global Server (101}
Global Serwer (101)
Unknown resource (112)
Lnknown resource (112}
Unknown resource (112)
Global Server {101)
Inknown resource (112}
Lnknown resource (112}

Global Server {101)

The following events are logged in this section:

¢ Internal server events

EVENT
Configuration loaded
Configuration loaded
Configuration loaded
Configuration loaded
Configuration loaded
Configuration loaded
Central server disconnected
Configuration loaded
Central server connected
Configuration loaded
Syncronization completed
Configuration loaded

Configuration loaded

INFORMATION

The operation completed successfully
The operation completed successfully
The operation completed successfully
The operation completed successfully
The operation completed successfully
The operation completad successfully
1

The operation completed successfully
2

The operation completed successfully

The operation completed successfully

The operation completed successfully

¢ Audio output action completed: an E&A action to send audio to device was executed
¢ Automatic backup failed: an automatic backup was scheduled but failed for some reason

¢ Automatic backup succeeded: a scheduled backup copy of the databases was successfully
created

¢ Central server connected: central server has successfully connected to the target recording
server

¢ Central server disconnected: central server has disconnected from the target recording
server because the target server is offline, unreachable, has been removed from the central
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server configuration or has invalid configuration

¢ Configuration loaded: configuration has been successfully loaded from the database and
applied to the target server

¢ Configuration Loading failed: unable to load or apply server configuration

¢ Configuration reset failed: an attempt to reset the recording server configuration was made
but failed for some reason

e Configuration reset requested: recording server configuration reset was requested via
iSentryMMS Console (this message will be normally followed by another entry reflecting the rest
status)

¢ Configuration request succeeded: recording server configuration was successfully reset
e Configuration saved: server configuration was saved to the database

¢ Connected to mirroring server: central server successfully connected to its configured
mirror

¢ Connected to recording server: central server successfully connected to a recording server

¢ Disconnected from mirroring server: central server disconnected from its configured
mirror (e.g., because the mirror is no longer available)

¢ Disconnected from recording server: central server disconnected from a recording server

e Event action failed: an E&A action execution attempt was made but failed, double-click the
event entry for details

¢ Event action succeeded: an E&A action was successfully executed, double-click the event
entry for details

¢ External users added: an attempt to add new external users via AD/LDAP was made, see
additional information for status details

¢ External users removed: external users were removed from the server configuration
e External users updated: AD/LDAP user list was synchronized

¢ Failover node activated: failover server changed its state from Idle and received
configuration to act instead of a recording server

e Failover status changed: server was included or excluded from a failover cluster, or its status
changed from/to Unknown (see server health monitoring for details)

e Number of external users exceeded maximum allowed: the number of imported
AD/LDAP users exceeds maximum allowed by the license

¢ Open VCA notification received: server VCA engine event (e.g., VCA license error)
¢ Remote update initiated: remote software update was initiated via iSentryMMS Console

e Server restarted by watchdog for maintenance: server was restarted by the watchdog
service (double-click the event entry for the details about restart reason)

e Server started: iSentryMMS server service started
e Server stopped: iSentryMMS server service stopped

¢ Synchronization completed: central server has successfully synchronized configuration
data with the target recording server

e Resource access
e Archive

e Bookmark added: a bookmark was added to the target channel on behalf of the
server (via E&A action, no user interaction)

¢ Uncategorized
e Permissions updated: user permissions were edited, double-click the event entry for details
¢ Recording Error: Unable to save video stream from particular channel
¢ Recording Recovered: video stream recording recovered

Double-click any event to open it in a separate dialog box with additional information about event source, such
as: backup file path for the Automatic backup event, error code for the Open VCA notification event etc.
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Remote address

Session Id

W Event 70:Central server conneched - o IES
Event details

Id (70)

Time 452016 5:00:39 PM

Clazs Server

aubiclass Server activity

Ewvent Central server connected

Server Lnknown resource (112)

192.168.1.82:59174

2

Event example for the Servers audit log

Users

The events related to user input (configuration via iSentryMMS Console, resource access via client applications) are
available here. Some of these (mostly configuration related) are triggered by user actions in iSentryMMS Console
and some (mostly related to resource access) are based on user actions in iSentryMMS Client. The following events
are logged in this section:

¢ Events & Actions

Rule modifiers: events related to rule schedules and conditions
¢ Event condition added/removed/updated: a condition was modified
e Event schedule added/removed/updated: a schedule was modified

¢ Event schedule item added/removed/updated: an individual schedule item was
modified

Action added/removed/updated: an E&A action was modified

Event added/removed/updated: an E&A event was modified

Event-action rule added/removed/updated: a rule in the E&A table was modified

Global event added/removed/updated: a global event was modified

Mail server added/removed/updated: an SMTP server in E&A configuration was modified

¢ External services: events associated with external services operating via HTTP API, such as FR, LPR
and third-party software integrations

e Failover

External service added/removed/updated: external service connection was modified

External service group added/removed/updated: a group for external services was modified
via iSentryMMS Console

management

Failover cluster added/removed/updated: failover cluster settings were modified via
iSentryMMS Console

¢ Installation: events related to software installation and upgrade

©2024. Intelex Vision Ltd All Rights Reserved.

468



iSentryMMS Expert Administration Guide

e Remote update requested: a user has requested remote server update via iSentryMMS Console
(usually followed by the Remote update initiated event entry in the Server audit section)

¢ Recording: changes to recording setup via iSentryMMS Console
¢ Recording configuration added/removed/updated
¢ Recording profile added/removed/updated
e Recording schedule added/removed/updated
e Recording schedule item added/removed/updated
¢ Resource access: user actions concerning all types of resource access from connected clients
e Archive: playback related events triggered from different iSentryMMS Client playback modes

e Live

Archive replication accessed: recordings from a channel replica were accessed
Archive search accessed: recordings from a channel were accessed

Archive snapshot exported: a single or multichannel snapshot was exported from one
of the archive playback modes

Archive timeline accessed: archived data was accessed in a playback mode that has
timeline

Archived data accessed: available recordings from a channel were played back

Archived data exported: a video clip was exported (double-click the event entry for
details)

Bookmark added/removed: a new bookmark was appended to the channel timeline
or deleted from it

Bookmark popup confirmed: bookmark popup caused by E&A action was approved
by a user via iSentryMMS Client application

Bookmark search accessed: bookmark were searched from the iSentryMMS Client
playback mode

Audio input received from device: audio IN was activated from live view

Audio output sent to device: audio OUT was activated from live view

External data accessed: information from Data sources was streamed with live video
Layout added/removed/updated: a layout was modified in iSentryMMS Client

Live data accessed: live video stream was displayed

Motion data accessed: motion information was streamed with live video

VCA data accessed: Open VCA metadata was streamed with live video

e PTZ: pan, tilt, zoom, focus, iris related actions, as well as PTZ presets and tours for the target

channel

Navigate: PTZ event from older database versions (backward compatibility)

PTZ auto-focus/auto-iris activated: device automatic focus/iris feature was
activated

PTZ focus/iris started/stopped: device manual focus/iris capability was used
PTZ pan/tilt started: device was panned/tilted

PTZ pan/tilt stopped: this event is generated after five seconds after the last pan/tilt
command (after the PTZ control was released)

PTZ preset saved/activated/deleted: PTZ preset was accessed
PTZ tour saved/activated/deactivated/deleted: PTZ tour was accessed
PTZ zoom started: device zoom IN/OUT capability was used

PTZ zoom stopped: this event is generated after five seconds after the last zoom
IN/OUT command (after the PTZ control was released)

e User defined: this event is generated when an audit entry is created based on a user-defined
E&A action Write to audit log

e Video walls: events based on video wall related user actions in iSentryMMS Client via
Resources panel and/or Video Walls section

Video wall current layout saved as startup: the currently displayed layout was set
as startup for the target video wall display via video wall management

Video wall layout saved as startup: a layout was set as startup for the target video
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wall display

¢ Video wall layout sequence paused: the layout sequence currently assigned to a
video wall display was stopped

¢ Video wall layout sequence set: a pre-saved layout sequence was assigned to a video
wall display

e Video wall layout set: a pre-saved layout was assigned to a video wall display
e Video wall object popped up: an E&A action that displays an object
(channel/map/layout) an a video wall screen has been executed
e Video wall viewport updated: an individual viewport contents was changed within a
layout of a video wall display
Copied exported items: exported files were copied from the iSentryMMS Client library to an
external destination
External data search accessed: archived information from Data sources was searched from
iSentryMMS Client
External service search accessed: archived external service data was searched from
iSentryMMS Client
Live snapshot exported: a snapshot was saved from the iSentryMMS Client live view mode
VCA search accessed: archived VCA data was searched from the iSentryMMS Client playback
mode

¢ Resource administration: resource related events caused by user actions in iSentryMMS Console
management application

e Channels

¢ Channel added/removed/updated: target channel was modified in the described
manner

e Channel attached/detached: target channel was attached to/detached from its device
e Channel enabled/disabled: target channel was activated/deactivated
e Device channel group added/removed/updated: a channel group was modified in the
described manner
Data sources

e Data source added/removed/updated: a serial data source was modified in the
described manner

e Data source profile added/removed/updated: a profile for the data source was
modified

Devices
e Administer: device management event from older database versions (backward
compatibility)
e Device added/removed/updated: a device was modified in the described manner

e Device group added/removed/updated: a device group was modified in the described
manner

Layouts and layout templates

e Layout template added/removed/updated: a layout grid was modified

e Layout group added/removed/updated: a group for shared layouts was modified
Live podcasts

e Live podcast added/removed/updated: a live broadcast was modified

e Live podcast enabled/disabled: a live broadcast was activated/deactivated
Maps

e Geo map added/removed/updated: a map based on the world map was modified

e Map added/removed/updated: a picture-based map was modified

e Map group added/removed/updated: a map/geo map group was modified

e Map item added/removed/updated: an individual map item (e.g., channel marker)
was modified on a map/geo map

Networks
e Network added/removed/updated: a network connection was modified
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e Folders
e Folders added/removed/updated: an organization was modified
e Servers

e Connection updated: server connection (IP, port, SNMP settings) was modified (it is
added/removed together with the server)

e Server added/removed/updated: a server was modified in the iSentryMMS
Federation configuration

e Server configuration backed up: server configuration was backed up manually via
wizard (this event is only logged if the backup was run while iSentryMMS server was
stopped)

e Server configuration restored: server configuration was restored manually via
wizard (this event is only logged if the wizard was run while iSentryMMS server was
stopped)

e Server group added/removed/updated: a server group was modified
¢ Software counters
e Software counter added/removed/updated
e User buttons
e User button added/removed/updated: a user button was modified
e User button group added/removed/updated: a user button was modified
e Video walls
e Video wall added/removed/modified: a video wall was modified
e Video wall group added/removed/updated: a video wall was modified
e Visual groups
e Visual group added/removed/modified: a visual group was modified
e Access control added/removed/updated, enabled/disabled
e OPC client added/removed/updated, enabled/disabled
e Server security: events related to server security, access and permission/policy/user management

¢ Administration permissions updated: administrative permissions for iSentryMMS Console
access were modified for a user or a user group

¢ Audit log accessed: the Audit section of iSentryMMS Console was accessed

¢ Confirmed server warning notification: a popup warning from the server E&A action was
confirmed in iSentryMMS Client

¢ External user group added/removed/updated: AD/LDAP user group was modified

¢ Client connection permissions updated: administrative permissions related to remote client
access were modified

e Log in: a user has successfully logged into the target server
¢ Log out: a user has logged out of the server or his session timed out
e Monitoring data accessed: the Monitoring section of iSentryMMS Console was accessed

e Object added to group: some object in the server configuration was added into a group of the
corresponding type

¢ Object removed from group: some object in the server configuration was deleted from a group
of the corresponding type

e Permissions added/removed: user permissions were modified

e Security policy added/removed/updated: server security policy was modified

¢ Unsuccessful log in: a user has attempted to log into the server without success
e User added/removed/updated: a user account was modified

e User group added/removed/updated: user group settings were modified

Double-click an event entry to see details about the related resource, such as: resource name, the user who did
the changes or executed the action, destination path for the copied exported files etc.
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Built-in Admini

@ Audit > Lsers

Audit
Define filter View X 1selected
= Servers
ID TIME USER LOGIN MAME USER'S FULL NAME CONMECTION ADDRESS CONMNECTION TYPE EVENT SERVER. INFORN
L lsers (24) 3/23/2016 3:27:25PM  admin Built-in Administrator account (1) 127.0.0.1:62454 M anitor Log out Global Server (101) tal
(22) 3/23/2016 2:1941PM  admin Built-in Administrator account (1) 127.0.0.1:62454 Receive Data Glohal Server (101) apix
(207 3/23/2016 2:10:27 PN admin Built-in Administrator account {13 127.0.0.1:62454 Receive Data Global Server (101) wik
(19) 3/23/2016 2:10:27 PN admin Built-in Administrator account {13 127.0.0.1:62454 Receive Data Global Server (101) test
(16) 3/23/2016 2:0655PM  admin Built-in Administrator account (1) 127.0.0.1:62454 Receive Data Global Server (101) wwtk
(12) 3/23/2016 1:5542 PN admin Built-in Administrator account (1) 127.0.0,1:62454 Receive Data Global Server (101) test
(11) 3/23/2016 1:.5541 PN admin Built-in Administrator account (13 127.0.0.1:62454 M anitor Login Global Server (101)
(10) 3/23/2016 1:55:35 PN admin none Unsuccessful log in - Global Server (101)
Configuration [9) 3/23/2016 1:5530 PN admin nhone Unsuccessful log in - Global Server (101)
; Events & Actions (8) 3/23/2016 1.55:27 PN admin none Unsuccessful log in - Global Server (101)
2 voritonng (7) 3/23/2016 1:55:24 PN admin none Unsuccessful log in - Global Server (101)
(3 3/23/2016 1.54:14 PN admin Built-in Administrator account (1) 127.0.0.1:62443 Console Log in Global Server (101)
R Audit
(2) 3/23/2016 15409 PN admin rone Wnsuccessful log in - Glohal Server (101)
< > N

Audit log, Users section

Problems

This section is a filter: it contains important messages from Servers and Users sections, which indicates that the
system has a potential problem. For example, messages about system suspension indicate that some system
setting cause system suspension, and this behavior may cause server freezes and gaps in the video archive.

List of potentially problematic errors:
¢ Recording Error: Unable to save video stream from particular channel
e Configuration Loading failed: unable to load or apply server configuration
¢ Server restarted by Watchdog: Critical server restart

Use the buttons in the upper panel:

Clear: discard all entries and remove them from the problem list

e View: open the item details

Reset: restore all log messages that are considered problems

Export to CSV: save the list of problems and their details into a comma-separated-value format file

@ Audit > Problems admin

Audit -
Clear View Reset Export to CSV ® 1 selected
= Servers
TIME - R EVENT INFORMATION ADDITIONAL INFORM
‘ Users (8949) 6/28/2023 6:19:11 PM  Glo (101) Suspension of server detected [Duration in seconds]=93; [Start time]=6/28/2023 6:17:38 PM

(8940) 6/28/2023 4:28:18 PM  Glo (101) Suspension of server detected

[Duration in seconds]=718; [Start time]=6/28/2023 4:16:20 PM

A\ Problems
(8939) 6/28/2023 4:16:19 PM  Glo (101) Suspension of server detected [Duration in seconds]=3631; [Start time]=6/28/2023 3:15:48 PM

Problems section of the Audit log

The number in the red circle next to the section name indicates the number of logged problems.
Define Filters

Server and user audit logs can be filtered for easier analysis. Click the Define filter button on the upper panel to
bring up the dialog box.

Available filters:

¢ by period
¢ by event
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e by server

e by resource

e by user (only for the user-initiated events, Users tab)
In the Set period tab, specify the time limits for log output. You can set the date and time manually or use automated
controls for preset time boundaries: last day/week/month, the whole time, and also set start/end boundaries equal
to the log beginning/end.

Fiter - o IEl
e Set period
© Set period
Set query period
* Select events
- i x
== Select resources All e Fram date and time
Wlis2015  [v|(2:52:03 PM
Last day
From beginning
from the first tine the system
Last weelk
Last month
v Until now
n juery when tir 0 T i
Reset query Submit query Cancel

Set the time boundaries for audit log output

In the Select events tab, choose specific event types to narrow down the search. Note how the choice differs for the
Servers and Users log filters.

Filter #

Filter

Select events

© Set period
Select events

4 Select events ;
~
4 |m| Internal server events

== Select resources . .
~| Automaitc backup failed
Automatic backup succeeded
Central server connected
Central server disconnected
Configuration loaded

v Configuration reset failed

Configuration reset requested U

Select all Clear all

Reset query Submit guery Cancel

Specify event types for the Servers audit log output

In the Select users and Select servers tabs, you can choose target servers and users, who initiated the event. Note
that if you want to search for events where a user was a target (e.g., user permissions changed), you need to select
that user in the Select resources tab.
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=

'/ Selecting resources will search for them in the additional event fields (i.e., events where these resources were
a target). If you want to see events that were initiated by a specific user and/or on a specific server, choose
them in the corresponding tabs - Select servers and Select users.

Filter *

Filter

Select events

© Set period
Select events

4 Select events
Recording schedule updated
= Select resources 5
Y espurce access
4 W Archive
Archive replication accessed
V| Archive search accessed
V| Archive snapshot exported
Archive timeline accessed

V| Archived data accessed

V| Archived data exported

Select all Clear all

Reset query Submit query Cancel

Specify event types for the Users audit log output

In the Select resources tab, you can choose which resources will be mentioned in the log entries. Note that if
multiple resources are chosen, the filter will apply OR logic, meaning that output log will only be displayed if it
contains log entries for at least one specified resource, and not for the combination of all specified resources.
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Fiiter *
Fiter Select resources
Q Set period
Resources in query
% Select events
TITLE
= Select resources & John Dee (124 User
o5 (Generic) ONVIF Comp... (106) Channel
Reset guery

All resources

4
2
4L
T}
LT}
- -4
=
=
=
=
=
=

5

Central Server

Built-in Administrator ..

Admins

Built-in Administrator...

Local admins

Operators

Asoni CAMGE13 on 19..
Asonm CANMIB13 on 19..
Grundig GCI-G1536F ...
Grundig GCI-K08220 ..
Grundig GCI-K1627D ..
Vivotek FDB154 on 1...

Vivotek IP7131 on 19..

First Floor

(Generic) ONVIF Com...
Asoni CAME13 on 19..

Grundio GCI-G1536F ..

{101) Server
{1} User

(126) User group
{3) User group
(127) User group
(125) User group
(104]) Channel
(105) Channel
{114) Channel
(113) Channel
(116) Channel
(115) Channel

{112) Channel

(122) Channel group

(103) Device
(102) Device

(109 Device

Submit query

Cancel

Narrow down your search by specifying resources

Use the Search field to filter the resource list; both the list of Resources in query and general All resources will be

affected by the Search filter. Press the Reset query button in the bottom left corner at any time to restart filter
configuration; when you have finished, click Submit query to view the results. To discard filtering, simply switch to a
different section in the menu on the left and then switch back to your desired section.

Detailed Audit

To track user activity in the archive playback mode of iSentryMMS Client, you can enable a Detailed Archive Access
Audit and its intervals. By default, the feature is disabled. The default value for Archive Access Audit Interval is 15

minutes.

Setting up archive access audit and its intervals

To start logging user activity in Archive Playback mode, you need to turn the feature on:

In the left bottom panel - click on the Configuration tab

Select Servers on the left and double-click on your chosen server
Pick up storage in the popup window

Mark checkbox Enable Detailed Archive Access Audit

Set up your logging interval

S e
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@ Configuration > Servers

Configuration = server Global Server*
£ Newserver |~
Server T
= Servers Storage
TITLY
1 & Details i - ' = = ~
& Networks = railover? =
Open storage properties
[ External services = Globsl Server L W o .
- A Allow manual deletion of channels'
£ Recordingl Permissions T . = S Wit i e & will be able
B Failover dlusters Th , th pérmis . H—
2 Connections 5
L Users Recent archive interval
4 Devices & Watchdog 30 Hours v
E Storage®
B Channels
@ Recording & Security policy
& 1o B TR et Gt Detailed archive audit interval
aps
L Authentication providers al mi 60 minutes],
[ Layout templates v
M Layouts Apply 0K Cancel

An example on how to enable Detailed Archive Access Audit
Accessing logs

After you turn on playback audit logging, you can access log information in iSentryMMS Console:

1. In the left-bottom panel, select the Audit tab
2. In the left-top panel, click on Users and check for user activity
3. Double-click on the event you are interested in or select the event and use the View button on top

(©)©) Audit> Users =4 c I =

Audit
? Define iter | [ View | [W Event 79645:rchived dats accessed s n %
= Servers
I 5 + | Event details INFORMATION ADDITIONAL INFORMATION
Users 798.. 15. 115 - =adm = ; = 77) =
F3 (798.. 15.08.2023 11:1415 47— rr TS ~1101 [User Id]=admin {1); [User name]=admin;: [Channel Id]=StreetView (177); [Char.
A Problems @ (798... 15.08.2023 11:13:57 & — e 101) Wser Id}=admin (1); [User namel=admin: [Channel Id]=Mabotix (106): [Chann:
(798... 15.08.2023 11:13:57 101) [User Id]=admin (1); [User namel=admin; [Channel Id]=Air Live BU-3128 on 1¢
Subdlass User activity
(798.. 15.08.2023 11:11:51 101) [User Id]=admin (1): [User name]=admin: [Channel Id]=StreetView (177): [Char
Event Archived data accessed
(798... 15.08.2023 11:06:45 101) [User Id]=admin (1); [User namel=admin; [Remote address]=127.0.0.1:51840;
Server Global Server (101)
(798.. 15.08.2023 11:06:43 I 101) [User Id]=admin (1): [User name]=admin: [Remote address]=127.0.0.1:51840:
User Id admin (1)
(798... 15.08.2023 11:06:40 101) [User Id]=admin (1); [User namel=admin; [Remote address]=127.0.0.1:51840;
User name admin
(798.. 15.08.2023 11:06:23 101) [User Id]=admin (1); [User name]=admin; [Start time]=11.08.2023 18:07:15; [R
Channel Id StreetView (177)
(798... 15.08.2023 11:06:23 101) [User Id]=admin (1); [User namel=admin: [Start timel=11.08.2023 18:07:15; [R
Channel title StreetView
(798.. 15.08.2023 11:03:57 | 101) [User Id]=admin (1): [User name]=admin: [Remote address]=127.0.0.1:61392:
Stream type Video stream
(798... 15.08.2023 11:03:56 101) [User Id]=admin (1); [User namel=admin; [Remote address]=127.0.0.1:61392;
n Time from 15.08.2023 09:54:50
Configuration (798.. 15.08.2023 11:03:53 101) [User Id]=admin (1); [User name]=admin; [Channel Id]=StreetView (177); [Char
~ | Timeto 15.08.2023 09:59:52 ; . B
% Events & Actons (798... 15.08.2023 11:03:51 101) [User Id]=admin (1); [User namel=admin: [Channel Id]=Mobotix (106); [Channi
Remnte address 127.00 1:59820 =
. (798.. 15.08.2023 11:03:51 101) [User Id]=admin (1); [User name]=admin; [Channel Id]=EmulationVideoChanne
B Monitoring ‘ o
(798.. 15.08.2023 11:03:51 101) [User Id]=admin (1); [User name]=admin; [Channel Id]=LPR3 (129); [Channel ti
B Audit
L (798.. 15.08.2023 11:03:50 admin 127.0.0.1:59820 Client Motion data accessed Global Server (101) [User Id]=admin (1); [User name]=admin; [Channel |d]=EmulationVideoChanne
(,—-A T o o e - - - o : = BEE Z = >

An example of the detailed audit review for the "streetView" camera
Reviewing log details

In the event detail window, you can find many details, including:

e Time - when the record was accessed

e User ID and User name - who accessed the record

e Channel ID/Channel Title - What channel was accessed

e Time from/Time to - what recording interval was accessed

e Remote address - IP and port of the particular machine that was used to access the recording

Logged Events

Events logged with enabled Detailed Archive Access Audit:
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¢ User Archive Data Display Accessed - reviewing archive record time range
¢ User Archive Data Export Accessed - archived record video export attempts

e User Archive Data Export Snapshot Accessed - snapshot export attempts
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86 Archive Backup Wizard

iSentryMMS offers an option to back up any recordings from any server manually, in the proprietary iSentryMMS
archive format. Video, motion information, audio, VCA data streams, as well as external serial data can
be extracted from the original archive and saved elsewhere, with an option to include the portable player tool so
that the downloaded recordings can be played on any Windows-based computer, even if it has no iSentryMMS
installed.

The wizard is included with any iSentryMMS installation, including iSentryMMS Console management application
and iSentryMMS Client application, and allows connection to local and remote servers.

) The archive will be copied to the computer that has Archive backup wizard running on it. Thus, if you are
connecting to a server remotely via Archive backup wizard, the archive copy will be downloaded to your
computer from the server. As footage may be of significant size, make sure you have the required bandwidth
available.

Start the Archive Backup Wizard from the Windows Start menu: Start -> All Apps -> Intelex Vision Ltd -> Archive
Backup Wizard (in Windows 7 and older versions, use Start -> All Programs -> software installation folder -> Tools
-> Archive Backup Wizard); alternatively, use Search to locate Archive Backup Wizard in the programs menu.

From the iSentryMMS Client application, the wizard can be launched via main application menu by opening View ->
Archive Backup Wizard and choosing the server (one of the connected ones). The address of the server, and also the
username and password, will be taken from the currently configured server connection.

Using Archive Backup Wizard

First, you will be asked to log into the target server: your user account must have an administrative permission to
make archive backups plus permissions to back up footage from individual channels/channel groups. You can create
archive backups from the local server or from any remote server (login procedure is analogous to iSentryMMS
Console login), including individual recording servers. If you run the wizard from the iSentryMMS Client
application, you will not be asked to log in; instead, your configured server connection will be used.

After you log in, you will be presented with the list of available recordings, grouped by channel and, if present,
by visual group. Select the channel(s) and/or visual groups you need by putting a checkmark next to each one;
specify the required time range above the channel list and click Next.

©2024. Intelex Vision Ltd All Rights Reserved.

478



iSentryMMS Expert Administration Guide

LA Archive backup wizard - o B4

ep 1 of 4. Pickup dates and streams for backup

Picleup dates and streams for backup

Start time vi| 10323 PM ° Endtime |10/19/2017 |v| 30323 PM

Please provide local start and stop datestime for the backup process,

Tracks Q
_ TITLE SERVER
v I Bar
4 VITY Pool
|l Pool 193 B 1.83
4 ™ Facial recognitions
KB Facial recognitions 192.168.1.83
4 B 2nd Floor Corridor

E3 2nd Floor Commidor 192.166.1.83

| BT Tt

Mext Cancel

Choose the target time interval and required channels

Depending on the number of selected channels, their footage size, storage speed and connection latency, it may take
a few moments to retrieve the stream information. Once it is done, you will be presented with a list of streams for
each of the selected channels.

The following tracks can be backed up, depending on the channel recording settings and, therefore, stream
availability:

e main video stream, substream and edge recordings

¢ video motion information

¢ audio stream

e VCA metadata

o external serial data from Data sources

Archive bookmarks and external service data (e.g., LPR/FR recognition results) are not available for backup.

Additionally, you can append the portable player tool with the copied part of the archive so that you can play the
archive without having to install iSentryMMS server on another machine. Guidelines on the portable player usage
are available in your iSentryMMS Client user guide.
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LA Archive backup wizard - o B4

Step 3 of 4. Select tracks and backup destination

Select tracks selection and specify target location

Tracks Q,
TITLE SERVER SIZE L.
2 /=1 Pao| 291.44 MB
4 |v/EH Poogl 192.168.1.83 291.44 MEB
V| = 3478ET4B-TAGC-A5AE-BAAR-AGBFEDGTF 264 VideoMotion 192,168,183 39288 KB
V| = 347BET4B-TABC-A5A8-BAAE-ASBFEDG7F264-Video 192.168.1.83 230,64 MEB
V| = 34TBETAR-TAGC-45AE-BAAB-ASEBFEDGTF264 -Audio 192.168.1.83 6042 MB

Estimated size: 291.44 ME
W Include portable player (116.82 MB)

Location |IhArchive backup 01 Browse...

Previous Mext Cancel

Choose data streams and include portable player, if required

Here, you also need to specify a directory for the archive to be copied to: it may be a local hard disk, a shared
network storage, or an attached USB drive. You are asked to choose an empty folder as a backup destination, so
you may need to create a new folder from the standard Select folder dialog.
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LA Archive backup wizard - o B4

Step 4 of 4. Creating backup...

Creating backup...

Bt et fatemili=-M /.01 MB of 16,30 MB done (43 %)

Tracks | Q,
_ m'I_E SERVER SIEE PROGRES:  IMFORMATION
4+ Pool 16.30 M5 =% 2
+H pogl 192.168... 1630 M %

4 = 347BE748-7ABC-45A.. 192.168.. 2633 KB [RELEES

Z@l 3478E748-7ABC-4,, 192.168.. 24.66KE 100%

2§ 347EE748-TARC-4.. 192.188.. 1.67 KE ik
4 = 3478E74B-TABC-45A.. 192.168.. 1224 ME S7es
3 34T7EETAB-TARC-4.. 192.188.. 1192 MEB 39

“@l 3478E748-TARC-4.. 192.168.. 336.99 KB 0%

P S =Y PPN PR PO S Ao

Cancel

Backup progress

When ready, hit Next for the wizard to proceed with backing up the selected information. Depending on the size of
the selected archive, the backup procedure may take some time and its progress will be displayed in the wizard
window. When it is finished, you will get a confirmation with a short description of what has been done.
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LA Archive backup wizard - o B4

Backup completed

Backup created successfully

1-of 1 tracksfs] completed
4 of 4 stream|s]) completed
4 of 4 files(s) completed
741 MEB copied

Archive backup succeeded

If you wish to back up more recordings, start the wizard again and follow the described procedure once again.
Postpone Your Archive Backup

If, during the backup progress, you decide to stop it for some reason, simply hit the Cancel button in the bottom
right corner. You will then be presented with several options of how the wizard can proceed:

¢ save the task and files: save your current backup progress and preserve the wizard state until the next time
you run it; you will be able to continue with the current backup item(s) then

o save files only: leave the files that have been downloaded so far but discard the wizard settings so that the
next time you run it you will be presented with default choice

e remove files: discard current backup task completely and remove the downloaded files
e continue to download: go back and continue with the selected backup
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L4 Archive backup wizard - o B

Backup finish options

Chose what you want to do

0 Save the task and filesé

All files will be leftin current state, You will be prompted to continue the backup next time youw start the wizard,

Save files only
Al files will be leftin current state, The backup task is terminated and
cannot be continued,

Remove files
Al files will be removed, The backup task is terminated and cannot be

cantinued,

Continue to download

Continue to download

Mext Canicel

Archive backup termination options

If you have chosen to save both the task and the files, next time you start the wizard you will be reminded of the
unfinished backup job and offered to continue with it. If you click Yes to proceed with the unfinished task, it will be
started automatically right after you provide your user credentials for the server login.

@ Question =

Unfinished backup

Lnfinished backup found in IVArchive_backup_01409
Do vou want to continue to download files?

Choose 'ves' to continue, 'no' to remove the task and start owver.

Yes Mo Caricel

Continue with an unfinished backup task
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87 Problem Report Wizard

iSentryMMS features a comprehensive wizard-like tool for structured and detailed problem reporting. The tool is
automatically installed at the same time as the the product and is thus available on any machine, where iSentryMMS

software is installed.
Access Problem Report Wizard via Start -> All Apps -> Intelex Vision Ltd -> Problem Report Wizard (in Windows 7

and older versions, use Start -> All Programs -> software installation folder -> Tools -> Problem Report Wizard).
Alternatively, use Windows Start Menu Search to locate the Problem Report Wizard in the programs menu.

/. Make sure you run the Problem Report Wizard on the right computer: it gathers information from the
machine it has been launched on, and not from any of the servers connected via iSentryMMS Console or

iSentryMMS Client.

E VS Client Application Problem Report Wizard - Y

Welcome to VMS Problem Report Wizard!

VMS Client Application

This wizard will guide you thraugh the steps requirad to submit a problem report to the Suppeort. You
will be able to provide your comments and have wizard gathered rebevant information and attached it

1o the repart,

a Step 1, User contact infoomation
Pronads your name and a-mail for suppost feadback

A Step 2. Problem descriptions

Talog & sunvey or verite down problem desorpipns with Tt

. Step 3. Gathering systemn information and sending data
Colecting and sending data

B 1 agres on delwvery system files i)

Mext Cancal |

Run Problem Report Wizard from Windows Start menu

Agree to deliver system files to Intelex Vision Ltd support and hit Next. You can check which files are being taken
from your system by clicking on the information button next to the agreement checkbox. Note that Intelex Vision
Ltd will not transfer your data to any third-party companies; all the information gathered is required to help Intelex
Vision Ltd efficiently resolve the reported problems.
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E VS Client Application Problem Report Wizard - Y

Step 1 of 3. User contact information

Uzer name and valid a-mall address

Pravided infarmation will be wsed to send back solution or any ather instruclions lrased on providad
Problerm Report. Tt is highly recommended to use valid email address,

User Mame

E-mail address

| Back | Cancal

Enter your contact information

Enter your name and your email address so that the Intelex Vision Ltd support team can contact you. Click Next to
proceed.

m VIS Client Application Problem Report Wizard — k4

Step 2 of 3. Problem descriptions

Problem descriptions

EFS TOREFROIUCE OO SOLLITION

Add problem desomption | | Problem description already provided |

Back | | Cancel |

Problem description

If you were asked by support team to generate a problem report, copy the ticket ID from the email communication
and add it to the report by clicking the Problem description already provided button. This will help the support
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team to classify your report faster, and it will also guarantee that your report will go directly to the team member

responsible for the thread.

E VIS Client Application Problem Report Wizard

Step 2 of 3. Problem descriptions

Problem descriptions

! Add Support Ticket Number b - RODUCE

Plzase specily Support Tickst number you wers
issued per your support request,

Support Ticket Number

2015122310000291 |

Add problem desonption

Back |

Canceal

Insert ticket number

If you are applying a new, unreferenced problem report, click the Add problem description button.

A short comprehensive wizard will guide you through the main issue categories, allowing you to choose the ones that

are most applicable to your situation. You will be given the chance to enter error messages/codes, if there are any,

and to attach snapshot(s). Make sure you provide the maximum amount of relevant information about the issue you

are experiencing; always include snapshots if they are available.

©2024. Intelex Vision Ltd All Rights Reserved.

486



iSentryMMS Expert Administration Guide

E VS Client Application Problem Report Wizard - Y

Problem description

Problem |
Server / Dizeonnects/restarts /

Fill necessary fields and press Mext

Message

| da conmection could be made because the 1arget machine actively refusad it

Error code

Provide srapshat {optionalty)

Brenwse for snapshot.., urhitieg ong

Back | Mext Cancel

proviced

Back |

Cancal

Enter problem classification and relevant details

You can add multiple descriptions to a single report. When you are ready, press the Send report button; the wizard

will then try to send the report automatically.

m VIS Client Application Problem Report Wizard

Step 3 of 3. Gathering system information and sending data

Finalizing wizard

Cancel

Gathering system nformation...

Submission is in progress. Wizard is trying to contact website. Please wail this could 1ake some time.
Omee the request succesded, wizard will take you to the next page To abort the sumbission click

Canceal

Submitting report

If the server is offline, wizard will not be able to submit the report to Intelex Vision Ltd; instead, you will be invited

to save the generated report locally. Press the Finalise wizard without upload button to finish.
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m VS Client Application Problem Report Wizard - Y

Step 3 of 3. Gathering system information and sending data

Finalizing wizard

Submission is in progress. Wizard is trying to contact website. Please wail this could 1ake comz time.
Omee the request succeeded, wizard will take you to the next page To abort the sumbission click
Cancel

Unabie to comnect!

Try again

Firtafize wizard without upload | Cancal

Retry report submission or finish the wizard

Click Save report as file to save the compressed report on your computer; you are welcome to send it manually from

any other computer to customerservices@intelexvision.com. Click Exit to close the wizard.
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88 Renderer Test Utility

iSentryMMS can utilize GPU for some operations in order to decrease the CPU load. To enable GPU acceleration,
run the Renderer Test Utility from the iSentryMMS suite on the iSentryMMS Client workstation.

There are two supported GPU operations are:

o frame decoding on iSentryMMS Client side
¢ rendering on iSentryMMS Client side

/. GPU acceleration limitations:

e Only Windows 10 and corresponding Windows server OS editions (2016, 2019), or Windows 11.
e Only H.264 and H.265 streams for live view and digital PTZ in live view

e For fisheye image dewarp, only Fisheye-II is supported (choose the Fisheye lens (6 MP and larger
resolution) option in iSentryMMS Console)

All other cases will use CPU for decoding/rendering operations.

Before configuring GPU acceleration, make sure you have installed the latest official drivers for all your graphics
cards. We also recommend having more memory for GPU (the more, the better). For integrated video cards, you
can change this setting in BIOS. For discrete graphics, choose ones with more onboard memory (1GB per display or
more).

For H.265: decoding is only available for the graphics cards that have HEVC support. Please check with the video
card manufacturer for the specifications.

GPU Test and Configuration

On every client workstation where you want to enable GPU usage, launch the Renderer Test Utility by locating it in
the Start menu, or simply by typing a part of the name in the Windows search. You can also run this wizard from the
iSentryMMS Client application itself via main menu Tools > GPU configuration wizard. The client application will
be closed during the test and then re-opened.

The first wizard screen is a summary. Here, you can select, which graphics cards will be used for decoding and for
3D rendering. To be able to do so, first run the GPU test so that iSentryMMS can learn about your GPU capabilities
and determine the maximum possible load. During the test, each GPU is consequently loaded with test videos of
different resolutions, starting from bigger ones. As a result, a value list is created for each GPU, which is then used
by the iSentryMMS Client application for load balancing.

) We recommend that you re-run the GPU test after each system change that may be related to graphics, as
well as major OS updates (like feature updates) and iSentryMMS software upgrade.

To run the performance test: hit the Test GPU button in the bottom left corner. In the list, mark all GPUs that you
wish to engage by putting check marks in the Test column. Then, select the target codecs, and click the Test button
below.
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.4 GPU Configuration Wizard T

GPU test

Select the graphics cards you wish to test and press the Test button below, The verification may take a few moments.

GPU STATUS TEST

Intel{R} HD Graphics Passed
NVIDIA GeForce GT 525M Mot tested d
Microsoft Basic Render Driver Mot tested d

Test Cancel

Select graphics cards and run the test

If you have already launched the test earlier, the Status column will reflect the last test results. For the GPUs that
have passed the test, there is no need to re-launch it, unless you have made changes to that video card configuration
(e.g., added memory for the integrated card, installed a different device driver etc.). The test may take some time. If
your iSentryMMS Client application is open, the wizard will ask you to close it and re-open later (and offer to do so
automatically).

During the test, click the Show log button to see how the test is going. After the test is finished, the wizard will
automatically switch to the previous screen, and you still will be able to view the last test log.

GPU settings

GPU settings
First, click Test GPU for the wizard to verify the graphics card performance. For GPUs that have passed the test, choose which one{s) will be used for
decoding and rendering.
GPU STATUS CODECS H2e4 H285
Intel(R) Iris(R) Xe Graphics Passed H264, H265 v v
Rendering device | Intel(R) Iris(R) Xe Graphics v
Test GPU OK Cancel

An example of Intel graphics card that has successfully passed the test for both h.264 and h.265 decoding.
Log colors:

e red: most important (errors, failures)
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yellow: warnings

blue: information

black: default

e gray: trace, details or low importance

Flags used in the test log indicate GPU capabilities:

e supported: graphics card is supported

e unsupported: hardware decoding is not supported by OS for this GPU

e legacy: video card is old or has old drivers, max resolution will be limited to 1080p
e canDecode: the GPU is OK to be used for decoding

¢ canRender: the GPU is OK to be used for rendering

As a result, the previously Not passed GPUs will change their status. GPUs that have passed the test, will be
available for decoding (putting a check mark in the Decode column). Below the table, you can choose, which GPU
will be used for rendering.

If you graphics card can decode both H.264 and H.265, you will have both codecs enabled after the test. However,
you can deselect H.265 if you do not wish it to be decoded by GPU. Do not forget to restart iSentryMMS Client if you
have just opened the wizard to change the settings (without running the test).

) Video output process on the iSentryMMS Client side consists of two stages: decoding frames and rendering for
displaying them. After decoding, the frames are converted and passed for rendering. If decoding and rendering
operations happen on different GPUs, CPU is used in between so its load may grow a bit. Therefore, if only one
GPU is used for decoding, it may be wiser to use the same GPU for rendering. Same logic is to be applied for
cases when one GPU takes the most decoding load (this can be deduced from the GPU test log). But, if you
happen to have a GPU that does not support decoding, you may want to use it for rendering, so that the total
load is split between GPUs.

In general, according to our tests, Intel GPUs have better decoding capabilities (more channels can be
decoded by them), and Nvidia GPUs (hi-end) are good at 3D rendering.

Click OK to save the settings and exit. If you close the wizard by clicking Cancel or X, the GPU settings will not be
saved.

/i, If you open the wizard and change any settings without running the test, please manually restart the
iSentryMMS Client application for the changes to take effect.

You can re-open the wizard at any time to run the test again and/or change the settings.
Usage in iSentryMMS Client

After you have enabled GPU settings via wizard, the iSentryMMS Client application on the same machine will be
able to use the GPU capabilities. Using GPU acceleration will significantly decrease the CPU load and will allow you
to output more channels simultaneously on the same workstation. By combining GPU acceleration with substream
usage you can gain even more, as using lower resolution streams for multichannel output is more efficient.

iSentryMMS Client will automatically use GPUs enabled via wizard, you do not have to enable anything else in the
application settings. Limitations:
e live view and DPTZ
¢ fisheye dewarp (supported dewarp mode must be set in iSentryMMS Console, as described above)
e stream codec must be H.264 or H.265
e stream resolution must be supported (see GPU test log for details), e.g., legacy GPUs will not be used for
resolutions greater than FullHD

If you want to check whether the decoding is currently performed by GPU, enable rendering info in the iSentryMMS
Client application settings. In the main menu, choose Edit > Settings > select the Usability tab > enable the Show
decoder information option > Save.
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General

[] Show milliseconds

Usability

Viewport overlays ~ ) .
» Show decoder information

Library
Enable GPU status in iSentryMMS Client

After you have enabled this setting, each viewport in the live mode will have a label next to the timestamp
(upper right corner):

e CPU: decoding is performed using CPU (GPU is not configured or overloaded, or stream codec/resolution
is not compatible)

e GPU: the corresponding graphics card type will appear as a label - Intel, Nvidia, AMD, or other GPU.
! iSentryMMS Client will automatically switch to CPU decoding if the configured GPU is overloaded (more
than 80% of its decoder, renderer or memory is used).

Make sure you have at least 512MB of dedicated video memory per display (recommended minimum is 1GB
per display).

Troubleshooting

If, immediately after enabling hardware acceleration, your iSentryMMS Client application behaves strangely,
crashes, or causes other problems, try running it without GPU decoding. To do so a single time - for
troubleshooting - use the iSentryMMS Client without GPU decoding shortcut from the Start menu (similar icon but
in gray colors). This shortcut activates a so-called "safe mode" for the iSentryMMS Client application, which
completely ignores the GPU settings configured via GPU test utility.

After launching the iSentryMMS Client application in "safe mode", check if the issue is gone. If the no-GPU mode
helps, disable GPU decoding via Renderer test utility by de-selecting GPUs in the list (remove the check mark in the
Decode column). If you have multiple graphics cards, the issue may be caused by one of them, so a wise approach
would be to enable/disable the graphics adapters one by one in order to find out, which one is causing problems.
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